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1. Discussion and proposals
This contribution aims to discuss the work organisation for ICE support in H.248 profiles.
Such a support will be required for the Iq interface due to WebRTC.

However, ICE related requirements for various H.248 interfaces have been defined in TS 24.229 since Rel-8 independent of WebRTC. However, those requirements are not addressed in any of the 3GPP H.248 profiles up to now.

It is suggested to add an optional ICE support to the Iq, Ix, Mn and Mp profiles within a separate WI, rather than only to the Iq interface within the WebRTC WI.

Example use cases, high-level IMS-ALG and IMS-AGW procedures according to TS 24.229 and quotations from relevant specification are provided below.
2. Example use cases

ICE used for traversal of a NAT between UE A and IMS core network

(in TS 24.229 since Rel-8; originally in Annex K)
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Figure 1, ICE used for traversal of a NAT between UE A and IMS core network

WebRTC: ICE used between UE A and eP-CSCF A + eIMS-AGW
(in TS 24.229 since Rel-8; originally in Annex K)
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Figure 2, ICE used between UE A and eP-CSCF A + eIMS-AGW for WebRTC

3. High-Level IMS-ALG and GW procedures to support ICE
According to TS 24.229 the high-level IMS-ALG and GW (in P-CSCF+AGW or IBCF + TrGW) procedures to support ICE are the following. 

The IMS-ALG with attached GW performs separate ICE procedures towards the SDP offerer and the SDP answerer. The usage of ICE is negotiated separately with the SDP offerer and SDP answerer, and ICE may be applied independently at either side. Furthermore, the IMS-ALG may be configured to apply ICE procedures only towards one network side.

Since the IMS-ALG is not located behind a NAT, it does not request the GW to generate keep-alive to terminate and generate STUN messages used for the candidate selection procedures. The IMS-ALG shall only include host candidates in SDP offers and answers it generates. The GW does not need to gather any external candidates.
4. Expected impact to H.248 profiles

Suitable packages from ITU-T H.248.50 "Gateway control protocol: NAT traversal toolkit Packages" will need to be endorsed.
5.  Related 3GPP specifications and requirements
From TS 23.228:

G.2.2
ICE and Outbound reference model

Figure G.2a presents the general reference model for IMS access when both the signalling and media traverses NAT devices. Functional elements with dashed lines represent optional functionality. The transport of the Gm signalling is also subject to the policy enforcement.
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Figure G.2a: Reference model for ICE and Outbound Methodology

The STUN Function shown within the P‑CSCF is a limited STUN Server for supporting STUN keep-alive messages as described in clause G.5.3.2.

For deployments where the IMS Access gateway (or other media manipulating functional entities, such as a MRFP, are used (see clause G.2.1), such functional entities shall be placed on the network side of the STUN server and STUN relay server (i.e. not between the UE and the STUN server or STUN relay server) as shown in figure G.2a. Otherwise they will prevent STUN messages from reaching the STUN Relay/Server outside of a session.

From TS 24.229:

6.7.1.2
IMS-ALG in IBCF for support of ICE

6.7.1.2.1
General

This subclause describes procedures of an IBCF to support ICE as defined in RFC 5245 [99].

If no TrGW is inserted, an IBCF may transparently pass ICE related SDP attibutes to support ICE. The remaining procedures in subclause K.5.4 are only applicable if the IBCF is inserting a TrGW on the media plane.

When the IBCF with attached TrGW receives SDP candidate information from the SDP offerer the IBCF shall not forward the candidate information towards the SDP answerer. When the IBCF receives SDP candidate information from the SDP answerer the IBCF shall not forward the candidate information towards the SDP offerer. The remaining procedures in subclause 6.7.1.2.1 are optional.

NOTE:
An IBCF that removes and/or does not provide ICE related SDP attributes (e.g. a=candidate) in the offer/answer exchange will cause the ICE procedures to be aborted and the address and port information in the m and c lines of the SDP offer will be used. If this address and port information contains the relayed candidate address of a STUN Relay server, as recommended by ICE, then an extra media relay server will be used for the session which is not necessary nor desirable.

The IBCF with attached TrGW performs separate ICE procedures towards the SDP offerer and the SDP answerer. The usage of ICE is negotiated separately with the SDP offerer and SDP answerer, and ICE may be applied independently at either side. Furthermore, the IBCF may be configured to apply ICE procedures only towards one network side, e.g. towards the IM CN subsystem it belongs to.

Since the IBCF is not located behind a NAT, it does not request the TrGW to generate keep-alive messages even when acting as a full ICE entity. The IBCF only requests the TrGW to terminate and generate STUN messages used for the candidate selection procedures.

Since the IBCF is not located behind a NAT the IBCF shall only include host candidates in SDP offers and answers generated by the IBCF.

6.7.1.2.2
IBCF full ICE procedures for UDP based streams

6.7.1.2.2.1
General

This subclause describes the IBCF full ICE procedures for UDP based streams.

6.7.1.2.2.2
IBCF receiving SDP offer

When the IBCF receives an SDP offer including ICE candidate information, the IBCF shall send the candidate information for each UDP based stream received in the SDP offer towards the TrGW. The IBCF will request the TrGW to reserve media- and STUN resources towards the SDP offerer, based on the candidate information, in order to allow the TrGW to perform the necessary connectivity checks per the ICE procedures.

If the SDP offerer is acting as an ICE controller entity the IBCF shall act as an ICE controlled entity in the direction towards the SDP offerer. If the SDP offerer is acting as an ICE controlled entity the IBCF shall act as an ICE controller entity in the direction towards the SDP offerer.

6.7.1.2.2.3
IBCF sending SDP offer

Prior to sending an SDP offer, the IBCF may choose to apply related ICE procedues, e.g. if it expects to interact with terminals applying procedures as described in subclause K.5.2, and if both the IBCF and TrGW also support ICE procedures. To invoke these ICE procedures, the IBCF will request the TrGW to reserve media- and STUN resources towards the SDP answerer for each UDP based media stream and include a host candidate attribute for each UDP based stream in the SDP offer, providing the reserved address and port at the TrGW as destination.

The IBCF shall always act as an ICE controller entity towards the SDP answerer.

NOTE: The host candidate address included by the IBCF in the generated SDP offer matches the c- and m line information for the associcated UDP stream in the SDP offer.

6.7.1.2.2.4
IBCF receiving SDP answer

When the IBCF receives an SDP answer including ICE candidate information, the IBCF will send the candidate information for each UDP based stream received in the SDP answer towards the TrGW.

The IBCF will request the TrGW to perform ICE candidate selection procedures towards the SDP answerer. The IBCF will request the TrGW to inform the IBCF, for each UDP stream, which candidate pair has been selected towards the SDP answerer, once the candidate selection procedure towards the SDP answerer has finished.

If the TrGW indicates to the IBCF that, for at least one UDP stream, the selected candidate pair does not match the c- and m- line address information for the associated UDP stream, exchanged between the IBCF and the SDP answerer, and the IBCF acts an ICE controller entity towards the SDP answerer, the IBCF shall send a new offer towards the SDP answerer in order to allign the c- and m- lines address information with the chosen candidate pair for the associated UDP stream.

6.7.1.2.2.5
IBCF sending SDP answer

When the IBCF generates an SDP answer for an offer that included ICE candidate information, the IBCF will request the TrGW to reserve media- and STUN resources towards the SDP offerer for each UDP based media stream and include an SDP host candidate attribute for each UDP based stream in the SDP answer, providing the reserved address and port at the TrGW as destination.

The IBCF shall in the generated SDP answer include host candidate information which matches the c- and m line information for the associated UDP stream in the SDP answer.

The IBCF will request the TrGW to perform ICE candidate selection procedures towards the SDP offerer. The IBCF will request the TrGW to inform the IBCF, for each UDP stream, which candidate pair has been selected towards the SDP offerer, once the candidate selection procedure towards the SDP answerer has finished.

If the TrGW indicates to the IBCF that the selected candidate pair towards the SDP offerer does not match the c- and m- line address information for the associated UDP stream, exchanged between the IBCF and the SDP offerer, and the IBCF acts an ICE controller entity towards the SDP offerer, the IBCF shall send an offer towards the SDP offerer (which will now act as an SDP answerer) in order to allign the c- and m- line address information with the chosen candidate pair for the associated UDP stream.

6.7.1.2.3
IBCF ICE lite procedures for UDP based streams

When the IBCF is using ICE lite procedures for UDP based streams, the IBCF procedures are identical as described in subclause 6.7.1.2.2, with the following exceptions:

-
The IBCF always acts as an ICE controlled entity towards the SDP offerer and towards the SDP answerer, and;

-
The IBCF requests the TrGW to perform ICE lite candidate selection procedures, as defined in ICE
6.7.1.2.4
ICE procedures for TCP based streams

6.7.1.2.4.1
General

The IBCF shall terminate ICE procedures for TCP based streams. Instead the IBCF will use the mechanism defined in RFC 4145 [83] for establishing TCP based streams, as defined in RFC 6544 [131].

An entity that supports ICE continues the ICE procedures for UDP based streams, even if no candidates are provided for TCP based streams.

NOTE:
The IBCF ICE procedures for TCP based streams are identical no matter whether the IBCF uses full ICE- or ICE lite- procedures for UDP based streams.

6.7.1.2.4.2
IBCF receiving SDP offer

When the IBCF receives an SDP offer, the IBCF shall ignore the candidate attributes for TCP based streams. The IBCF shall not send the candidate information for TCP based streams towards the TrGW.

6.7.1.2.4.3
IBCF sending SDP offer

When the IBCF generates an SDP offer the IBCF shall include an "actpass" setup attribute, as defined in RFC 4145 [83], for each TCP based stream, which will cause the SDP answerer to initiate the TCP connections towards the TrGW. The IBCF shall not include any candidate attributes for TCP based streams in the SDP offer.

6.7.1.2.4.4
IBCF receiving SDP answer

Since the IBCF does not include candidates in the SDP offer towards the SDP answerer, there are no ICE specific procedures when the IBCF receives an SDP answer.

NOTE:
If the SDP answer contains candidate attributes for TCP based streams, the IBCF simply discards the candidate attributes.

6.7.1.2.4.5
IBCF sending SDP answer

When the IBCF generates an SDP answer the IBCF shall include a "passive" setup attribute, as defined in RFC 4145 [83], for each TCP based stream, which will cause the SDP offerer to initiate the TCP connections towards the TrGW. The IBCF shall not include any candidate attributes for TCP based streams in the SDP answer.
6.7.2.7
IMS-ALG in P-CSCF for support of ICE

6.7.2.7.1
General

This subclause describes procedures of a P-CSCF to support ICE, as defined in RFC 5245 [99].

NOTE 1:
If no IMS-AGW is inserted on the media plane, a P-CSCF might transparently pass ICE related SDP attibutes, in order to support ICE between the UE and remote entities. The remaining procedures in this subclause apply to when the P-CSCF inserts an IMS-ALG on the media plane.

When the P-CSCF with attached IMS-AGW receives SDP candidate information from the offerer, it shall not forward the candidate information towards the answerer. When the P-CSCF receives SDP candidate information from the answerer, it shall not forward the candidate information towards the offerer. The remaining procedures in subclause 6.7.2.7.1 are optional.

NOTE 2:
An P-CSCF that removes and/or does not provide ICE related SDP attributes (e.g. a=candidate) in the offer/answer exchange will cause the ICE procedures to be aborted and the address and port information in the m and c lines of the SDP offer will be used. If this address and port information contains the relayed candidate address of a STUN Relay server, as recommended by ICE, then an extra media relay server will be used for the session which is not necessary nor desirable.

The P-CSCF with attached IMS-ALG performs separate ICE procedures towards the offerer and the answerer. The usage of ICE is negotiated separately with the offerer and answerer, and ICE may be applied independently at either side. Furthermore, the P-CSCF may be configured to apply ICE procedures only towards one network side, e.g. towards the IM CN subsystem it belongs to.

NOTE 3:
Since the P-CSCF is inserting an IMS-ALG, it can choose to provide the NAT traversal mechanism defined in Annex F towards the UE. In such case the P-CSCF will not provide ICE support towards the UE, but the P-CSCF can still provide ICE support towards the core network in scenarios where ICE is used in the core network, e.g. to support NAT traversal for other access networks with no deploied IMS-ALGs.

Since the P-CSCF is not located behind a NAT, it does not request the IMS-ALG to generate keep-alive messages even when acting as a full ICE entity. The P-CSCF only requests the IMS-ALG to terminate and generate STUN messages used for the candidate selection procedures.

Since the P-CSCF is not located behind a NAT the P-CSCF shall only include host candidates in SDP offers and answers generated by the P-CSCF.

6.7.2.7.2
P-CSCF full ICE procedures for UDP based streams

6.7.2.7.2.1
General

This subclause describes the P-CSCF full ICE procedures for UDP based streams.

6.7.2.7.2.2
P-CSCF receiving SDP offer

When the P-CSCF receives an SDP offer including ICE candidate information, the P-CSCF shall send the candidate information for each UDP based stream received in the SDP offer towards the IMS-ALG. The P-CSCF shall request the IMS-ALG to reserve media- and STUN resources towards the offerer, based on the candidate information, in order to allow the IMS-ALG to perform the necessary connectivity checks per the ICE procedures.

If the offerer is acting as an ICE controller entity the P-CSCF shall act as an ICE controlled entity in the direction towards the offerer. If the offerer is acting as an ICE controlled entity the P-CSCF shall act as an ICE controller entity in the direction towards the offerer.

6.7.2.7.2.3
P-CSCF sending SDP offer

Prior to sending an SDP offer, the P-CSCF may choose to apply related ICE procedues, e.g. if it expects to interact with terminals applying procedures as described in subclause K.5.2, and if both the P-CSCF and IMS-ALG also support ICE procedures. To invoking these ICE procedures, the P-CSCF shall request the IMS-ALG to reserve media- and STUN resources towards the answerer for each UDP based media stream and include a host candidate attribute for each UDP based stream in the SDP offer, providing the reserved address and port at the IMS-ALG as destination.

The P-CSCF shall always act as an ICE controller entity towards the answerer.

NOTE: The host candidate address included by the P-CSCF in the generated SDP offer matches the c- and m line information for the associcated UDP stream in the SDP offer.

6.7.2.7.2.4
P-CSCF receiving SDP answer

When the P-CSCF receives an SDP answer including ICE candidate information, the P-CSCF shall send the candidate information for each UDP based stream received in the SDP answer towards the IMS-ALG.

The P-CSCF shall request the IMS-ALG to perform ICE candidate selection procedures towards the answerer. The P-CSCF shall request the IMS-ALG to inform the P-CSCF, for each UDP stream, which candidate pair has been selected towards the answerer, once the candidate selection procedure towards the answerer has finished.

If the IMS-ALG indicates to the P-CSCF that, for at least one UDP stream, the selected candidate pair does not match the c- and m- line address information for the associated UDP stream, exchanged between the P-CSCF and the answerer, and the P-CSCF acts an ICE controller entity towards the answerer, the P-CSCF shall send a new offer towards the answerer in order to allign the c- and m- lines address information with the chosen candidate pair for the associated UDP stream.

6.7.2.7.2.5
P-CSCF sending SDP answer

When the P-CSCF generates an SDP answer for an offer that included ICE candidate information, the P-CSCF shall request the IMS-ALG to reserve media- and STUN resources towards the offerer for each UDP based media stream and include an SDP host candidate attribute for each UDP based stream in the SDP answer, providing the reserved address and port at the IMS-ALG as destination.

The P-CSCF shall in the generated SDP answer include host candidate information which matches the c- and m line information for the associated UDP stream in the SDP answer.

The P-CSCF shall request the IMS-ALG to perform ICE candidate selection procedures towards the offerer. The P-CSCF shall request the IMS-ALG to inform the P-CSCF, for each UDP stream, which candidate pair has been selected towards the offerer, once the candidate selection procedure towards the answerer has finished.

If the IMS-ALG indicates to the P-CSCF that the selected candidate pair towards the offerer does not match the c- and m- line address information for the associated UDP stream, exchanged between the P-CSCF and the offerer, and the P-CSCF acts an ICE controller entity towards the offerer, the P-CSCF shall send an offer towards the offerer (which will now act as an answerer) in order to allign the c- and m- line address information with the chosen candidate pair for the associated UDP stream.

6.7.2.7.3
P-CSCF ICE lite procedures for UDP based streams

When the P-CSCF is using ICE lite procedures for UDP based streams, the P-CSCF procedures are identical as described in subclause 6.7.2.7.2, with the following exceptions:

-
The P-CSCF always acts as an ICE controlled entity towards the offerer and towards the answerer; and

-
The P-CSCF requests the IMS-ALG to perform ICE lite candidate selection procedures, as defined in RFC 5245 [99].
6.7.2.7.4
ICE procedures for TCP based streams

6.7.2.7.4.1
General

The P-CSCF shall terminate ICE procedures for TCP based streams. Instead the P-CSCF will use the mechanism defined in RFC 4145 [83] for establishing TCP based streams, as defined in RFC 6544 [131].

An entity that supports ICE continues the ICE procedures for UDP based streams, even if no candidates are provided for TCP based streams.

NOTE:
The P-CSCF ICE procedures for TCP based streams are identical no matter whether the P-CSCF uses full ICE or ICE lite procedures for UDP based streams.

6.7.2.7.4.2
P-CSCF receiving SDP offer

When the P-CSCF receives an SDP offer, the P-CSCF shall ignore the candidate attributes for TCP based streams. The P-CSCF shall not send the candidate information for TCP based streams towards the IMS-ALG.

6.7.2.7.4.3
P-CSCF sending SDP offer

When the P-CSCF generates an SDP offer the P-CSCF shall include an "actpass" setup attribute, as defined in RFC 4145 [83], for each TCP based stream, which will cause the answerer to initiate the TCP connections towards the IMS-ALG. The P-CSCF shall not include any candidate attributes for TCP based streams in the SDP offer.

6.7.2.7.4.4
P-CSCF receiving SDP answer

Since the P-CSCF does not include candidates in the SDP offer towards the answerer, there are no ICE specific procedures when the P-CSCF receives an SDP answer.

NOTE:
If the SDP answer contains candidate attributes for TCP based streams, the P-CSCF simply discards the candidate attributes.

6.7.2.7.4.5
P-CSCF sending SDP answer

When the P-CSCF generates an SDP answer the P-CSCF shall include a "passive" setup attribute, as defined in RFC 4145 [83], for each TCP based stream, which will cause the offerer to initiate the TCP connections towards the IMS-ALG. The P-CSCF shall not include any candidate attributes for TCP based streams in the SDP answer.

A.3.2.1
Major capabilities

Table A.317: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	
	
	
	
	

	
	Extensions
	
	
	

	22
	integration of resource management and SIP?
	[30] [64]
	o
	c14

	23
	grouping of media lines?
	[53]
	c3
	c3

	24
	mapping of media streams to resource reservation flows?
	[54]
	o
	c1

	25
	SDP bandwidth modifiers for RTCP bandwidth?
	[56]
	o
	o (NOTE 1)

	26
	TCP-based media transport in the session description protocol?
	[83]
	o
	c2

	27
	interactive connectivity establishment?
	[99]
	o
	c4

	28
	session description protocol format for binary floor control protocol streams?
	[108]
	o
	o

	29
	extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF)?
	[135]
	o
	c5

	30
	SDP capability negotiation?
	[137]
	o
	c6

	31
	Session Description Protocol (SDP) extension for setting up audio media streams over circuit-switched bearers in the Public Switched Telephone Network (PSTN)?
	[155]
	o
	c7

	32
	miscellaneous capabilities negotiation in the Session Description Protocol (SDP)?
	[156]
	o
	c7

	33
	transport independent bandwidth modifier for the Session Description Protocol?
	[152]
	o
	c8

	34
	Secure Real-time Transport Protocol (SRTP)?
	[169]
	o
	c15

	35
	MIKEY-TICKET?
	[170]
	o
	c10

	36
	SDES?
	[168]
	o
	c9

	37
	end-to-access-edge media security using SDES?
	7.5.2
	o
	c16

	37A
	end-to-access-edge media security for MSRP using TLS and certificate fingerprints?
	7.5.2
	n/a
	c22

	37B
	end-to-access-edge media security for BFCP using TLS and certificate fingerprints?
	7.5.2
	n/a
	c23

	37C
	end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints?
	7.5.2
	n/a
	c24

	38
	SDP media capabilities negotiation?
	[172]
	o
	c12

	39
	Transcoding Services Invocation in the Session Initiation Protocol (SIP) Using Third Party Call Control (3pcc)?
	[166]
	o
	c13

	40
	Message Session Relay Protocol?
	[178]
	o
	c17

	40A
	Connection establishment for media anchoring for the message session relay protocol?
	[214]
	o
	c26

	41
	a SDP offer/answer mechanism to enable file transfer?
	[185]
	o
	o

	42
	optimal media routeing
	[11D]
	n/a
	c18

	43
	ECN for RTP over UDP
	[188]
	o
	c19

	44
	T.38 FAX?
	[202]
	n/a
	c20

	45
	support for reduced-size RTCP?
	[204]
	o
	o

	46
	RTCP extended reports?
	[205]
	o
	o

	47
	maximum receive SDU size?
	[9B]
	o
	o

	48
	the SDP content attribute
	[206]
	o
	c21

	49
	a general mechanism for RTP header extensions?
	[210]
	o
	o

	50
	negotiation of generic image attributes in the session description protocol (SDP)?
	[211]
	o
	o

	51
	connection-oriented media transport over the TLS protocol in the SDP?
	[216]
	o
	c25

	52
	UDPTL over DTLS?
	[217]
	o
	c27

	c1:
IF A.3/1 THEN m ELSE n/a - - UE role.

c2:
IF A.3/9B AND A.3/13B THEN m ELSE IF A.3/1 OR A.3/6 OR A.3/7 THEN o ELSE n/a - - IBCF (IMS-ALG), application gateway function (IMS-ALG), UE, MGCF, AS.
c3:
IF A.317/24 THEN m ELSE o - - mapping of media streams to resource reservation flows.

c4:
IF A.3/9B OR A.3/13B THEN m ELSE IF A.3/1 OR A.3/6 THEN o ELSE n/a - - IBCF (IMS-ALG), application gateway function (IMS-ALG), UE, MGCF.

c5:
IF A.3A/50 OR A.3A/50A OR A.3/6 OR A.3/9B OR A.3A/89 THEN m ELSE o - - multimedia telephony service participant, multimedia telephony service application server, MGCF, IBCF (IMS-ALG), ATCF (UA).

c6:
IF A.3A/50 OR A.3A/50A OR A.3/6 OR A.3/9B OR A.3/13B OR A.3A/89 THEN m ELSE o - - multimedia telephony service participant, multimedia telephony service application server, MGCF, IBCF (IMS-ALG), application gateway function (IMS-ALG), ATCF (UA).
c7:
IF A.3A/82 OR A.3A/83 THEN m ELSE o - - ICS user agent, SCC application server.

c8:
IF A.317/25 AND (A.3/1 OR A.3/6 OR A.3A/89) THEN o ELSE n/a - - SDP bandwidth modifiers for RTCP bandwidth, UE, MGCF, ATCF (UA).

c9:
IF A.3D/301 OR A.3D/2A 20 THEN o m ELSE n/a - - end-to-access-edge media security using SDES, end-to-end media security using SDES.
c10:
IF A.3D/21 OR A.3D/21 THEN m ELSE n/a - - end-to-end media security using KMS, end-to-end media security for MSRP using TLS and KMS.

c12:
IF A.3A/82 OR A.3A/83 THEN m ELSE o - - ICS user agent, SCC application server.

c13:
IF IF A.3/7D OR A.3/8 THEN o else n/a - - AS performing 3rd party call control or MRFC.

c14:
IF A.4/2C THEN m ELSE o - - initiating a session which require local and/or remote resource reservation.
c15:
IF A.3D/20 OR A.3D/21 OR A.3D/30 THEN m ELSE n/a - - end-to-end media security using SDES, end-to-end media security using KMS, end-to-access-edge media security using SDES.

c16:
If A.3D/30 THEN m ELSE n/a - - end-to-access-edge media security using SDES.

c17:
IF A.3A/33B OR A.3A/34 THEN m ELSE IF A.3A/8 OR A.3A/9 THEN o ELSE n/a - - session-mode messaging participant, session-mode messaging intermediate node, IBCF, MRFC.
c18:
IF A.3/2A OR A.3/6 OR A.3/7 OR A.3/9B OR A.3A/89 OR A.3/13B THEN o ELSE n/a - - P-CSCF (IMS-ALG), MGCF, AS, IBCF (IMS-ALG), ATCF (UA), application gateway function (IMS-ALG).

c19:
IF A.3/2A OR A.3/6 OR A.3/8 OR A.3/9B OR A.3A/81 OR A.3A/89 OR A.3/13B THEN o ELSE n/a - - P-CSCF (IMS-ALG), MGCF, MRFC, IBCF (IMS-ALG), MSC Server enhanced for ICS, ATCF (UA), application gateway function (IMS-ALG).

c20:
IF A.3/1 OR A.3/6 THEN o ELSE n/a - - UE, MGCF.
c21:
IF A.3A/57 OR A.3A/58 OR A.3A/59 OR A.3A/60 OR A.3/2A OR A.3/9B THEN m ELSE o - - Customized alerting tones application server, Customized alerting tones UA client, Customized ringing signal application server, Customized ringing signal UA client, P-CSCF (IMS-ALG), IBCF (IMS-ALG).

c22:
If A.3D/20A THEN m ELSE n/a - - end-to-access-edge media security for MSRP using TLS and certificate fingerprints.

c23:
If A.3D/20B THEN m ELSE n/a - - end-to-access-edge media security for BFCP using TLS and certificate fingerprints.

c24:
If A.3D/20C THEN m ELSE n/a - - end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.

c25:
IF (A.317/37A AND A.317/40) OR (A.317/37B AND A.317/28) OR (A.317/37C AND A.317/52) THEN m ELSE o - - end-to-access-edge media security for MSRP using TLS and certificate fingerprints, message session relay protocol, end-to-access-edge media security for BFCP using TLS and certificate fingerprints, session description protocol format for binary floor control protocol streams, end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, UDPTL over DTLS.

c26:
IF A.317/40 THEN m ELSE n/a - - message session relay protocol.

c27:
IF A.317/37C THEN m ELSE o - - end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.

	NOTE 1:
For "video" and "audio" media types that utilise RTP/RTCP, if the RTCP bandwidth level for the session is different than the default RTCP bandwidth as specified in RFC 3556 [56], then, it shall be specified. For other media types, it may be specified.
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7
Conclusions

Annex A captures the decisions reached in Release 12 as a result of the study with regard to network-based solutions, and provides source text that can be used for CRs to TS 23.228 [2] for Release 12 to populate it with normative text for the WebRTC access to IMS feature. This annex is comprised of elements of all network-based solutions in the TR and supersedes them in Release 12.

It is also concluded that UE-based solutions do not have any standard impact.

Annex A:
WebRTC access to IMS - network-based architecture

A.1
Overview

A.1.1
Assumptions

-
In this annex, the word "UE" can correspond to either a 3GPP or a non-3GPP terminal.

-
The JS execution environment that executes the WIC has no standardized way to access an ISIM/USIM on any terminal.

-
This Release specifies an option to use a signalling interface from the UE to the network based on SIP over WebSocket, which is used as the information model on which other options are expected to be based. Options other than SIP over WebSocket are allowed in this Release, such as a REST based interface, JSON over WebSocket, XMPP, but are not described in this document. Any enhancements required to accommodate an unspecified signalling interface are considered compliant to the Release as long as other defined interfaces in the architecture are not impacted.

-
At the discretion of the CT groups, it is recommended that stage 3 documentation include information describing the elements of the message sequences and information model for SIP over WebSocket that need to be present for any alternative signalling interface.

-
SDP offer/answer exchange is the mechanism used for media plane feature negotiation.

-
In this Release, the architecture does not support media multiplexing that is defined for WebRTC clients.

NOTE 1:
A JS downloaded in a WIC accessing IMS services is not expected to allow usage of media multiplexing in the browser. If an SDP offer with media multiplexing was nevertheless sent to the network the part of the SDP offer associated with media multiplexing would be removed at the entry of the IMS network.

-
In this Release, WebRTC specific media plane extensions will be handled at the access edge and will not be propagated to other IMS functions.

-
This Release specifies DataChannel transport options for MSRP, BFCP and T.140. Other options are allowed in this Release, but are not described in this document.

-
In this Release, in case of a network based interworking between WebRTC and IMS, for 3GPP and EPC access from a WebRTC client:

-
Use of available techniques to select preferred access technologies and APNs, and to provide IP address continuity, are allowed but not described.

-
When the WebRTC client is served by an IP-CAN in a configuration that supports PCC, it is possible to request QoS within the IP-CAN for WebRTC media.

NOTE 2:
To ensure full end to end QoS support, proper IP forwarding policies should be set in the path between the PGW and the Functions supporting media interworking to the IMS.

-
QoS can be provided in configurations where the IMS can identify the transport (TCP-UDP/IP) addresses handled by the PCEF and where based on this information PCC functions can identify the UE media flows to prioritize.

A.1.2
Signalling architecture

Figure A.1.2-1 shows the WebRTC IMS signalling architecture. The WWSF (WebRTC web server function) is located either within the operator network or within a third party network and is the first web server contacted by the user (generally by clicking on a link or entering a URL into the browser). The P-CSCF enhanced for WebRTC (eP-CSCF) is the endpoint for the signalling connection from the client and is located in the operator network.

NOTE 1:
The presence of dashed elements in the figure depends on the configuration.


PCC functional elements are present only for 3GPP access with QoS.


The corresponding PCC elements for fixed access are also optionally supported but not shown.


The NAT in figure A.1.2-1 is meant for non-cellular access to IMS.
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NOTE 2:
A reference point between the WWSF and eP-CSCF might be considered in future Releases.

NOTE 3:
W3 corresponds to the output of the IETF RTCWEB discussions. 

NOTE 4:
The enhanced network entities, such as the eP-CSCF, might be decomposed into multiple network elements (e.g., P-CSCF and WebRTC Signalling Function) in future Releases to address additional use cases and configurations.

Figure A.1.2-1: WebRTC IMS signalling architecture
A.1.3
Functional entities

…
A.1.3.3
eP-CSCF (P-CSCF enhanced for WebRTC)

The P-CSCF enhanced for WebRTC (eP-CSCF) is a standard P-CSCF with the IMS-ALG functionality and with the following additional conditionally mandatory characteristics and functions when enhanced to support WebRTC:

-
The eP-CSCF supports at least one WebRTC UE-to-network signalling protocol, e.g. SIP over WebSocket, JSON over WebSocket, XMPP over WebSocket, HTTP/REST interface.

-
The eP-CSCF is located in the operator network.

-
The eP-CSCF verifies any UE authentication performed by the WWSF and performs Trusted Node Authentication (TNA), as defined in TS 33.203, in IMS for UEs already authenticated by the WWSF.

-
For Web authentication scenarios, the eP-CSCF verifies that the WWSF is authorized to allocate IMS identities that it assigns to a WIC.

-
The eP-CSCF performs IMS registration for WICs using either IMS or Web authentication schemes.

-
The eP-CSCF controls the media plane interworking functions provided by the eIMS-AGW, including those additional media plane functions specific to WebRTC.

-
The eP-CSCF ensures via signalling that RTP streams are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

-
The eP-CSCF ensures via signalling that RTP and RTCP flows of an RTP stream are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

A.1.3.4
eIMS-AGW (IMS Access GateWay enhanced for WebRTC)

The IMS AGW enhanced for WebRTC (eIMS-AGW) is a standard IMS-AGW with the following additional conditionally mandatory characteristics and functions:

NOTE 1:
WebRTC only supports audio including DTMF and video media using SRTP transport, and data media using WebRTC DataChannels. Hence any media plane protocol other than audio and video will use WebRTC DataChannels for transport.

-
The eIMS-AGW supports the media plane interworking extensions as needed for WICs.

-
The eIMS-AGW resides in the same network as the eP-CSCF.

-
The eIMS-AGW performs e2ae procedures for media protocols specific to WebRTC, including ICE, media consent, and DTLS-SRTP.

-
The eIMS-AGW performs any transcoding needed for audio and video codecs supported by the browser.

-
When GTT service is requested, the eIMS-AGW performs transport level interworking between T.140 over DataChannels and other T.140 transport options supported by IMS.

-
When MSRP is requested, the eIMS-AGW performs as an MSRP B2BUA between MSRP over DataChannels and the other MSRP transport options supported by IMS.

NOTE 2:
If CEMA extensions for transport-level interworking for MSRP are supported in IMS, the eIMS-AGW will also support this option. In this case, clause A.1.5.1 will also include a protocol architecture showing transport-level interworking for MSRP based on CEMA.

-
When BFCP service is requested for conference floor control, the eIMS-AGW performs transport level interworking between BFCP over DataChannels and other BFCP transport options supported by IMS.

A.1.4
Reference points

…
A.1.4.3
Iq (eP-CSCF to eIMS-AGW)

The Iq reference point is between the eP-CSCF and eIMS-AGW and is enhanced to control the additional bearer plane functions specific to WebRTC clients.
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