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	IBCFs can use the II-NNI traversal type in manners detailed in Clause 4.5.
SBC at the borders of transit networks can also use the network II-NNI traversal scenario type in manners as detailed in clause 4.5.

IBCFs and SBC at the borders of transit networks need the ability to determine the II-NNI traversal type for those purposes.
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Proposed changes:
*** 1st Change ***
4.6
Summary of identified issues


4.6.1
IBCFs can apply different policies for different II-NNI traversal types if they are able to identify II-NNI traversal types
IBCF acting as an exit point and IBCF acting as an entry point on each side of an II-NNI can use the II-NNI traversal scenario type when determine which local policy to use when handling a received SIP request and SIP response. Different impacted aspects of the local policy are detailed in clause 4.5:
Screening of SIP signalling
Disallowing communication related to certain II-NNI traversal scenario types
Tracking of interoperability errors
Enabling or disabling of OMR
Transcoding control
Collection of CDRs
Allowing the forwarding of incoming communication only to suitable nodes
SBC at the borders of transit networks can also use the network II-NNI traversal scenario type in manners as detailed in clause  4.5.
IBCFs and SBC at the borders of transit networks need the ability to determine the II-NNI traversal type for those purposes.
4.6.2
IBCF acting as an exit point and IBCF acting as an entry point determines incorrect II-NNI traversal scenario type


If an incorrect II-NNI traversal scenario type is used the following problems may occur:

-
inconsistent charging if one side uses the Request-URI as the base for charging while the other side uses the Route header field as base for charging;

-
inconsistent statistics per II-NNI traversal scenario type between operators;

-
communication is rejected unnecessary e.g. if the incorrect II-NNI traversal scenario type is not supported; and

-
the related subscription, the SIP dialog state information and the duration information are not retained, when they should have been.

Regardless if the conclusion of the study results in that an implicit detection of the II-NNI traversal scenario type or an explicit indication of the II-NNI traversal scenario type shall be used the 3GPP TS 24.229 [2] and/or the 3GPP TS 29.165 [10] need to be updated to include:

-
if implicit detection of the II-NNI traversal scenario type is used, the logic to be used by IBCF; or

-
if explicit indication of the II-NNI traversal scenario type is used, the procedure to include the explicit indication.

4.6.3
Malicious networks

An indirectly connected malicious network can include in dialog creating SIP requests or in SIP stand-alone requests:

-
information (e.g. a header field or a MIME body) that can be misleading if implicit detection of II-NNI traversal scenario type is used; or

-
an incorrect II-NNI traversal scenario type indicator if explicit indication of II-NNI traversal scenario type is used.

To avoid that behaviour of the malicious network results in that the IBCF uses the wrong local policy when receiving a SIP request, a verification procedure of the II-NNI traversal scenario type is needed. The verification procedure shall only be based on information generated by trusted networks.
*** End of Changes ***
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