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*** 1st Change ***

5.3.38
Rule-Failure-Code AVP (All access types)

The Rule-Failure-Code AVP (AVP code 1031) is of type Enumerated. It is sent by the PCEF to the PCRF within a Charging-Rule-Report AVP to identify the reason a PCC Rule is being reported.

The following values are defined:

UNKNOWN_RULE_NAME (1)


This value is used to indicate that the pre-provisioned PCC rule could not be successfully activated because the Charging-Rule-Name or Charging-Rule-Base-Name is unknown to the PCEF.

RATING_GROUP_ERROR (2)


This value is used to indicate that the PCC rule could not be successfully installed or enforced because the Rating-Group specified within the Charging-Rule-Definition AVP by the PCRF is unknown or, invalid.

SERVICE_IDENTIFIER_ERROR (3)


This value is used to indicate that the PCC rule could not be successfully installed or enforced because the Service-Identifier specified within the Charging-Rule-Definition AVP by the PCRF is invalid, unknown, or not applicable to the service being charged.

GW/PCEF_MALFUNCTION (4)


This value is used to indicate that the PCC rule could not be successfully installed (for those provisioned from the PCRF) or activated (for those pre-provisioned in PCEF) or enforced (for those already successfully installed) due to GW/PCEF malfunction.

RESOURCES_LIMITATION (5)


This value is used to indicate that the PCC rule could not be successfully installed (for those provisioned from PCRF) or activated (for those pre-provisioned in PCEF) or enforced (for those already successfully installed) due to a limitation of resources at the PCEF.

MAX_NR_BEARERS_REACHED (6)


This value is used to indicate that the PCC rule could not be successfully installed (for those provisioned from PCRF) or activated (for those pre-provisioned in PCEF) or enforced (for those already successfully installed) due to the fact that the maximum number of bearers has been reached for the IP-CAN session.
UNKNOWN_BEARER_ID (7)


This value is used to indicate that the PCC rule could not be successfully installed or enforced at the PCEF because the Bearer-Id specified within the Charging-Rule-Install AVP by the PCRF is unknown or invalid. Applicable only for GPRS in the case the PCRF performs the bearer binding.

MISSING_BEARER_ID (8)


This value is used to indicate that the PCC rule could not be successfully installed or enforced at the PCEF because the Bearer-Id is not specified within the Charging-Rule-Install AVP by the PCRF. Applicable only for GPRS in the case the PCRF performs the bearer binding. 

MISSING_FLOW_INFORMATION (9)


This value is used to indicate that the PCC rule could not be successfully installed or enforced because the Flow-Information AVP is not specified within the Charging-Rule-Definition AVP by the PCRF during the first install request of the PCC rule.
RESOURCE_ALLOCATION_FAILURE (10)

This value is used to indicate that the PCC rule could not be successfully installed or maintained since the bearer establishment/modification failed, or the bearer was released.

UNSUCCESSFUL_QOS_VALIDATION (11)


This value is used to:


indicate that the QoS validation has failed or,

-
Indicate when Guaranteed Bandwidth > Max-Requested-Bandwidth.
INCORRECT_FLOW_INFORMATION (12)


This value is used to indicate that the PCC rule could not be successfully installed or modified at the PCEF because the provided flow information is not supported by the network (e.g. the provided IP address(es) or IPv6 prefix(es) do not correspond to an IP version applicable for the IP-CAN session).
PS_TO_CS_HANDOVER (13)


This value is used to indicate that the PCC rule could not be maintained because of PS to CS handover. This value is only applicable for 3GPP-GPRS and 3GPP-EPS. Applicable to functionality introduced with the Rel9 feature as described in clause 5.4.1.

TDF_APPLICATION_IDENTIFIER_ERROR (14)


This value is used to indicate that the rule could not be successfully installed or enforced because the TDF-Application-Identifier is invalid, unknown, or not applicable to the application required for detection.
NO_BEARER_BOUND (15)


This value is used to indicate that there is no IP-CAN bearer which the PCEF can bind the PCC rule(s) to.
FILTER_RESTRICTIONS (16)

This value is used to indicate that the Flow-Description AVP(s) cannot be handled by the PCEF because one of the following restrictions was not met.

-
Only the Action "permit" shall be used.


-
No "options" shall be used.


-
The invert modifier "!" for addresses shall not be used.


-
The keyword "assigned" shall not be used.
Deprecated value (17)


This value is obsolete and shall not be used.
MISSING_REDIRECT_SERVER_ADDRESS (18)


This value is used to indicate that the ADC rule could not be successfully installed or enforced at the PCEF because there is no valid Redirect_Server_Address within the Redirect-Server-Address AVP provided by the PCRF and no preconfigured redirection address for this ADC rule at the PCEF.
*** 2nd Change ***

5.5.4
Transient Failures

Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

The Result-Code AVP values defined in Diameter Base RFC 3588 [5] are applicable. Also the following specific Gx Experimental-Result-Code value is defined for transient failures:
DIAMETER_PCC_BEARER_EVENT (4141)


This error shall be used when for some reason a PCC rule cannot be enforced or modified successfully in a network initiated procedure. Affected PCC-Rules will be provided in the Charging-Rule-Report AVP including the reason and status as described in Clause 4.5.12.

DIAMETER AN_GW_FAILED (xxxx)


This value is used to indicate that the AN-Gateway has failed and that the PCRF should refrain from sending policy decisions to the PCEF until it is informed that the S-GW has been recovered.
*** 3rd Change ***

B.3.14
S-GW Restoration Support

When the PCRF sends a RAR or CCA command with new policy decisions for a PDN connection maintained during a S-GW failure, the PCEF shall act as follows:

-
For MME/S4-SGSN triggered S-GW Restoration scenarios, the PCEF shall reject the procedure as described in clause 4.5.12. The Experimental-Result-Code AVP for both PULL and PUSH modes shall be set to DIAMETER AN_GW_FAILED (xxxx). 

-
For P-GW triggered S-GW Restoration scenarios, the PCEF shall accept the procedure as per normal procedures. In the case, the PDN connection is not restored during an operator configured time period, the PCEF shall send a new CCR command when the related timer expires, the CCR shall include the Charging-Rule-Report AVP with the Rule-Failure-Code AVP set to RESOURCE_ALLOCATION_FAILURE and with the PCC-Rule-Status set to INACTIVE.
Upon reception of the Experimental-Result-Code set to DIAMETER AN_GW_FAILED (xxxx) the PCRF shall not take any further actions over Gx until the S-GW has recovered. 

If the PCEF indicated DIAMETER AN_GW_FAILED previously, the PCEF shall inform the PCRF when the S-GW has recovered using the Event-Trigger AVP set to AN_GW_CHANGE and including the AN-GW-Address AVP related to the restored or new S-GW. The PCRF may after this update the PCEF with PCC Rules if necessary.

NOTE 1:
The PCRF could reject requests from the AF and SPR when the Experimental-Result-Code set to DIAMETER AN_GW_FAILED (xxxx) is received until the Event-Trigger AVP set to AN_GW_CHANGE is received.

The PCEF shall maintain the PDN connections affected by the S-GW failure and eligible for restoration for an operator configurable time period (see 3GPP TS 23.007 [43]). Up on expiry of that time period, the PCEF shall release the PDN connection and inform the PCRF about the IP-CAN Session Termination as specified in subclause 4.5.7.

NOTE 2:
The PCRF is not aware of which PDN connections are eligible for restoration. When the PCEF detects a S-GW failure, the PCEF requests the PCRF to terminate IP-CAN sessions associated to  PDN connections affected by the S-GW failure and not eligible for restoration.
The PCEF should maintain the GBR bearers of the PDN connections eligible for restoration for an operator configurable time period (see 3GPP TS 23.007 [43]). Upon expiry of that time period, the PCEF shall release GBR bearers that have not yet been restored and inform the PCRF about the PCC rule removal as specified in subclause 4.5.6.

The PCEF shall discard downlink packets received for a PDN connection maintained during a S-GW failure that has not yet been restored. 
The PCEF shall delete the PDN connection locally when it receives an IP-CAN session termination from the PCRF as described in subclause 4.5.9.

For the PMIP-based 3GPP access, when the PCRF detects a BBERF failure or restart, the PCRF shall maintain the IP-CAN sessions and delete locally the Gateway Control sessions affected by the BBERF failure. In this case, if the PCRF receives a request from the AF or SPR that requires to modify the IP-CAN session and no error indication was received from the PCEF, the PCRF may initiate the IP-CAN session modification towards the PCEF.

NOTE 3:
The method the PCRF uses to determine that a BBERF has failed or restarted is not specified in this release.
NOTE 4:
The PCRF can refrain from sending policy information within the RAR command since it is aware that the BBERF has failed or restarted via Gxx reference point. The PCRF will know that the BBERF has recovered when a new Gateway Control Session Establishment is received that is linked with the affected IP-CAN session.
*** End of Changes ***
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