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*** 1st Change ***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AVP
Attribute Value Pair

CEA
Capabilities-Exchange-Answer

CER
Capabilities-Exchange-Request

DAA
Device-Action-Answer

DAR
Device-Action-Request

DNA
Device-Notification-Answer
DNR
Device-Notification-Request

DNS
Domain Name System

ESP
Encapsulating Security Payload
IKE 
Internet Key Exchange
IWF
Inter Working Function

MTC 
Machine Type Communication

PKI
Public key infrastructure
SCS
Service Capability Server

TLS
Transport Layer Security
*** 2nd Change ***
5.6
Notification of Device trigger

The MTC-IWF shall notify the SCS of the outcome of a device trigger request by sending a Device-Notification-Request command to the SCS with the following AVP values set in the Device-Notification AVP:

a)
Action-Type AVP set to the value Delivery Report (2)

b)
Either MSISDN AVP or External-Id AVP set to the identifier of the MTC device triggered

c)
SCS-Identifier AVP, containing the identity of the SCS that requested a device trigger to the UE

d)
Reference-Number AVP as received in the corresponding Device-Action-Request command by the SCS

e)
Delivery-Outcome AVP set to the proper value, depending on success or failure of the delivery of the trigger request by the MTC-IWF to the MTC device

The SCS shall acknowledge the receipt of the Device-Notification-Request command by sending to the MTC-IWF a Device-Notification-Answer command.

When the procedure is completed in the MTC-IWF and the SCS the reference number shall be released.
*** 3rd Change ***
6.1.3
Advertising Application Support

The Diameter application identifier assigned to the Tsp interface application is 16777309.


The SCS and MTC-IWF shall advertise support of the Diameter Tsp application by including the value of the Tsp application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the CER and CEA commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the CER and CEA commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the CER and CEA commands.

The Vendor-Id AVP included in CER and CEA commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per RFC 3588 [6].
*** 4th Change ***
6.3.2
Mutual authentication
The present document covers only Tsp interface security procedures for deployments where a DIAMETER message on the Tsp interface between MTC-IWF and SCS shall pass through at most one DIAMETER agent in the security domain, in which the MTC-IWF resides (called ‘MTC-IWF-side agent’ in the sequel), and one DIAMETER agent in the security domain, in which the SCS resides (called ‘SCS-side agent’ in the sequel).
NOTE 1:
Other deployments are possible, but they are not recommended for the purposes of the Tsp interface. 
Mutual authentication between a node in the security domain, in which the MTC-IWF resides, and a node in the security domain, in which the SCS resides, shall be performed using TLS or IPsec as specified in IETF RFC 3588 [6], with the exception that the security profiles specified in clause 6.3.3 of the present document shall apply.

The following rules shall apply:

-
There shall be no intermediate DIAMETER agent in a third security domain between the security domain of the MTC-IWF and the security domain of the SCS.

-
In the security domain of the MTC-IWF, the node performing the Tsp-related mutual authentication shall be the MTC-IWF-side agent, if present, and the MTC-IWF otherwise.

-
In the security domain of the SCS, the node performing the Tsp-related mutual authentication shall be the SCS -side agent, if present, and the SCS otherwise.

-
The peers shall verify the peer identity received in CER/CEA messages against the identity (e.g. name in the certificate) authenticated by means of TLS or IPsec.

-
Domain authorization check: a suitable node in the security domain receiving a Tsp-related DIAMETER message shall check that the originator of this message, i.e the SCS (or MTC-IWF respectively), as identified at the application layer, is indeed authorized to send this message via the peer whose identity was verified in the previous step. This check may be performed through suitable local tables associating SCSs (or MTC-IWFs respectively) with nodes in the originating security domain whose identities can be verified by the receiving domain. The node performing this domain authorization check shall be either the MTC-IWF or the MTC-IWF-side agent for messages destined to the MTC-IWF and either the SCS or the SCS-side agent for messages destined to the SCS.

NOTE 2:
The MTC-IWF can perform the domain authorization check even in the presence of an MTC-IWF-side agent as the latter includes the verified peer identity in the Record-Route AVP. (Analogously for the SCS side.) The concept of domain authorization check is defined by the bullet above and not taken from another normative document. 
-
The MTC-IWF-side agent (the SCS-side agent respectively) shall perform egress filtering in that it only forwards (Tsp-related) DIAMETER messages originating from MTC-IWFs (SCSs respectively) in its own security domain.
*** 5th Change ***

6.4.1
General
Table 6.3.1.1 describes the Diameter AVPs defined for the Tsp reference point, their AVP Code values, types and possible flag values. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).
Table 6.3.1.1: Tsp specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (note 1)

	Attribute Name
	AVP Code
	Clause defined
	Value Type 
	Must
	May
	Should not
	Must not

	Device-Action
	3001
	6.4.2
	Grouped
	M,V
	P
	
	

	Device-Notification
	3002
	6.4.3
	Grouped
	M,V
	P
	
	

	Trigger-Data
	3003
	6.4.4
	Grouped
	M,V
	P
	
	

	Payload
	3004
	6.4.5
	OctetString
	M,V
	P
	
	

	Action-Type
	3005
	6.4.6
	Enumerated
	M,V
	P
	
	

	Priority-Indication
	3006
	6.4.7
	Enumerated
	M,V
	P
	
	

	Reference-Number
	3007
	6.4.8
	Unassigned32
	M,V
	P
	
	

	Request-Status
	3008
	6.4.9
	Enumerated
	M,V
	P
	
	

	Delivery-Outcome
	3009
	6.4.10
	Enumerated
	M,V
	P
	
	

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [6].


6.4.2
Device-Action AVP

The Device-Action AVP (AVP code 3001) is of type Grouped. It is used by the SCS to request a specific action for a device.

AVP Format:

Device-Action ::=                   < AVP Header: 3001 >

                                    [ External-Id ]

                                    [ MSISDN ]

                                    [ SCS-Identifier ]

                                    { Reference-Number }
                                    { Action-Type }

                                    [ Trigger-Data ]

                                    [ Validity-Time ]
                                   *[ AVP ]

6.4.3
Device-Notification AVP

The Device-Notification AVP (AVP code 3002) is of type Grouped. It is used by the MTC-IWF to report any action requested by the SCS.

AVP Format:

Device-Notification ::=             < AVP Header: 3002 >

                                    [ External-Id ]

                                    [ MSISDN ]

                                    [ SCS-Identifier ]

                                    { Reference-Number }

                                    { Action-Type }

                                    [ Request-Status ]

                                    [ Delivery-Outcome ]

                                   *[ AVP ]

6.4.4
Trigger-Data AVP

The Trigger-Data AVP (AVP code 3003) is of type Grouped. It is used by the SCS to supply all data required for a device trigger request.

AVP Format:

Trigger-Data ::=                    < AVP Header: 3003 >

                                    { Payload }

                                    [ Priority-Indication ]

                                   *[ AVP ]
6.4.5
Payload AVP

The Payload AVP (AVP code 3004) is of type OctetString, and contains the payload to be transferred to the addressed device.

6.4.6
Action-Type AVP

The Action-Type AVP (AVP code 3005) is of type Enumerated, and informs the MTC-IWF of what action type is required in the request and also informs the SCS of what action type is reported.

The following values are defined:

Device Trigger Request (1)

This value indicates a device trigger request and is used:

-
in the Device-Action AVP of the Device-Action-Request command; 

-
in the Device-Notification AVP of the Device-Action-Answer command.

Delivery Report (2)

This value indicates a delivery report sent from MTC-IWF to the SCS and is used:

-
in the Device-Notification AVP of the Device-Notification-Request command.

6.4.7
Priority-Indication AVP

The Priority-Indication (AVP code 3006) is of type Enumerated, and identifies priority of the device trigger.

The following values are defined:

Non-Priority (0)

This value indicates that the device trigger has non-priority.

Priority (1)

This value indicates that the device trigger has priority.

6.4.8
Reference-Number AVP
Reference-Number AVP (AVP code 3007) is of type UTF8String, and is used to uniquely identify a transaction. The reference number is allocated by the initiator of a transaction and is used in all subsequent messages related to that transaction. 

6.4.9
Request-Status AVP

The Request-Status AVP (AVP code 3008) is of type Enumerated, and informs the SCS of the status of a device action request. The Request-Status AVP can be included in the Device-Action-Answer command.

The following values are defined:
SUCCESS (0)


This value indicates that device action requested is confirmed.

TEMPORARYERROR (201)


This value indicates an unspecified temporary error. 

INVPAYLOAD (101)


This value indicates an error with the payload, where the payload is valid according to Diameter AVP definition but an implementation limit such as maximum accepted length is exceeded.

INVEXTID (102)


This value indicates an error with the External Identifier, where the identifier is valid according to Diameter AVP definition but the value is rejected by the 3GPP network for example because it is an unknown subscription.

INVSCSID (103)


This value indicates an error with the SCS-Identifier, where the identifier is valid according to Diameter AVP definition but the value is rejected by the 3GPP network for example because it is an unexpected value for this SCS.

INVPERIOD (104)


This value indicates an error with the validity period, where the validity period is valid according to Diameter AVP definition but the value is rejected by the 3GPP network for example because a maximum allowed validity period is exceeded.

NOTAUTHORIZED (105)


This value indicates that the SCS is not authorized to trigger this UE.

SERVICEUNAVAILABLE (106)


This value indicates that the trigger service is not available for this UE

PERMANENTERROR (107)


This value indicates an unspecified permanent error.

QUOTAEXCEEDED (108)


This value indicates that the SCS has exceeded allocated quota

6.4.10
Delivery-Outcome AVP

The Delivery-Outcome AVP (AVP code 3009) is of type Enumerated, and informs the SCS of the outcome of the device action request. The Delivery-Outcome AVP can be included in Device-Notification-Request command.

The following values are defined:
SUCCESS (0)


This value indicates that the device action request was successfully completed.

EXPIRED (1)


This value indicates that the validity period expired before the trigger could be delivered. (Temporary error)

TEMPORARYERROR (2)


This value indicates that this trigger encountered a temporary network error. 

UNDELIVERABLE (3)


This value indicates that this trigger encountered a delivery error and is deemed permanently undeliverable.

*** 6th Change ***

6.6.1
Command-Code Values

This section defines the Command-Code values for the Tsp interface application as allocated by IANA from the vendor-specific namespace defined in IETF RFC 5719 [9]. Every command is defined by means of the ABNF syntax IETF RFC 2234 [5], according to the rules in IETF RFC 3588 [6]. 

The following Command Codes are defined in this specification:

Table 6.5.1.1: Command-Code values for Tsp
	Command-Name
	Abbreviation
	Code
	Section

	Device-Action-Request
	DAR
	8388639
	6.6.2

	Device-Action-Answer
	DAA
	8388639
	6.6.3

	Device-Notification-Request
	DNR
	8388640
	6.6.4

	Device-Notification-Answer
	DNA
	8388640
	6.6.5


For the commands defined in this specification and reused commands, the Application-ID field shall be set to 16777309.

6.6.2
Device-Action-Request (DAR) command

The DAR command, indicated by the Command-Code field set to 8388639 and the 'R' bit set in the Command Flags field, is sent by the SCS to the MTC-IWF as part of the device action request procedure.
Message Format:
<DA-Request> ::= <Diameter Header: 8388639, REQ, PXY >

                 < Session-Id >

                 { Auth-Application-Id }





 { Auth-Session-State }
                 { Origin-Host }

                 { Origin-Realm }

                 { Destination-Realm }

                 [ Destination-Host ]

                 [ Origin-State-Id ]
                 [ Device-Action ]

                *[ Proxy-Info ]

                *[ Route-Record ]

                *[ AVP ]
6.6.3
Device-Action-Answer (DAA) command

The DAA command, indicated by the Command-Code field set to 8388639 and the 'R' bit cleared in the Command Flags field, is sent by the MTC-IWF to the SCS as part of the device action request procedure.

Message Format:

<DA-Answer> ::=  < Diameter Header: 8388639, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Auth-Session-State }




 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]




 [ Origin-State-Id ]




 { Device-Notification } 




*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]




*[ Proxy-Info ]





*[ AVP ]

6.6.4
Device-Notification-Request (DNR) command

The DNR command, indicated by the Command-Code field set to 8388640 and the 'R' bit set in the Command Flags field, is sent by the MTC-IWF to the SCS as part of the device notification report procedure.

Message Format:

<DN-Request> ::= < Diameter Header: 8388640, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Auth-Session-State }




 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 [ Origin-State-Id ]




 [ Device-Notification ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
6.6.5
Device-Notification-Answer (DNA) command

The DNA command, indicated by the Command-Code field set to 8388640 and the 'R' bit cleared in the Command Flags field, is sent by the SCS to the MTC-IWF as part of the device notification report procedure.

Message Format:

<DN-Answer> ::=  < Diameter Header: 8388640, PXY >





 < Session-Id >




 { Auth-Application-Id }





 { Auth-Session-State }




 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]




 [ Origin-State-Id ]



 




 [ Error-Message ]





 [ Error-Reporting-Host ] 




*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ AVP ]
*** 7th Change ***

A.2
Tsp Submission, T4 Delivery

This sub clause illustrates the Tsp Message Sequence Diagram for trigger submissions over Tsp with subsequent trigger delivery over T4. 
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Figure A.2.1: Tsp Submission, T4 Delivery
The flow consists of the following operations:

1. 
The SCS sends a Device-Action-Request command to the MTC-IWF with the Action-Type AVP set to the Value Device Trigger Request (1) and other AVPs as further specified in sub clause 5.5.
2. 
The MTC-IWF selects T4 for delivery performs the T4 submission procedures and is informed of the submission outcome. 

3.
The MTC-IWF confirms the status of the device trigger request to the SCS by sending a Device-Action-Answer command with the Action-Type AVP set to the Value Device Trigger Request (1) and the Request-Status AVP set to value indicating the status of the device trigger request. Other AVPs as further specified in sub clause 5.5.
4. - 5.  The SMS-SC performs delivery procedures and reports the outcome to the MTC-IWF.

6.
The MTC-IWF notifies the SCS of the outcome of the device trigger request by sending a Device-Notification-Request command with Action-Type AVP set to the value Delivery Report (2), the Delivery-Outcome AVP set to the proper value.
7.
The SCS acknowledges to the MTC-IWF that is has successfully received the out come of the device trigger request by sending a Device-Notification-Answer command with Action-Type AVP set to the value Delivery Report (2).

8.
The MTC-IWF responds back to the SMS-SC that is has successfully transferred the report.

NOTE:
A SMS-SC will repeat the procedure from steps 5 to ensure the Deliver Report is received if a negative confirmation is received.
*** 8th Change ***
A.3
Tsp failed Submission

This sub clause illustrates the Tsp Message Sequence Diagram for trigger submissions over Tsp with the trigger submission is rejected. 
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Figure A.3.1: Tsp Submission, T4 Delivery
The flow consists of the following operations:

1.
The SCS sends a Device-Action-Request command to the MTC-IWF with the Action-Type AVP set to the Value Device Trigger Request (1) and other AVPs as further specified in sub clause 5.5.
2.
The MTC-IWF rejects the trigger request or it is informed as part of the T4 submission procedure that the trigger is rejected. Example reject reasons: Unknown subscription, SCS not authorized, Service not authorized for UE, Insufficient resources, QOS exceeded, Insufficient resources. Reject reasons may be temporary or permanent nature.

3.
The MTC-IWF informs the SCS of the device trigger request outcome by sending a Device-Action-Answer command with the Action-Type AVP set to the Value Device Trigger Request (1) and the Request-Status AVP set to an appropriate error value indicating the rejection of the device trigger request. Other AVPs as further specified in sub clause 5.5. The device trigger request has reached a final status at this point and the procedure ends here. 

*** 9th Change ***

A.4
Tsp Submission, Failed T4 Delivery

This sub clause illustrates the Tsp Message Sequence Diagram for trigger submissions over Tsp with subsequent a failed trigger delivery over T4. 
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Figure A.4.1: Tsp Submission, T4 Delivery
The flow consists of the following operations:

1.
The SCS sends a Device-Action-Request command to the MTC-IWF with the Action-Type AVP set to the Value Device Trigger Request (1) and other AVPs as further specified in sub clause 5.5.
2.
The MTC-IWF selects T4 for delivery performs the T4 submission procedures and is informed of a positive submission outcome. 

3.
The MTC-IWF confirms the status of the device trigger request to the SCS by sending a Device-Action-Answer command with the Action-Type AVP set to the Value Device Trigger Request (1) and the Request-Status AVP set to value indicating the SUCCESS status of the device trigger request. Other AVPs as further specified in sub clause 5.5.

4 - 5.  The SMS-SC concludes after one or more retries that the triger is not deliverable to the UE (i.e trigger validity period exceeded, persistent error received from HSS, UE or network) and reports the outcome to the MTC-IWF.

6.
The MTC-IWF notifies the SCS of the negative outcome of the device trigger request by sending a Device-Notification-Request command with Action-Type AVP set to the value Delivery Report (2), the Delivery-Outcome AVP set to the appropriate error value. Delivery errors may be of temporary or permanent nature.
7.
The SCS acknowledges to the MTC-IWF that is has received the out come of the device trigger request by sending a Device-Notification-Answer command with Action-Type AVP set to the value Delivery Report (2).

8.
The MTC-IWF responds back to the SMS-SC that is has successfully transferred the report.

NOTE:
A SMS-SC will repeat the procedure from steps 5 to ensure the Deliver Report is received if a negative confirmation is received.

*** End of Changes ***

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark appropriate boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Office® 2003 applications. Prefered format is ISO standard yyyy-MM-dd.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected and the CRs which are linked. This is particularly important where the affected specs belong to a different working group than that which will agree the present CR.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1405167843.vsd
UE


SCS


MTC-IWF


SMS-SC


2. T4 submission


4. Delivery to UE failed


8. T4 Report Confirm


5. T4 Report


1. DAR


3. DAA


6. DNR


7. DNA



_1409584875.vsd
SCS


MTC-IWF


SMS-SC


2. Trigger submission rejected


1. DAR


3. DAA



_1399389858.vsd
UE


SCS


MTC-IWF


SMS-SC


2. T4 submission


4. Delivery to UE


8. T4 Report Confirm


5. T4 Report


1. DAR


3. DAA


6. DNR


7. DNA



