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* * * First Change * * * 
3.1
Definitions
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply:

IP-CAN bearer: IP transmission path of defined capacity, delay and bit error rate, etc.
See 3GPP TS 21.905 [1] for the definition of bearer.

IP-CAN session: association between a UE and an IP network.
The association is identified by one or more UE IPv4 addresses/ and/or IPv6 prefix together with a UE identity information, if available, and a PDN represented by a PDN ID (e.g. an APN). An IP-CAN session incorporates one or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the related UE IPv4 address and/or IPv6 prefix are assigned and announced to the IP network.
IP flow: unidirectional flow of IP packets with the same source IP address and port number and the same destination IP address and port number and the same transport protocol.
Port numbers are only applicable if used by the transport protocol.
Gateway Control Session: An association between a BBERF and a PCRF (when GTP is not used in the EPC), used for transferring access specific parameters, BBERF events and QoS rules between the PCRF and BBERF. In the context of this specification this is implemented by use of the Gxx procedures.

Monitoring key: Identifies a usage monitoring control instance. 
TDF session: is an association between the TDF and the PCRF. The association is identified by one UE IPv4 address and/or IPv6 prefix together with optionally a PDN represented by a PDN ID and a set of ADC rules to be applied by the TDF.
Usage monitoring control instance: the monitoring and reporting of the usage threshold for input, output or total data volume for the IP-CAN session/TDF session or the service data flows/application’s traffic associated with the same monitoring key.
* * * End of First Change * * * 
* * * Second Change * * * 
4b.1
Overview
The Sd reference point is located between the Policy and Charging Rules Function (PCRF) and the Traffic Detection Function (TDF). For the solicited application reporting, the Sd reference point is used for establishment and termination of TDF session between PCRF and TDF, provisioning of Application Detection and Control rules from the PCRF for the purpose of traffic detection and enforcement at the TDF, usage monitoring control of TDF session and of detected applications and reporting of the start and the stop of a detected applications’s traffic and transfer of service data flow descriptions for detected applications, if available, from the TDF to the PCRF. For the unsolicited reporting, the Sd reference point is used for establishment and termination of TDF session between PCRF and TDF, reporting of the start and the stop of a detected application’s traffic and transfer of service data flow descriptions for detected applications, if available, and transfer of Application instance identifier, if service data flow descriptions are deducible, from the TDF to the PCRF.
The stage 2 level requirements for the Sd reference point are defined in 3GPP TS 23.203 [7].

Signalling flows related to the Sd, Rx, Gxx and Gx interfaces are specified in 3GPP TS 29.213 [8].


* * * End of Second Change * * * 
* * * Third Change * * * 
4.3b.2
Application Detection and Control Rule Definition
The purpose of the ADC rule is to apply the detection and enforcement actions for the specified application traffic.
The PCEF shall select an ADC rule for the traffic, matching the application definition. When a traffic matches an application definition, the matching process for that traffic is completed, and the ADC rule for that application shall be applied.

There are two different types of ADC rules as defined in [7]:

-
Dynamic ADC rules. Dynamically provisioned by the PCRF to the PCEF. These ADC rules may be either predefined or dynamically generated in the PCRF. Dynamic ADC rules can be installed, modified and removed at any time. The dynamic ADC rules are applicable only in case of solicited application reporting.
-
Predefined ADC rules. Preconfigured in the PCEF. In the case of solicited reporting, the Predefined ADC rules can be activated or deactivated by the PCRF at any time. Predefined ADC rules within the PCEF may be grouped allowing the PCRF to dynamically activate a set of ADC rules. In the case of unsolicited reporting, the predefined ADC rules are provisioned into the TDF.
An ADC rule consists of:

-
a rule identifier;

-
TDF application identifier;

-
monitoring key;

-
gate status;

-
UL maximum bit rate;

-
DL maximum bit rate;

-
redirect;
The rule identifier shall be used to reference an ADC rule in the communication between the PCEF and the PCRF.

The TDF application identifier shall be used to reference the corresponding application, for which the rule applies.

The monitoring key for an ADC rule identifies a monitoring control instance that shall be used for usage monitoring control of a particular application or a group of applications (as identified by the ADC rule(s)) or all detected traffic belonging to a specific TDF session.
NOTE: TDF session level monitoring is applicable only for ADC rules used over Sd.
The gate status indicates whether the application, identified by the TDF application identifier, may pass (gate is open) or shall be blocked (gate is closed) in uplink and/or in downlink direction.

The UL maximum bitrate indicates the authorized maximum bitrate for the uplink component of the detected application traffic.

The DL maximum bitrate indicates the authorized maximum bitrate for the downlink component of the detected application traffic.

The Redirect indicates whether the detected application traffic should be redirected to another controlled address. The target redirect address shall also be included.
* * * End of Third Change * * * 
* * * Fourth Change * * * 
4b.4.2
TDF
The TDF (Traffic Detection Function) is a functional entity that performs application's traffic detection and reporting of the detected application by using TDF application identifier and its TDF application instance identifier and its service data flow descriptions, if deducible, to the PCRF.

For the solicited application reporting, the TDF shall perform the following enforcement actions to the detected application traffic, if requested by PCRF:

-
Gating;

-
Redirection;

-
Bandwidth limitation.

The PCEF can support Application Detection and Control feature as specified in Clause 4.4.2. In that case Sd interface is not applicable and Gx interface is enhanced with application detection and reporting functionalities.

For the solicited application reporting, the TDF shall support usage monitoring as specified in clauses 4b.5.6 and 4b.5.7.

* * * End of Fourth Change * * * 
* * * Fifth Change * * * 
4b.5
ADC procedures over Sd reference point for solicited application reporting
4b.5.1
Provisioning of ADC rules

4b.5.1.1
General
If PCRF decides, based on subscriber’s profile configuration, that the TDF session should be established with the TDF per corresponding IP-CAN session, during the IP-CAN session establishment or at any point of time when the PCRF decides that the session with TDF is to be established (e.g. subscriber profile changes), the PCRF shall indicate via the Sd reference point, the ADC rules to be applied at the TDF. The TDF-Information AVP shall be either received over Gx within initial CC-Request received from PCEF or pre-provisioned at PCRF. Each ADC rule shall include TDF-Application-Identifier AVP which references the corresponding application for which the rule applies.
When establishing the session with the TDF, the PCRF shall send a TS-Request with the PDN information, if available, within the Called-Station-ID AVP, the UE IPv4 address within the Framed-IP-Address and/or the UE IPv6 prefix within the Framed-IPv6-Prefix AVP. These parameters shall uniquely identify the session between the PCRF and the TDF. Additionally, if available (i.e. received from the PCEF or the BBERF), the PCRF may include the following information: the user identification within the Subscription-Id AVP, the type of IP-CAN within the IP-CAN-Type AVP, the type of the radio access technology within the RAT-Type AVP, the device information within User-Equipment-Info AVP, the the user location information within 3GPP-User-Location-Info, the Routing Area Identity within RAI AVP, the MCC and the MNC of the SGSN/S-GW in the 3GPP-SGSN-MCC-MNC AVP, and the UE time zone information within 3GPP-MS-TimeZone AVP.
Editor's note: It is FFS whether 3GPP-SGSN-Address, 3GPP-SGSN-IPv6-Address and AN-GW-Address AVPs should also be included in the list of the parameters above.
The ADC rules may be transferred to the TDF by using one of the following procedures:

-
PUSH procedure (Unsolicited provisioning): The PCRF may decide to provision ADC rules at TDF session establishment within TS-Request or at any point of time within active TDF session by using RA-Request. To provision ADC rules, the PCRF shall include those ADC rules in either TS-Request or RA-Request message; or

-
PULL procedure (Provisioning solicited by the TDF): In response to a request for ADC rules being made by the TDF, as described in the section 4b.5.2, the PCRF shall provision ADC rules in the CC-Answer.

For each request from the TDF or upon the unsolicited provision, the PCRF shall provision zero or more ADC rules. The PCRF may perform an operation on a single ADC rule by one of the following means:

-
To activate or deactivate an ADC rule that is predefined at the TDF, the PCRF shall provision a reference to this ADC rule within an ADC-Rule-Name AVP and indicate the required action by choosing either the ADC-Rule-Install AVP or the ADC-Rule-Remove AVP.

-
To install or modify a PCRF-provisioned ADC rule, the PCRF shall provision a corresponding ADC-Rule-Definition AVP within an ADC-Rule-Install AVP.

-
To remove an ADC rule which has previously been provisioned by the PCRF, the PCRF shall provision the name of this ADC rule as value of an ADC-Rule-Name AVP within an ADC-Rule-Remove AVP. 

As an alternative to providing a single ADC rule, the PCRF may provide an ADC-Rule-Base-Name AVP within an ADC-Rule-Install AVP or the ADC-Rule-Remove AVP as a reference to a group of ADC rules predefined at the TDF. With an ADC-Rule-Install AVP, a predefined group of ADC rules is activated. With an ADC-Rule-Remove AVP, a predefined group of ADC rules is deactivated.

The PCRF may combine multiple of the above ADC rule operations in a single command.
To activate a predefined ADC rule at the TDF, the rule name within an ADC-Rule-Name AVP shall be supplied within an ADC-Rule-Install AVP as a reference to the predefined rule. To activate a group of predefined ADC rules within the TDF, an ADC-Rule-Base-Name AVP shall be supplied within an ADC-Rule-Install AVP as a reference to the group of predefined ADC rules. 
To install a new or modify an already installed PCRF defined ADC rule, the ADC-Rule-Definition AVP shall be used. If an ADC rule with the same rule name, as supplied in the ADC-Rule-Name AVP within the ADC-Rule-Definition AVP, already exists at the TDF, the new ADC rule shall update the currently installed rule. If the existing ADC rule already has attributes also included in the new ADC rule definition, the existing attributes shall be overwritten. Any attribute in the existing ADC rule not included in the new ADC rule definition shall remain valid.

For deactivating single predefined or removing PCRF-provided ADC rules, the ADC-Rule-Name AVP shall be supplied within an ADC-Rule-Remove AVP. For deactivating a group of predefined ADC rules, the ADC-Rule-Base-Name AVP shall be supplied within an ADC-Rule-Remove AVP.

If the provisioning of ADC rules fails, the TDF informs the PCRF as described in Clause 4b.5.5 ADC Rule Error Handling. Depending on the cause, the PCRF may decide if re-installation, modification, removal of ADC rules or any other action applies.

* * * End of Fifth Change * * * 
* * * Sixth Change * * * 
4b.5a
ADC procedures over Sd reference point for unsolicited application reporting
4b.5a.X
Provisioning of ADC rules


4b.5a.1.1
General
If a TDF is configured for unsolicited reporting, the TDF is pre-configured with ADC rules which specify which applications to detect and report. The rules configured on the TDF are not  known to the PCRF.
4b.5a.Y
Application Detection Information
When the start or stop of the application’s traffic, identified by TDF-Application-Identifier, is detected, the TDF shall report the information regarding the detected application’s traffic in the Application-Detection-Information AVP in the CCR command.
1) When the TDF detects an application for an IPv4 address or IPv6 address for which a TDF session does not exist, the TDF shall send CC-Request with CC-Request-Type set to value “INITIAL-REQUEST”. If IPv6 address is included in the CCR, the CCA shall contain the IPv6 prefix associated with the IP-CAN session.
2) When an application is detected for an IPv4 address or IPv6 Prefix for which a TDF session already exists, the TDF shall send CC-Request with CC-Request-Type set to value “UPDATE_REQUEST”. 
The corresponding TDF-Application-Identifier AVP shall be included under Application-Detection-Information AVP. When the Event trigger indicates APPLICATION_START, if deducible, the Flow-Information AVP for the detected application shall be included under Application-Detection-Information AVP. The Flow-Information AVP, if present, shall contain the Flow-Description AVP and Flow-Direction AVP. The TDF-Application-Instance-Identifier, which is dynamically assigned by the TDF in order to allow correlation of APPLICATION_START and APPLICATION_STOP Event-Triggers to the specific Flow-Information AVP, if service data flow descriptions are deducible, shall also be provided.Also, the corresponding Event-Trigger (APPLICATION_START or APPLICATION_STOP) shall be provided to PCRF.
4b.5a.Z
Request of TDF Session Termination

In the unsolicited reporting case the session termination procedure is as defined in section 4b.5.4.
* * * End of Sixth Change * * * 
* * * Seventh Change * * * 
5b.6.4
CC-Request (CCR) Command

The CCR command, indicated by the Command-Code field set to 272 and the 'R' bit set in the Command Flags field, is sent by the TDF to the PCRF in order to request ADC rules or to inform PCRF about the application detection. It is also sent to the PCRF in case of TDF session termination, following receipt of the corresponding RAR command from the PCRF.
Message Format:

<CC-Request> ::= < Diameter Header: 272, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 [ Origin-State-Id ]




 [ Framed-IP-Address ]




 [ Framed-IPv6-Prefix ]




*[ ADC-Rule-Report]




*[ Application-Detection-Information ]





*[ Event-Trigger]




 [ Event-Report-Indication ]




*[ Usage-Monitoring-Information ]





*[ Proxy-Info ]





*[ Route-Record ]




*[ Supported-Features ]




*[ AVP ]
NOTE 1:
For the Solicited application reporting, only CC-Request-Type equal to UPDATE_REQUEST and TERMINATION_REQUEST are used.
NOTE 2:
Framed-IP-address and Framed-IPv6-Prefix AVPs are applicable only for the Unsolicited Application Reporting. If the TDF does not have knowledge of the length of the IPv6 Prefix used for the session, the TDF includes the full IPv6 address in the Framed-IPv6-Prefix AVP.
* * * End of Seventh Change* * * 
* * * EIGHTH Change * * * 
5b.6.5
CC-Answer (CCA) Command

The CCA command, indicated by the Command-Code field set to 272 and the 'R' bit cleared in the Command Flags field, is sent by the PCRF to the TDF in response to the CCR command. It is used to provision ADC rules and event triggers for the TDF session and to acknowledge the report of the application’s traffic start/stop.
Message Format:
<CC-Answer> ::=  < Diameter Header: 272, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 { CC-Request-Type }





 { CC-Request-Number }




 [ Framed-IP-Address ]




 [ Framed-IPv6-Prefix ]




*[ Event-Trigger ]





 [ Origin-State-Id ]




*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]




*[ ADC-Rule-Remove ]





*[ ADC-Rule-Install ]




 [ ADC-Revalidation-Time ]


 

 [ IP-CAN-Type ]





 [ RAT-Type ]





 [ 3GPP-SGSN-MCC-MNC ]




 [ RAI ]





 [ 3GPP-User-Location-Info ]




 [ 3GPP-MS-TimeZone ]




*[ Usage-Monitoring-Information ] 




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ Route-Record ]




*[ Supported-Features ]




*[ AVP ]
NOTE 1:
For the Solicited application reporting, only CC-Request-Type equal to UPDATE_REQUEST and TERMINATION_REQUEST are used.
NOTE 2:
Framed-IP-address and Framed-IPv6-Prefix AVPs are applicable only for the Unsolicited Application Reporting.
* * * End of Eighth Change* * * 
* * * Ninth Change * * * 
5b.6.6
Re-Auth-Request (RAR) Command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the PCRF to the TDF in order to provision ADC rules using the PUSH procedure for solicited application reporting. It is also used to provision event triggers and to report event report indications for the TDF session for solicited application reporting and to request the TDF session termination for both solicited and unsolicited application reporting. 

Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Re-Auth-Request-Type }




 [ Session-Release-Cause ]





 [ Origin-State-Id ]





*[ Event-Trigger ]





 [ Event-Report-Indication ]





*[ ADC-Rule-Remove ]





*[ ADC-Rule-Install ]




 [ ADC-Revalidation-Time ]


 

 [ IP-CAN-Type ]





 [ RAT-Type ]





 [ 3GPP-SGSN-MCC-MNC ]




 [ RAI ]





 [ 3GPP-User-Location-Info ]




 [ 3GPP-MS-TimeZone ]




*[ Usage-Monitoring-Information ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]
* * * End of Ninth Change* * * 
* End of Changes* * * 
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