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Abstract
Introduction

This paper discusses the rationale for Gx-based interface for unsolicited application reporting between TDF and PCRF rather than using an Rx-based interface.
According to the stage 2 proposed architecture, the TDF can either be collocated with PCEF or a stand-alone entity. A TDF or PCEF working in unsolicited reporting mode are preconfigured  with a list of ADC rules which identify the applications that  need to be detected. For every Application which is detected, the unsolicited reporting function will report the detected application (and other information) to the PCRF which would then install the PCC rules in the PCEF that are related to the detected application.
When the TDF  is collocated with PCEF , it has already been agreed that the Gx-like interface would be reused for reporting the applications. Therefore, this paper focuses on the unsolicited reporting for the standalone TDF.
Gx based approach  for unsolicited reporting for standalone TDF:
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Figure 1: Flow depicting Gx based Unsolicited application detection
1. Session gets created for the UE in PCEF. This can happen when PGW receives Create Session Request or Create PDP context request. IP address is allocated to the UE.
2. PCEF creates Gx session for the IP address(es) by sending CCR-I (IP address(es)) to the PCRF. The PCRF accepts the session by sending CCA-I along with PCC rules for the IP-CAN session.

3. TDF receives the IP packet for the application and the application gets detected at the TDF. The exact mechanism for detecting of applications is out of scope of 3GPP.
4. TDF sends the CCR-I for creation of Gx session for the IP address. The TDF informs the PCRF of the detected application in this message. The TDF confirms the receipt of the application detection in CCR-I. Gx session is created for the IP address. PCRF binds the TDF-Gx and the IP-CAN-Gx sessions based on the IP address
5. The PCRF may install application specific PCC  rules in the PCEF using RAR/RAA message (as specified in 29.212).

6. When a new application flow is initiated, the TDF detects the new application and informs the detection to the PCRF. The TDF reuses the existing Gx session for the IP address in which case it exchanges CCR-U/CCA-U.

7. The PCRF may install new application specific PCC rules in the PCEF using RAR/RAA.
8. When the application (App1) terminates the TDF sends CCR-U to inform PCRF of deleted application. the PCRF should  remove the application specific rules from the PCEF using RAR/RAA mechanism.

9. The TDF detects termination of App2.

10. Option 1: When the application (app2) terminates, the TDF sends CCR-T to inform the PCRF of the deleted application. The PCRF should  then remove the application specific  PCC rules in the PCEF.

Option 2: When the application 2 terminates, the TDF sends CCR-u to inform PCRF of teh deleted application.  The PCRF then removes the application specific PCC rules in the PCEF. The Sd session for the UE IP address is kept active. When IP-CAN session terminates, the PCRF initiates the Sd session termination procedure as described in Section 4b.5.4 of 29.212 (based on PCRF initiated IP-CAN session termination procedure for Gx interface).
Figure 2depicts the case when the UE is abnormally detached (and also abnormal PDN disconnection) while the Sd session is active for the UE.
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Figure 2: Flow depicting the PCRF initiated termination

As shown in figure 2, the PCRF indicates to TDF to terminate the session when the Gx session with PCRF for the IP address is terminated. This is similar to the solicited termination case.

Steps 1 to step 5 are same as in Figure 1.

6. The PDN GW receives Delete Session Request for the PDN connection.

7.  The PCRF receives the CCR-T for the Gx session to which this IP address is associated. The PCRF terminates the session with PCEF.

8. The PCRF sends a RAR with an indication to the TDF to terminate the session. The TDF acknowledges this with a RAA.

9. The TDF terminates the Sd session by sending CCR-T.

The steps 8 and 9 are same as that specified for PCRF initiated IP-CAN termination procedure in TS 29.212 for Gx interface. The same has also been reused for Sd interface for solicited application detection.

Discussion:
According to Stage 2 requirements, the purpose of unsolicited reporting is just to notify the PCRF of the detected application. It is not expected that the PCRF would instruct the TDF to perform any further actions based on the detected application. This means that the unsolicited reporting interface will be used for Notify only.

The impact on the PCRF and TDF is two fold:
· Number of messages  that are the result  of application detection (Start/Stop)
· Session overhead between TDF and PCRF for detected applications
The TDF and PCRF exchange maximum of 4 messages (1 pair when application Start is detected and 1 pair when application stop  is detected). The use of the session mechanism is essential to provide the PCRF with control over the flow of notifications. TDFs set for unsolicited reporting may create a heavy messaging load on the PCRF or The following diagram shows the session mechanism used to stop and resume notifications.

In step 2 the suppression of notifications may also be selective. That is, the PCRF may just suppress the reporting for some applications while continue listening to others.
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The Gx session needs to be maintained as long as one of the application is active since the TDF reuses the Gx session). The session overhead is minimised by using a single session for all applications  detected.

Given that 

a-The Gx interface needs to be supported for
· TDF for Solicited reporting.

· normal PCRF interaction with PCEF, solicited reporting with TDF and, and also for Unsolicited reporting by PCEF when TDF is collocated with PCEF.

b-the model of using the interconnected Gx sessions (one influencing the procedures on the other) has already been specified for PMIP based interfaces. (Gx between PCRF and PCEF and Gxx between PCRF and AGW).
The proposed simplified used of Gx for ADC reporting is a consistent with the overall Gx framework for communication of the PCRF with enforcement points, is efficient from a signalling point of view and produces minimal session and correlation load in the PCRF.
Conclusion:

Considering the above arguments, we propose to use Gx based interface for unsolicited reporting. The co-signing companies have also provided companion CRs to propose the change in the specifications.
For the sake of completeness we do provide the comparison table, including the third option initially discussed by ALU for the introduction of a new protocol/messages

1. Comparison of alternatives

	
	
	Alternative 1 – Rx-based interface
	New Alternative 3 (JR/ALU)– Gx-based interface reused for unsolicited reporting
	Alternative 3 – (new protocol/messages introduction)

	1.
	Required modifications for Rx/Gx/new protocol? in order to support the functionality
	No. It only requires documenting how to use current procedures.

Rx reused according to TS 29.214. No impacts in Gx


	No. Existing procedures , protocol and interfaces are completely reused. CRs have been submitted in respect to the foreseen changes: no procedural changes are foreseen.

Gx reused according to TS 29.212.
	New.

	2.
	Security considerations
	No impacts. 

Security considerations are defined in 3GPP TS 33.102, 33.210 specifications and would only apply when the server is located in an external network.

Rx can be deployed on top of IPSec 


	Existing security model as for Gx applies seamlessly. No additional considerations or changes apply, differently than the case of using a different interface as the existing ones.

Same security considerations as for existing Gx interface apply.
	No

	3.
	Deployment considerations
	No special issues. Only applicable for TDF stand alone that works in Unsolicited service reporting mode.

DRA handling for the unsolicited case will behave as for Rx reference point. 


	Fully aligned with the more likely deployment scenario of solicited application reporting. DRA procedures apply as for Gx interface 

Also, TDF is foreseen to support Gx for the solicited ADC reporting case thus reuse of Gx represent an optimization in the architecture in terms of limiting the proliferation of interfaces 
	Nothing special

	4.
	IOT considerations
	No special issues.  

IOT needs Diameter peer configuration and connectivity procedures. They are the same for the 3 alternatives.

Rx is fully tested and specified since Rel-7
	Reduced IOT effort due to reuse of interface and messages already implemented for solicited application reporting both in co-located and stand-alone configurations.

Gx is fully tested and specified since R7 and is already foreseen on TDF for solicited reporting, which is not the case for Rx.
	No special consideration apply

	5.
	Compliance of solution with Stage 2 requirements
	Yes
	Yes. Meets SA2 requirements and allows extensibility for standalone TDF in both solicited and unsolicited reporting mode consistently, which is not the case for Rx is applied for the unsolicited case


	Yes

	6.
	Impacts in current procedures
	Fully aligned with 29.213. Only references to applicability of the unsolicited mode need to be added.
	Fully aligned with 29.212 specification. No protocol or procedural changes are foreseen. 
	No.

	7.
	Session handling
	Aligned with 29.213 session binding procedures
	Identical to 29.212 existing procedures. 4 messages are foreseen between TDF and PCRF in the reporting case which is – consistently with SA2 requirements – the minimum possible number to allow Application detection start and stop
	No impact

	8.
	Impacts in the PCRF
	No impact (Rx already supported by PCRF)
	Full reuse of Gx interface between the same elements where Gx already applies for the solicited mode as well for the PCC procedures. PCRF already foresees to support Gx toward TDF so Gx is a benefit in terms of less complex development and testing.
	Yes (but it is fully reusable for Sy…which everybody will be eager to build).

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


2. Advantages

	
	Alternative 1 


	Alternative 2
	Alternative 3

	1.
	Relies on existing technology: Rx is fully tested and specified since Rel-7
	Relies on existing interfaces already mandated for solicited usage reporting as in both the standalone and co-located PCEF-TDF cases
	light weight. simple reporting mechanism. Reusable for Sy

Provides control of reporting volume.

Default1: Subscribe to all,

Default2: Subscribe to none

	2.
	Simple session handling: the created diameter session is an Rx session. Binding mechanisms according to 29.213
	Very simple session handling , the same as for Sd (standalone) or Gx (co-located PCEF-TDF) reference point for solicited reporting  
	Based on Sh

	3.
	Fast stage 3 implementation. 
	Stage 3 implementation is almost achieved with no changes in respect to solicited mode, since the procedures and protocol are the same
	

	4.
	No impacts in PCRF  
	No impacts in PCRF. 
	

	5.
	
	Extensibility of Gx for unsolicited case from simple reporting of ADC rules to enforcement of ADC rules for application policing, which may not be applicable for Rx
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