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*** 1st Change ***
6.6.2
Actions required for a soft recovery

6.6.2.1
Procedure
The minimum actions required for a soft recovery from a PCRF restart: 

· The restarted PCRF and connected/related clients know to act according to the same recovery and restoration rules (e.g. by rules/behaviour agreed through a feature negotiation). 

· The restarted PCRF informs the related clients about the restart. The clients may respond by sending basic information, like user IDs of Diameter sessions that were active with the PCRF at the failure and restart, to help the PCRF with later restoration actions, e.g. to bind users to Diameter clients.  

· The restarted PCRF and connected/related clients let the ongoing user sessions go on with no immediate recovery/restoration action towards the restarted element.
· The clients informed about the PCRF restart rebuild sessions at and with the restarted PCRF, when there is a need for a re-authorization request (e.g. due to an IP-CAN session modification or a user plane event). The client puts the Diameter session related information (e.g. user ID, IP address, PCC/QoS rules or related information), needed by the PCRF to rebuild the lost session status and information, in the re-authorization request message. 
· The restarted PCRF sends recovery/restoration request message(s) with parameters identifying the user (e.g. user ID, IP address) to related other client(s) to request information for rebuilding the related lost Diameter session(s) with the client(s). 
· A client receiving a recovery/restoration request message after a PCRF restart uses the user identity information to identify ongoing Diameter session(s) with the PCRF and  responds to the PCRF by sending the Diameter session status and information (e.g. session ID, parameters received from the PCRF before the restart) lost by the PCRF at the failure and restart. 
· The restarted PCRF rebuilds the Diameter session(s) towards the client(s), based on the session related parameters and information received from the client(s). 
Editor’s note: A detailed description on how the PCRF binds the Diameter sessions being rebuild towards different clients (e.g. binding a Gx session to the related Rx session) is required.


Figure 6.6.2.1 desribes the soft recovery actions, when a PCEF requests a re-authorization (CR-Request) after a PCRF restart. In addition to AF/P-CSCF, there could be also other clients that should be involved in the session rebuilding towards the PCRF, e.g. BBERF and SPR. Similar session rebuilding actions could be caused also by a BBERF sending a CC-Request or an AF/P-CSCF sending an AA-Request to the PCRF after a PCRF restart. 
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Figure 6.6.2.1: Soft recovery actions when PCEF requests re-authorization after a PCRF restart.

1.
Connections between the PCRF and clients are established. The entities may agree/negotiate on the usage of restoration methods to be used in case of a failure.
2.
Diameter sessions are established and ongoing as per established IP-CAN and AF sessions.

3.
The PCRF fails and restarts.
4.
The PCRF indicates the restart to its clients. The clients may send the PCRF some basic information, like user IDs of Diameter sessions that were active with the PCRF at the failure and restart, to help the PCRF with later restoration actions, e.g. to bind users to Diameter clients.
5.
A PCEF identifies a need to send a CC-Request to the PCRF, e.g. due to an IP-CAN session modification or a user plane event.

6.
The PCEF send a CC-Request to the PCRF. The PCEF may include Diameter session related information (e.g. user ID, IP address, PCC/QoS rules or related information), needed by the PCRF to rebuild the lost Gx session status and information.
7.
The PCRF rebuilds the lost Gx Diameter session based on the information received from the PCEF.
8.
The PCRF sends restoration request message with parameters identifying the user (e.g. user ID, IP address) to the AF/P-CSCF to request information for rebuilding the related lost Rx Diameter session with the AF/P-CSCF.

9.
The AF/P-CSCF acknowledges request and may include Diameter Rx session related information (e.g. user ID, IP address, session information or other related information), needed by the PCRF to rebuild the lost Rx session status and information.
10.
The PCRF rebuilds the lost Rx Diameter session based on the information received from the AF/P-CSCF.
11.
The PCRF authorizes / responds to the CC-Request from the PCEF with a CC-Answer and relevant parameters, e.g. PCC rules.

6.6.2.x
Information exchange between PCRF and clients
6.6.2.x.1
Status after restart

A restarted PCRF has most probably lost all ongoing Diameter session information like the AF session information received from the AF, bearer level related information received from PCEF/BBERF and/or from the V-PCRF in the visited case, PCC/QoS rules received from the H-PCRF in a visited case, subscription related information received from the SPR. 
Related network entities may have been informed about the restart of the PCRF, as desdcribed elsewhere in this TR.
The restarted PCRF may be triggered to request the missing Diameter session information (e.g. per Diameter session or per UE identity) or related Diameter counterpart entity / client may be triggered to modify the session and perform the after-the-restart refresh for the Diameter session(s) of the user/UE at the same time, as described elsewhere in this TR. 
6.6.2.x.2
Information from AF
Retrieved information from an AF to a restarted PCRF contains, for each Diameter session existing at the AF for an AF session, the latest full session information sent by the AF to the PCRF before the PCRF restart and the requests for notifications of bearer events as per 3GPP TS 29.214 [12]. 
NOTE:
The negotiated session information is assumed to be saved by the AF/P-CSCF for the duration of an ongoing AF session, because it is possible for the AF/P-CSCF to modify the session information at any time e.g. due to an AF internal trigger (refer to 3GPP TS 29.214 [12]).
6.6.2.x.3
Information from PCEF
The PCRF should be able to retrieve the UE and IP-CAN session related information (i.e. PCC rules, authorized QoS, event triggers, charging related information, thresholds for usage monitoring control) sent to the PCEF or received from the PCEF before the PCRF restart but possibly lost at the restart. 
6.6.2.x.3.1
OPTION 1: PCRF retrieves input parameters and recreates the lost information
The PCRF recreates the information itself as it did originally when the UE’s IP-CAN session(s) and AF session(s) were established. 
If the rebuilding of the UE related Diameter sessions is triggered by an IP-CAN session modification request (CC Requst) from the PCEF and if the PCEF is aware of the restart of the PCRF (as described elsewhere in this TR), the PCEF may send the CC Request with a complete set of parameters (as per 3GPP TS 29.212 [10], subclause 4.5.1) related to the existing IP-CAN session (possibly with a new CC-Request-Type AVP value "REBUILD_REQUEST"). The PCEF may also send the accumulated usage / data volume reported to the PCRF before the PCRF restart. The PCRF requests the related AF session information from the AF, the related subscription profile from the SPR and possibly further related information from the V/H-PCRF and BBERF. The PCRF recreates the information assumed to be sent earlier to the PCEF (i.e. the PCC rules, authorized QoS, event triggers, charging related information, thresholds for usage monitoring control). 
If the rebuilding of the UE related Diameter sessions is triggered by an AF session modification request (AA Request from the AF/P-CSCF), the PCRF requests the IP-CAN session related information from the PCEF (using a proper request type value). The PCEF responds by sending a complete set of parameters (as per 3GPP TS 29.212, subclause 4.5.1) related to the existing IP-CAN session. The PCEF may also send the accumulated usage / data volume reported to the PCRF before the PCRF restart. The PCRF requests similarly the related subscription profile from the SPR and possibly further related information from the V/H-PCRF and BBERF. The PCRF recreates the information assumed to be sent earlier to the PCEF (i.e. the PCC rules, authorized QoS, event triggers, charging related information, thresholds for usage monitoring control). To verify that the PCEF is synchronized with the rebuilt information (PCC rules, authorized QoS, etc.), the PCRF may push the information to the PCEF with an RA Request. 

NOTE:
This option obviously poses a requirement for the PCEF to be able to return to the PCRF the accumulated usage / data volume reported to the PCRF before the PCRF restart.
6.6.2.x.3.2
OPTION 2: PCRF retrieves information sent to PCEF before restart
The restarted PCRF receives the lost information (assumed to be sent earlier to the PCEF, i.e. the PCC rules, authorized QoS, event triggers, charging related information, thresholds for usage monitoring control) from the PCEF as such, i.e. in the format the PCRF has earlier sent the information to the PCEF. The PCEF sends also the up-to-date user plane event status to the PCRF. The PCEF may also send the accumulated usage / data volume reported to the PCRF before the PCRF restart.
If the rebuilding of the UE related Diameter sessions is triggered by an IP-CAN session modification request (CC Requst) from the PCEF and if the PCEF is aware of the restart of the PCRF (as described elsewhere in this TR), the PCEF may send the lost information within the CC Request. 
If the rebuilding of the UE related Diameter sessions is triggered by some other entity (e.g. by an AF/P-CSCF requesting AF session modification), the PCRF requests the lost information from the PCEF. 
NOTE 1:
This option poses a requirement for the PCEF to be able to return the information (PCC rules, authorized QoS, etc) to the PCRF as such, i.e. in the format the PCRF has earlier sent the information to the PCEF.

NOTE 2:
This option obviously poses a requirement for the PCEF to be able to return to the PCRF the accumulated usage / data volume reported to the PCRF before the PCRF restart.

6.6.2.x.4
Information from BBERF
The same principle and options can be applied to BBERF as to PCEF  above, but the information is limited to what is defined for Gxx in 3GPP TS 29.212 [10], subclause 4a.5 (i.e. excluding e.g. charging and usage monitoring related information and using QoS rules rather than PCC rules). 
6.6.2.x.5
Information from PCRF
Retrieved information from an PCRF to a restarted PCRF depends on whether the restarted PCRF is an H-PCRF or a V-PCRF for the to-be-rebuilt Diameter session, whether the case is a home routed access or a visited access and whether the AF is in the visited network or in the home network, as per 3GPP TS 29.215 [13], and recapped in the subclauses below. 
6.6.2.x.5.1
Restarted V-PCRF, home routed access

The restarted V-PCRF in home routed access receives from the H-PCRF the up-to-date QoS rules and event triggers (per gateway control session) assumed to be received from the H-PCRF before the V-PCRF restart.
6.6.2.x.5.2
Restarted V-PCRF, visited access

The restarted V-PCRF in visited access receives from the H-PCRF the up-to-date PCC rules and event triggers (per IP-CAN and gateway control session) assumed to be received from the H-PCRF before the V-PCRF restart.
6.6.2.x.5.3
Restarted H-PCRF, home routed access

The restarted H-PCRF in home routed access receives from the V-PCRF the up-to-date QoS rules and event triggers (per gateway control session) assumed to be sent by the H-PCRF to the V-PCRF before the H-PCRF restart.
6.6.2.x.5.4
Restarted H-PCRF, visited access, AF in HPLMN
The restarted H-PCRF in visited access case receives from the V-PCRF the up-to-date PCC rules and event triggers (per IP-CAN and gateway control session) assumed to be sent by the H-PCRF to the V-PCRF before the H-PCRF restart.

6.6.2.x.5.5
Restarted H-PCRF, visited access, AF in VPLMN

The restarted H-PCRF in visited access case receives from the V-PCRF the up-to-date PCC rules and event triggers (per IP-CAN and gateway control session) assumed to be sent by the H-PCRF to the V-PCRF before the H-PCRF restart.

The restarted H-PCRF in visited access case and with the AF in the VPLMN receives from the V-PCRF also the up-to-date AF session information (per AF session) assumed to be received from the V-PCRF before the H-PCRF restart.

6.6.2.x.6
Information from SPR
Retrieved information from an SPR to a restarted PCRF contains the latest subscription data profile as provided to the PCRF before the PCRF restart. 
NOTE:
The subscription data profile and the interface between the PCRF and SPR have not been defined in the present release.
6.6.2.x.7
Messages for information transfer
If the rebuilding of the UE related Diameter sessions is triggered by some entity/client, a regular application specific message is used, but the message may contain extra information (described above for each possible interface and entity), if/when the requesting entity/client is aware of the restart of the PCRF. 
The PCRF requests the related information from other related entities/clients in order to be able to recreate or retrieve the information lost at the restart. The requested entities may send the session information within separate appplication specific Diameter request/answer messages per Diameter session, meaning that no new messages are required. Alternatively, the reply/acknowledge message to the request by PCRF may contain the per Diameter session information. 
*** End of Changes ***
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