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*** 1st Change ***
6
Solutions
Editor’s note: per solution the impact on specifications is to be described.
6.0 
General
Several solutions are presented in this clause. They described the PCRF failure and restoration from on different levels and from various perspectives all-around. 
Solution1 and 2 analyse the failure detection from the deployment point of view. Solution 1 is for deployment of multiple PCRF with DRA, and the solution 2 deals with the failure detected for the single PCRF. In addition, solution 1 describe the PCRF reselection, but the rebuilding of existing sessions in the failure PCRF has no detailed presentation. Solution 2 elaborates also on the failure detection, but not on restoration. The PCRF may rebuild sessions in various ways, and the applicable ways can be reused as the description e.g. for description in subclause 6.5 / PCRF session state restoration and in subclause 6.6 / Soft recovery after a PCRF restart in the solutions5 and 6.
Solution 3 and 4 describes the termination of services as soon as the PCRF failure condition is detected. Solution 4 performs the appropriate tear-down procedure on the PCRF clients for all bearer and application sessions. And the solution 3 features the grace time for the termination of services, and re-uses of mechanisms described under solution 4.
The restoration of PCRF session state is considered is detailed in solution 5 and 6. Solution 5 is employed to re-synchronize PCC rules between PCRF nodes and PCRF clients on bearer and AF sessions whenever, due to failure of a PCRF node, the PCRF has lost the session state. The partial failure is included in solution 5, and the soft recoveries of solution 6 just act after the PCRF restart.
In addition, solution 5 is combinable with solution1 and solution3, but should not be combined with solution 4.
Solution x1 proposes means for bulk signalling; to be used in other solutions (e.g. solutions 4 and 5).

Solution x2 provides PCRF resilience by duplicating PCRF session state information to PCRF clients in opaque containers.
6.1 
Solution 1: Solution for the PCRF failure reselection for the redirect DRA
This solution is applied for the PCRF failure reselection when the redirect DRA is used.
A DRA implemented as a Diameter redirect agent shall redirect the received Diameter request message by carrying out the procedures defined in section 6.1.7 of IETF RFC 3588 [4].  The client shall use the value within the Redirect-Host AVP of the redirect response in order to obtain the PCRF identity; the redirect DRA shall only include one PCRF identity in the Redirect-Host AVP. If the client (e.g. PCEF, AF) can not establish the connection with the PCRF, it shall resend the Diameter request message (i.e. Diameter CCR) with the PCRF failure indication to the redirect DRA to indicate it can not contact with the PCRF. 
After receiving this indication, based on the PCC session information, the redirect DRA shall reselect a new PCRF, and include the PCRF identity in the Redirect-Host AVP in the Diameter reply sent to the Diameter client. If the redirect DRA has selected a PCRF for the other client (e.g. BBERF) for the same UE or for the same IP-CAN session of the same UE, the redirect DRA shall select the same PCRF for the client or reject the request.The following description is just one option way to specify how the redirect DRA (re)selects the PCRF and judge the status of the PCRF, other ways may also be used (e.g. configuration), this may depend on the implementation: the redirect DRA may (re)select the PCRF based on the priority of the PCRF. The priority of the PCRF may be determined by the status of the PCRF (e.g. normal or failure). If the DRA receives the failure indication of the PCRF, the DRA may set the status of the PCRF to failure and allocate a lower priority to it; if the DRA has to (re)select a lower priority PCRF (failure PCRF) for the client in some condition (e.g. there is no other PCRF or the redirect DRA has selected a PCRF for the other client for the same IP-CAN session of the same UE) and does not receive the failure indication in a configurable time, the DRA may think the PCRF has recovered and set the status of this PCRF to normal and allocate a higher priority to the PCRF. 

The following message flow demonstrates that how the client requests a new PCRF identity if it can not establish the connection with the PCRF.
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Figure 6.1.1: Message flow of PCRF failure reselection for the redirect DRA
1 - 2. Same as steps 1- 2 in figure 7.4.2.1.1 of 3GPP TS 29.213 [11].
3.    The same as step 3 in the figure 7.4.2.1.1 of 3GPP TS 29.213 [11]. Additionally, the DRA (redirect) may select the PCRF based on the status of the PCRF (e.g. determined by the watchdog or the priority of the PCRF).

4.    Same as steps 4 in figure 7.4.2.1.1 of 3GPP TS 29.213 [11]. 
5.   The client detects that it can not establish the connection with the PCRF1.

6. 
The client resends the Diameter request message with the PCRF failure indication to the redirect DRA to indicate it can not contact with the PCRF1.
7. 
The DRA (redirect) reselects a new PCRF2 within the Redirect-Host AVP and sends the redirect response to the client.
8 - 9. 
Same as steps 5 - 6 in figure 7.4.2.1.1 of 3GPP TS 29.213 [11]. 
*** End of the Change ***
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