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1. Introduction

This contribution considers the behavior of  "Enabling of IP Flows" in 29.213.

2. Discussion

As defined in29.213: The Enabling of IP Flows procedure is triggered by the P-CSCF receiving any 2xx success response to an INVITE request or a 2xx success response to an UPDATE request within a confirmed dialogue (in both cases a 200 OK response is usually received).
But in practical situation, we find that using 200OK of UPDTE(within a confirmed dialogue) as the trigger of  enabling of IP Flows procedure is not proper in some use-cases.

"Enabling of IP Flows" too early:

An example call flow of adding new media stream using Re-INVITE with precondition is shown in Figure 1 below. In this scenario the UE_A sends a Re-INVITE to UE_B for adding new media stream, such as adding video media stream to a audio call session.


[image: image1.emf]UE_A

PCRF

P-

CSCF

UE_B

1. Re-INVITE

2. Re-INVITE

3. 183/PRACK/200OK

4. 183/PRACK/200OK

6. UPDATE

7. 200OK

10. 200OK

5. UPDATE

8. AAR/AAA

9.  Opens the gates

11. 4xx

12. 4xx


Figure 1 Adding new media stream using Re-INVITE with precondition

If the new media stream needs further resource reservation and UE_B needs the other side’s confirmation of  resource reservation state, then UE_A would send UPDATE(the 5th signal in  Figure 1) to UE_B.

When P-CSCF receive the 200OK(the 7th signal in  Figure 1), it will send AAR  to PCRF by the definition of  B.3.2 of  29.213. After PCRF sends AAA to P-CSCF, it will open the gates. But resource reservation process in UE_B’s access network may not be fulfilled.

By  RFC3312, “A user agent server that receives an offer with preconditions SHOULD NOT alert the user until all the mandatory preconditions are met”, then UE_B’s user usually be alerted after PCRF opening the gates.  If UE_B’s user rejects the request of adding new stream, then the gates for the new media stream should be disabled and removed.

 In fact, before the final acceptance of  the session modification by UE_B’s user, the gates of the new stream should not be opened.  So, we can say that it is too early to open the gate in this use-case.
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Figure 2 Using the new media stream illegally

There is another notable problem here. In Figure 2, as the gates have been opened, UEs can using the new media stream during the pending Re-INVITE. Then, user of UE_B can send 4xx(of Re-INVITE) to show his/her rejection of the new media stream.  In signalling level, UE_B rejected the new media stream. But in media level, it really used the media resource, or say hijacking usage.

3. Conclusions

Enabling of IP flows by UPDATE's 200OK may cause the problem mentioned above. So, we should eliminate UPDATE's 200OK(with Answer) during pending Re-INVITE as signal of "enabling of IP flows".
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