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*** First Change ***
4.3
PCRF node failure scenarios

Figures 4.3.1 and 4.3.2 show the related scenarios for a (total) failure. Failure detection via signaling is asumed and indicated.

Note: the term “recovery” applies for a failed PCRF and is used to denote the point in the time where the failure condition is over. The term “recovery handling” encompasses procedures on the (previously) failed PCRF node, necessary due to the failure. The term “failure handling” is used to describe procdures on other nodes except the failed PCRF node, necessary due to the failure. No specific recovery and failure handling procedures are assumed, but as examples they could include data restoration, dropping of sessions or - as a special case - also null activity.
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Figure 4.3.1: total PCRF failure scenario for single PCRF deployment (or equivalently multiple PCRF deployment without DRA)

In the case of a single PCRF deployed recovery handling can only take place if/afterthe PCRF has come back into operation. (Note: the case that the outage becomes permanent can not be handled; instead, it must be assumed that in such a deployment the PCRF implementation itself guarantees that only temporary failures occur.) 


[image: image2]
Figure 4.3.2: total PCRF failure scenario for multiple PCRF deployment with DRA

In the case of multiple PCRFs, recovery handling can set in immediately after detection of the failure, on the remaining, operative PCRFs. Recovery handling on the failed PCRF can be done only after it has become operative again. In this deployment also a permanent PCRF failure is admissible; however, because there seems to be no easy criterion how to distinguish between permanent and temporary failure, we refrain from doing so from now on. Both the description of the failure scenario and solutions shall consider the permanent failure case as the border case when the outage time of the failed PCRF becomes infinite.
PCRF nodes may exhibit also partial failures, in the following sense: the PCRF node is still functioning (i.e. message handling on the application interfaces Rx, Gx, etc. is working), but the context data for the target UE/session has been lost (e.g.memory damaged). The corresponding scenarios are illustrated in figs. 3a and 3b. 


[image: image3]
Figure 3a: partial PCRF failure scenario for single PCRF deployment (or equivalently multiple PCRF deployment without DRA)
In a single PCRF deployment, during the time of the partial node failure, the PCRF may be able to provide limited service and also perform to some extent recovery handling for the sessions affected by the partial failure. However, it can be expected that for performance reasons some deviation from the normal PCRF functionality is necessary (e.g. provision of simplified rules, reduced event reporting). 
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Figure 3b: partial PCRF failure scenario for multiple PCRF deployment with DRA
In a multiple PCRF deployment with DRA, during the time of the partial node failure the DRA would preferably route new session requests to alternative PCRF nodes. Recovery handling for the sessions affected by the partial failure could be done on the (partially) failed node, or on the alternative nodes. The decision may depend on factors like amount of context loss, number of alternative PCRF nodes and their capacity, general operator’s policy concerning PCRF failure handling, etc. 
Table 4.3.1 lists the target failure scenarios.

Table 4.3.1: categorization of failure scenarios

	Nr.
	Description
	Consequences

	
	immediate
	in parallel
	subsequent

	Single PCRF deployment / multiple PCRF deployment without DRA

	1
	total PCRF node failure ( 

complete PCRF functionality is not available
	no new session requests can be handled 


	Potentially: drop of sessions (graceful or strict)
	Potentially: restoration of state (on the same PCRF node)

	2
	partial PCRF node failure

( part of session context not usable
	new session requests unavoidable for this PCRF node 
	Potentially: restoration of state (on the same PCRF node); drop of sessions (graceful or strict);
reduce PCRF funtionality
	__

	Multiple PCRF deployment with DRA

	3
	total PCRF node failure


	route new session requests to alternative PCRF nodes
	Potentially: (1) restoration of state on other PCRF nodes, or (2) drop of sessions

(graceful or strict)
	__

	4
	partial PCRF node failure
	route new session requests preferably to alternative PCRF node
	restoration of state (on alternative PCRF node); drop of sessions (graceful or strict);
	__

	5
	DRA failure 
(all PCRF nodes not reachable
	no new session requests can be handled 
	Potentially: drop of sessions (graceful or strict)
	Potentially:  restoration of state (per PCRF node) 


The “Consequences” columns are given for illustration only; the detailed handling depends on requirements imposed by the operator (these will be collected in clause 5 of this TR). 

*** End of Changes ***
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