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4.5.x  
Trace activation/deactivation 

Trace activation/deactivation at the P-GW is 3GPP-EPS access specific. See Annex B for further information.
	3rd Modified Section


5.4
Gx re-used AVPs

Table 5.4 lists the Diameter AVPs re-used by the Gx reference point from existing Diameter Applications, reference to their respective specifications, short description of their usage within the Gx reference point and the applicability of the AVPs to charging control, policy control or both. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in table 5.4, but they are re-used for the Gx reference point. Where 3GPP Radius VSAs are re-used, they shall be translated to Diameter AVPs as described in RFC 4005 [12] with the exception that the 'M' flag shall be set and the 'P' flag may be set.
Table 5.4: Gx re-used Diameter AVPs

	Attribute Name
	Reference
	Description
	Acc. type
	Applicablity (note 1)

	3GPP-SGSN-Address
	3GPP TS 29.061 [11]
	The IPv4 address of the SGSN
	3GPP-GPRS, 3GPP-EPS
	Both

	3GPP-SGSN-IPv6-Address
	3GPP TS 29.061 [11]
	The IPv6 address of the SGSN
	3GPP-GPRS.
3GPP-EPS
	Both

	3GPP-SGSN-MCC-MNC
	3GPP TS 29.061 [11]
	For GPRS the MCC and the MNC of the SGSN.
For 3GPP/non-3GPP accesses the MCC and the MNC provided by the serving gateway (SGW or AGW).

Not applicable for WLAN accesses
	All
	Both

	3GPP-User-Location-Info
	3GPP TS 29.061 [11]
	Indicates details of where the UE is currently located (e.g. SAI or CGI)
	3GPP-GPRS.
3GPP-EPS
	Both

	Access‑Network-Charging-Address
	3GPP TS 29.214 [10]
	Indicates the IP Address of the network entity within the access network performing charging (e.g. the GGSN IP address).
	All
	CC

	Access‑Network-Charging-Identifier-Value
	3GPP TS 29.214 [10]
	Contains a charging identifier (e.g. GCID).
	All
	CC

	AF-Charging-Identifier
	3GPP TS 29.214 [10]
	The AF charging identifier that may be used in charging correlation. For IMS the ICID. This AVP may only be included in a Charging-Rule_Definition AVP if the SERVICE_IDENTIFIER_LEVEL reporting is being selected with the Reporting-Level AVP.
	All
	CC

	Called-Station-ID
	IETF RFC 4005 [12]
	The address the user is connected to. For GPRS the APN.
	All
	Both

	CC-Request-Number
	IETF RFC 4006 [9]
	The number of the request for mapping requests and answers
	All
	Both

	CC-Request-Type
	IETF RFC 4006 [9]
	The type of the request (initial, update, termination)
	All
	Both

	Charging-Information
	3GPP TS 29.229 [14]
	The Charging-Information AVP is of type Grouped, and contains the addresses of the charging functions in the following AVPs:

· Primary-Event-Charging-Function-Name is of type DiameterURI and defines the address of the primary online charging system. The protocol definition in the DiameterURI shall be either omitted or supplied with value "Diameter".
· Secondary-Event-Charging-Function-Name is of type DiameterURI and defines the address of the secondary online charging system for the bearer. The protocol definition in the DiameterURI shall be either omitted or supplied with value "Diameter".
· Primary-Charging-Collection-Function-Name is of type DiameterURI and defines the address of the primary offline charging system for the bearer. If the GTP' protocol is applied on the Gz interface as specified in 3GPP TS 32.295 [16], the protocol definition in the DiameterURI shall be omitted. If Diameter is applied on the Gz interface, the protocol definition in DiameterURI shall be either omitted or supplied with value "Diameter". The choice of the applied protocol on the Gz interface depends upon configuration in the PCEF.
· Secondary-Charging-Collection-Function-Name is of type DiameterURI and defines the address of the secondary offline charging system for the bearer. If the GTP' protocol is applied on the Gz interface as specified in 3GPP TS 32.295 [16], the protocol definition in the DiameterURI shall be omitted. If Diameter is applied on the Gz interface, the protocol definition in DiameterURI shall be either omitted or supplied with value "Diameter". The choice of the applied protocol on the Gz interface depends upon configuration in the PCEF.
	All
	CC

	Final-Unit-Indication
	IETF RFC 4006 [9]
	The action applied by the PCEF, and the related filter parameters and redirect address parameters (if available), when the user's account cannot cover the service cost.
	All
	CC

	Flow-Description
	3GPP TS 29.214 [10]
	Defines the service flow filter parameters for a PCC rule
	All
	Both

	Flows
	3GPP TS 29.214 [10]
	The flow identifiers of the IP flows related to a PCC rule as provided by the AF. May be only used in charging correlation together with AF-Charging-Identifier AVP.
	All
	CC

	Flow-Status
	3GPP TS 29.214 [10]
	Defines whether the service flow is enabled or disabled. The value "REMOVED" is not applicable to Gx.
	All
	Both

	Framed-IP-Address
	IETF RFC 4005 [12]
	The IPv4 address allocated for the user.
	All
	Both

	Framed-IPv6-Prefix
	IETF RFC 4005 [12]
	The IPv6 address prefix allocated for the user.

The encoding of the value within this Octet String type AVP shall be as defined in IETF RFC 3162 [15], Clause 2.3. The "Reserved", "Prefix-Length" and "Prefix" fields shall be included in this order.
	All
	Both

	Max-Requested-Bandwidth-UL
(note 2)
	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for uplink.
	All
	PC

	Max-Requested-Bandwidth-DL
(note 2)
	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for downlink.
	All
	PC

	RAI
	3GPP TS 29.061 [11]
	Contains the Routing Area Identity of the SGSN where the UE is registered
	3GPP-GPRS.
3GPP-EPS
	Both

	Rating-Group
	IETF RFC 4006 [9]
	The charging key for the PCC rule used for rating purposes
	All
	CC

	Service-Identifier
	IETF RFC 4006 [9]
	The identity of the service or service component the service data flow in a PCC rule relates to. 
	All
	CC

	Subscription-Id
	IETF RFC 4006 [9]
	The identification of the subscription (IMSI, MSISDN, etc)
	All
	Both

	Supported-Features
	3GPP TS 29.229 [14]
	If present, this AVP informs the destination host about the features that the origin host requires to successfully complete this command exchange.
	All
	Both

	Trace-Data
	3GPP TS 29.272 [x1]
	Contains trace control and configuration parameters, specified in 3GPP TS 32.422 [x2].
	3GPP-EPS
	Both

	Trace-Reference
	3GPP TS 29.272 [x1]
	Contains the trace reference parameter, specified in 3GPP TS 32.422 [x2].
	3GPP-EPS
	Both

	User-Equipment-Info
	IETF RFC 4006 [9]
	The identification and capabilities of the terminal (IMEISV, etc.)
When the User-Equipment-Info-Type is set to IMEISV(0), the value within the User-Equipment-Info-Value shall be a UTF-8 encoded decimal.  
	All
	Both

	3GPP-MS-TimeZone
	3GPP TS 29.061 [11]
	Indicate the offset between universal time and local time in steps of 15 minutes of where the MS currently resides.
	All
	Both

	NOTE 1: 
AVPs marked with “CC” are applicable to charging control, AVPs marked with “PC” are applicable to policy control and AVPs marked with “Both” are applicable to both charging control and policy control.
NOTE 2:  When sending from the PCRF to the PCEF, the Max-Requested-Bandwidth-UL/DL AVP indicate the maximum allowed bit rate for the uplink/downlink direction; when sending from the PCEF to the PCRF, the Max-Requested-Bandwidth-UL/DL AVP indicate the maximum requested bit rate for the uplink/downlink direction.
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5.6.3
CC-Answer (CCA) Command

The CCA command, indicated by the Command-Code field set to 272 and the 'R' bit cleared in the Command Flags field, is sent by the PCRF to the PCEF in response to the CCR command. It is used to provision PCC rules and event triggers for the bearer/session and to provide the selected bearer control mode for the IP-CAN session. If the PCRF performs the bearer binding, PCC rules will be provisioned at bearer level. The primary and secondary CCF and/or primary and secondary OCS addresses may be included in the initial provisioning.

Message Format:

<CC-Answer> ::=  < Diameter Header: 272, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 { CC-Request-Type }





 { CC-Request-Number }





*[ Supported-Features ]





 [ Bearer-Control-Mode ]





*[ Event-Trigger ]





 [ Origin-State-Id ]





*[ Charging-Rule-Remove ]





*[ Charging-Rule-Install ]





 [ Charging-Information ]




 [ Online ]





 [ Offline ]





*[ QoS-Information ]




 [ Revalidation-Time ]
                 [ Default-EPS-Bearer-QoS ]





 [ Bearer-Usage ]




 [ Trace-Data ]





 [ Trace-Reference ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
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5.6.4
Re-Auth-Request (RAR) Command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the PCRF to the BBERF/PCEF in order to provision QoS/PCC rules using the PUSH procedure initiate the provision of unsolicited QoS/PCC rules. It is used to provision QoS/PCC rules, event triggers and event report indications for the session. If the PCRF performs the bearer binding, PCC rules will be provisioned at bearer level.
Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Re-Auth-Request-Type }




*[ Supported-Features ]

                 [ Session-Release-Cause ]




 [ Origin-State-Id ]





*[ Event-Trigger ]





 [ Event-Report-Indication ]




*[ Charging-Rule-Remove ]





*[ Charging-Rule-Install ]




 [ Default-EPS-Bearer-QoS ]




*[ QoS-Information ]




 [ Revalidation-Time ]




 [ Trace-Data ]





 [ Trace-Reference ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]
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4a.5.x  
Trace activation/deactivation 

Trace activation/deactivation at the P-GW is 3GPP-EPS access specific. See Annex B for further information. 
	7th Modified Section


5a.4
Gxx re-used AVPs
Table 5a.4.1 lists the Diameter AVPs re-used by the Gxx reference point from Gx reference point and other existing Diameter Applications, reference to their respective specifications, short description of their usage within the Gxx reference point and the applicability of the AVPs to a specific access. When reused from Gx reference point, the specific clause in the present specification is referred. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in table 5a.4, but they are re-used for the Gxx reference point. Where RADIUS VSAs are re-used, they shall be translated to Diameter AVPs as described in RFC 4005 [12] with the exception that the ‘M’ flag shall be set and the ‘P’ flag may be set.

Table 5a.4.1: Gxx re-used Diameter AVPs

	Attribute Name
	Reference
	Description
	Acc. type

	3GPP-SGSN-Address
	3GPP TS 29.061 [11]
	The IPv4 address of the SGSN 
	3GPP-EPS

	3GPP-SGSN-IPv6-Address
	3GPP TS 29.061 [11]
	The IPv6 address of the SGSN
	3GPP-EPS

	AN-GW-Address
	5.3.49
	Carries the address of the AN-GW (S-GW/AGW)
	All

	3GPP-User-Location-Info
	3GPP TS 29.061 [11]
	Indicates details of where the UE is currently located (e.g. SAI or CGI)
	3GPP-EPS

	3GPP2-BSID


	3GPP2 X.S0011-D [20]
	For 3GPP2 indicates the BSID of where the UE is currently located (e.g. Cell-Id, SID, NID).

The Vendor-Id shall be set to 3GPP2 (5535) [20].

The support of this AVP shall be advertised in the capabilities exchange mechanisms (CER/CEA) by including the value 5535, identifying 3GPP2, in a Supported-Vendor-Id AVP.
	3GPP2

	Access-Network-Charging-Identifier-Value
	3GPP TS 29.214 [10]
	Contains a charging identifier.
	All (See NOTE 3)

	Allocation-and-Retention-Priority
	5.3.32
	Indicates a priority for accepting or rejecting a bearer establishment or modification request and dropping a bearer in case of resource limitations.
	All

	APN-Aggregate-Max-Bitrate-DL
	5.3.39
	Indicates the aggregate maximum bitrate for the downlink direction for all non-GBR bearers of the APN.
	All (See NOTE  3)

	APN-Aggregate-Max-Bitrate-UL
	5.3.40
	Indicates the aggregate maximum bitrate for the uplink direction for all non-GBR bearers of the APN.
	All (See NOTE 3)

	Bearer-Control-Mode
	5.3.23
	Indicates the PCRF selected bearer control mode.
	All (See NOTE 3)

	Called-Station-ID
	IETF RFC 4005 [12]
	The address the user is connected to (i.e. the PDN identifier). 
	All

	CC-Request-Number
	IETF RFC 4006 [9]
	The number of the request for mapping requests and answers
	All

	CC-Request-Type
	IETF RFC 4006 [9]
	The type of the request (initial, update, termination)
	All

	Event-Trigger
	5.3.7
	Reports the event that occurred on the BBERF.

For Event-Trigger LOSS_OF_BEARER, BBERF will include the impacted QoS rules within the QoS-Rule-Report.

For Event-Trigger RECOVERY_OF_BEARER BBERF will include the impacted QoS rules within the QoS-Rule-Report.  
For 3GPP2 access USER_LOCATION_CHANGE is used to report and request changes to the 3GPP2-BSID.
The following values are not applicable:

PLMN_CHANGE (4), IP-CAN_CHANGE (7), QOS_EXCEEDING_AUTHORIZATION (11), OUT_OF_CREDIT (15), REALLOCATION_OF_CREDIT (16), IP_ADDRESS_ALLOCATE (18) and IP_ADDRESS_RELEASE (19).
	All

	Flow-Description
	3GPP TS 29.214 [10]
	Defines the service flow filter parameters for a QoS rule
	All

	Flow-Information
	5.3.53
	Defines the service flow filter parameters for a QoS rule and may include packet filter identifier, ToS/Traffic Class, SPI and Flow Label information
	All

	Flow-Label
	5.3.52
	Defines the IPv6 flow label
	

	Framed-IP-Address
	IETF RFC 4005 [12]
	The IPv4 address allocated for the user.
	All

	Framed-IPv6-Prefix
	IETF RFC 4005 [12]
	The IPv6 address prefix allocated for the user.

The encoding of the value within this Octet String type AVP shall be as defined in IETF RFC 3162 [15], Clause 2.3. The “Reserved”, “Prefix-Length” and “Prefix” fields shall be included in this order.
	All

	Guaranteed-Bitrate-DL (note 1)
	5.3.25
	Defines the guaranteed bitrate for downlink.
	All

	Guaranteed-Bitrate-UL (note 1)
	5.3.26
	Defines the guaranteed bitrate for uplink.
	All

	IP-CAN-Type
	5.3.27
	Indicates the type of Connectivity Access Network that the user is connected to.
	All

	Max-Requested-Bandwidth-UL
(note 2)
	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for uplink.
	All

	Max-Requested-Bandwidth-DL
(note 2)
	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for downlink.
	All

	Packet-Filter-Content
	5.3.54
	Indicates the content of the packet filter.
	All (See NOTE 3)

	Packet-Filter-Identifier
	5.3.55
	The identity of the packet filter.
	All (See NOTE 3)

	Packet-Filter-Information
	5.3.56
	Information related to the packet filters that the BBERF provides to the PCRF.
	All (See NOTE 3)

	Packet-Filter-Operation
	5.3.57
	Indicates the operation that the terminal is requesting over the packet filters provided by the Packet-Filter-Information AVPs.
	All (See NOTE 3)

	Network-Request-Support
	5.3.24
	Indicates whether the access network supports the network requested bearer control mode or not.
	All

	Precedence
	5.3.11
	Indicates the precedence of QoS rules or packet filters.
	All

	PCC-Rule-Status
	5.3.19
	Describes the status of one or a group of QoS rules.
	All

	QoS-Class-Identifier
	5.3.17
	Identifies a set of  IP-CAN specific QoS parameters 
	All

	QoS-Information
	5.3.16
	Defines the QoS information for a resource or QoS rule.
	All

	Default-EPS-Bearer-QoS
	5.3.48
	Defines the QoS information of the default bearer
	All

	RAI
	3GPP TS 29.061 [11]
	Contains the Routing Area Identity of the SGSN where the UE is registered
	3GPP-EPS

	RAT-Type
	5.3.31
	Identifies the radio access technology that is serving the UE.
	All

	Resource-Allocation- Notification
	5.3.50
	Indicates whether successful resource allocation notification for rules is needed or not.
	All

	Rule-Failure-Code
	5.3.38
	Identifies the reason a QoS rule is being reported. 
	All



	Security-Parameter-Index
	5.3.51
	Defines the IPSec SPI
	All

	Session-Release-Cause
	5.3.44
	Indicate the reason of termination initiated by the PCRF. Only the reason code UNSPECIFIED_REASON is applicable for the PCRF-initiated Gxx session termination.
	All

	Subscription-Id
	IETF RFC 4006 [9]
	The identification of the subscription (i.e.IMSI)
	All

	Supported-Features
	3GPP TS 29.229 [14]
	If present, this AVP informs the destination host about the features that the origin host requires to successfully complete this command exchange
	All

	ToS-Traffic-Class
	5.3.15
	Defines the IPv4 ToS or IPv6 Traffic Class
	All

	Trace-Data
	3GPP TS 29.272 [x1]
	Contains trace control and configuration parameters, specified in 3GPP TS 32.422 [x2].
	3GPP-EPS

	Trace-Reference
	3GPP TS 29.272 [x1]
	Contains the trace reference parameter, specified in 3GPP TS 32.422 [x2].
	3GPP-EPS

	Tunnel-Header-Filter
	5.3.34
	Defines the tunnel (outer) header filter information of a tunnelled IP flow.
	Non-3GPP

	Tunnel-Header-Length
	5.3.35
	Indicates the length of the tunnel (outer) header.
	Non-3GPP

	Tunnel-Information
	5.3.36
	Defines the tunnel (outer) header information for an IP flow.
	Non-3GPP

	User-Equipment-Info
	IETF RFC 4006 [9]
	The identification and capabilities of the terminal (IMEISV, etc.)
When the User-Equipment-Info-Type is set to IMEISV(0), the value within the User-Equipment-Info-Value shall be a UTF-8 encoded decimal.  
	All

	NOTE 1:  When sending from the PCRF to the BBERF, the Guaranteed-Bitrate-UL/DL AVP indicate the allowed guaranteed bit rate for the uplink/downlink direction; when sending from the BBERF to the PCRF, the Guaranteed-Bitrate-UL/DL AVP indicate the requested guaranteed bit rate for the uplink/downlink direction.
NOTE 2:  When sending from the PCRF to the BBERF, the Max-Requested-Bandwidth-UL/DL AVP indicate the maximum allowed bit rate for the uplink/downlink direction; when sending from the BBERF to the PCRF, the Max-Requested-Bandwidth-UL/DL AVP indicate the maximum requested bit rate for the uplink/downlink direction.
NOTE:    The Gxx AVPs do not apply to 3GPP-GPRS Access Type. 


Editor’s Note: It is FFS if the 3GPP-SGSN-MCC-MNC AVP is reused or a new one is defined with a generic name (e.g. AN-MCC-MNC)
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5a.6.2
CC-Request (CCR) Command

The CCR command, indicated by the Command-Code field set to 272 and the 'R' bit set in the Command Flags field, is sent by the BBERF to the PCRF in order to request QoS rules. The CCR command is also sent by the BBERF to the PCRF in order to indicate QoS rule related events or the termination of the Gateway Control session.

Message Format:

<CC-Request> ::= < Diameter Header: 272, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Supported-Features ]





*[ Subscription-Id ]




 [ Network-Request-Support ]





*[ Packet-Filter-Information ]





 [ Packet-Filter-Operation ]




 [ Framed-IP-Address ]





 [ Framed-IPv6-Prefix ]




 [ IP-CAN-Type ]





 [ RAT-Type ]




 [ Termination-Cause ]





 [ User-Equipment-Info ]




 [ QoS-Information ] 




 [ Default-EPS-Bearer-QoS ]



  0*2[ AN-GW-Address ]





 




 [ 3GPP-SGSN-Address ]





 [ 3GPP-SGSN-IPv6-Address ]




 [ RAI ]





 [ 3GPP-User-Location-Info]





 [ 3GPP2-BSID ]




 [ Called-Station-ID ]





*[ TFT-Packet-Filter-Information ]





*[ QoS-Rule-Report]





*[ Event-Trigger]





 [ Trace-Data ]





 [ Trace-Reference ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
	9th Modified Section


B.3.x
Trace activation/deactivation at P-GW
When trace is activated at the P-GW for a particular IMSI or IMEI for a UE, the S-GW receives the Trace Information, IMSI and possibly the IMEI within a GTP message from the MME. The activation of trace may take place upon the IP-CAN session establishment or any time during an ongoing session. When trace is deactivated at the P-GW, the S-GW receives the Trace Reference within a GTP message from the MME. In case of a GTP-based 3GPP access the S-GW forwards the trace activation and deactivation to the P-GW via GTP. For details refer to 3GPP TS 29.274 [22] and 3GPP TS 32.422 [x2]. 

In case of a PMIP-based 3GPP access the S-GW sends the trace activation and deactivation to the P-GW via the PCRF. To activate the trace, the S-GW sends the Trace Information to the PCRF in a CCR message within a Trace-Data AVP. The PCRF sends the AVP further to the P-GW in a CCA message (upon IP-CAN session establishment) or RAR message. To deactivate the trace, the S-GW sends the Trace Reference to the PCRF in a CCR message within a Trace-Reference AVP. The PCRF sends the AVP further to the P-GW in a RAR message.
	End of Modifications
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