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1. Introduction

It has been agreed that persistent SCTP associations will be used to transport SIP-I messages. While references have been made to both RFC 2960 and RFC 4168, these are sufficiently vague that two implementations may be compliant to the RFC and still not be able to interconnect successfully. This paper discuss how two SIP nodes could use SCTP associations when interconnecting, e.g., between two MSCs or from the 3GPP IWU to an external network.
2. Discussion
Two models may be used when establishing SCTP associations between SIP nodes: single association and dual association.
a. Single Association Model

In the single association model only one SCTP association is established between two SIP nodes.
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Once the association is established, it will be persistent so both nodes need to be able to reuse the association at any time. SIP requests and responses may be sent and received over the single SCTP association by both nodes, i.e., the association may be reused by both nodes.

b. Dual Association Model

In the dual association model, each SIP node is responsible for establishing their own SCTP association to the far node. The will result in a pair of associations being established between two server.
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Each server will act as a SCTP client for the associations it initiates and as a SCTP server for the association initiated by the far node. In this case, the associations will typically be initiated from the published IP address and a local ephemeral port to the far published IP address and port. A SIP node will only send requests on the association that it initiated. Responses are returned on the association over which the request was received.
3. Comparision
The following are various aspects of each model:
(1) In the single association case, there must either be a prior agreement as to which node will be the SCTP client and which will be the SCTP server or both sides must be able to dynamically adapt. With the dual association model this is not a concern.
(2) With the single association model it is possible that when a SCTP server attempts to establish a SCTP association, it may send the SCTP INIT from its published IP address and port or from the published IP address and an ephemeral port. But with the dual SCTP association model, the associations will typically be initiated from the published IP address and a local ephemeral port to the far published IP address and port. With both models, support for the use of ephemeral ports by the far server needs to be considered.
(3) With the single association model, there is the possibility (though very small) that both SIP nodes may attempt to initiate a SCTP association at the same time. If the associations are both initiated from the published ports, association establishment “glare” may occur. But in this case, the RFC 2960 SCTP procedures accommodate “unexpected” INITs and will handle INITs received on the same port that has already sent an INIT. In this case, once a node binds to a port in either listening or sending mode, it may not be possible to support the opposite mode for connections to other nodes on the same port. But if a SIP node initiates a SCTP association from an ephemeral port, then it will be in sending mode on the ephemeral port and continue to listen on the published port. The SCTP transport layer will not identify the simultaneous initiation because the INIT from the far node will be directed to the published port. As result, it will be necessary for the SCTP user to recognize the condition. In this case, the SCTP user will need to handle the “glare” condition.
(4) While the use SCTP associations may be standardized within the 3GPP CSCN, the use of SCTP by external SIP nodes is beyond the scope of 3GPP specifications – both models may be used externally. If the single association model is assumed, but not supported by the far SIP node, any requests sent on a SCTP association initiated by the external node may not be accepted. External nodes may also initiate a second SCTP association regardless of the existence of one previously initiated from the 3GPP IWU. While the 3GPP SIP-I requirements indicate that the association will be persistent, this may not be the case for external SIP-I networks.
(5) Regardless of which model is assumed by the 3GPP IWU when interconnecting to external networks, there is always the possibility that a different transport may used for requests sent by either end.

(6) IETF I-D draft-ietf-sip-connect-reuse-10 discusses an approach that may be used for connection reuse. It suggests that connection reuse is only appropriate for TLS due to security concerns (e.g., connection hijacking). But it does leave an opening for use by SCTP and TCP should the appropriate security be provided. The 3GPP SIP-I security model endorses the use of IPsec which will provide sufficient security to address the concerns raised by the IETF I-D. Based on the I-D, connection reuse may be used in 3GPP, but only when IPsec is also being used.
(7) The potential use of ephemeral ports may introduce security screening difficulties as it is not possible to know the far server port, only IP address. This would make it difficult to block SCTP association establishment attempts from unexpected sources. (Screening on IP address would still be possible.) But it would still be possible to block traffic at the SIP level as SIP requests will contain the port in the Via header.
(8) The dual association model introduces potential concerns regarding scaling and performance because of the additional associations that must be managed as compared to the single association model.
(9) The single association model is similar to the SIGTRAN use of SCTP in concept. There may be some potential for reuse within the implementation.

4. Conclusions

The current IETF RFCs related to SCTP transport are insufficient to ensure proper interconnectivity. This paper addresses a number of aspects that must be considered when using SCTP between 3GPP MSCs. 

It is proposed that only one model be agreed upon and standardized.
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