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Introduction.

There are stage 2 requirements to allow a rejection of a service request over the Rx Interface.

This document sums up related requirement. In an Annex, relevant quotations are provided.

Requirements.
Requirement 1:
The PCRF may reject a service request from the AF is the service is not acceptable according to operator policy or subscription information
Requirement 2:

The PCRF may indicate, in the response to the AF, the service information that can be accepted by the PCRF.

Requirement 3:

For IMS, the PCRF needs to inspect the SDP offer in most cases to reject the request early enough to apply the proper SIP procedures.
Implementation considerations

Requirement 1:

This can be addressed fairly easily by adding appropriate experimental result codes to Rx.
Requirement 2:

Stage 2 is quite open what information needs to be provided as acceptable service information. In IMS, the interesting infos would mostly be codec or media related and acceptable SDP is required. However, the notion that the PCRF rather than the P-CSCF is the primary point to inspect SDP is not fully in line with TS 29.229 and probably also not with exiting implementations.
Possible encodings could be:

1. Add media component AVP to response.
Careful checking and wording would be required how to interpret the contents in this reply. The PCRF would need to mad back to SDP

2. Add a simple Octetstring AVP containing acceptable SDP to response.
Simplest and most potent encoding, but might place new requirements on AF and PCRF to support SDP. The P-CRCF treatment would be restricted to forwarding the received content.

3. Signal maximum QoS within response.
Would place new requirements on AF to know relationship between QoS and media. And require complicated procedures at P-CSCF. Unsuitable to reject media for other reasons than QoS restrictions (e.g. subscribed services)
Encoding 2 is proposed.

Requirement 3:

Usually a combination of SDP offer and answer is provisioned over Rx. This allows to reduce traffic both on Rx and Gx interfaces. However, the encoding of the session information also allows for a separate provisioning of SDP offer and answer.  

TS 23.203

6.2.1
Policy Control and Charging Rules Function (PCRF)

…

The PCRF may check that the service information provided by the AF is consistent with both the operator defined policy rules and the related subscription information as received from the SPR during IP-CAN session establishment before storing the service information. The service information shall be used to derive the QoS for the service. The PCRF may reject the request received from the AF when the service information is not consistent with either the related subscription information or the operator defined policy rules and as a result the PCRF shall indicate that this service information is not covered by the subscription information or may indicate, in the response to the AF, the service information that can be accepted by the PCRF. In the absence of other policy control mechanisms outside the scope of PCC, it is recommended that the PCRF include this information in the response.

Editor's note:
For Go it was defined that the controller provides the authorized QoS to the PEP. In PCC it is FFS what the gain and benefits would be to change this concept such that the PCRF receives the requested QoS. Then the PCRF checks it against the authorized QoS and hence may downgrade the requested QoS from the PCEF when it exceeds the authorized QoS.

6.2.3
Application Function (AF)

The Application Function (AF) is an element offering applications that require dynamic policy and/or charging control over the IP-CAN user plane behaviour. The AF shall communicate with the PCRF to transfer dynamic session information, required for PCRF decisions as well as to receive IP-CAN specific information and notifications about IP-CAN bearer level events. One example of an AF is the P-CSCF of the IM CN subsystem.

The AF may receive an indication that the service information is not accepted by the PCRF together with service information that the PCRF would accept. In that case, the AF rejects the service establishment towards the UE. If possible the AF forwards the service information to the UE that the PCRF would accept.

An AF may communicate with multiple PCRFs. The AF shall contact the appropriate PCRF based on either:

-
the end user IP Address; and/or

-
a UE identity that the AF is aware of.

NOTE:
By using the end user IP address, an AF is not required to acquire any UE identity in order to provide information, for a specific user, to the PCRF.

For certain events related to policy control, the AF shall be able to give instructions to the PCRF to act on its own, i.e. based on the service information currently available as described in clause 6.1.5.

The AF may request the PCRF to report on the signalling path status for the AF session. The AF shall cancel the request when the AF ceases handling the user.

TS 29.228:

5.11.3.1
Codec and media characteristics flow negotiation during initial session establishment

Initial session establishment in the IM CN subsystem must determine a negotiated set of media characteristics (including a common codec or set of common codecs for multi-media sessions) that will be used for the session. This is done through an end-to-end message exchange to determine the complete set of media characteristics, then the decision is made by the session initiator as to the initial set of media flows.

The session initiator includes an SDP in the SIP INVITE message that lists every media characteristics (including codecs) that the originator is willing to support for this session. When the message arrives at the destination endpoint, it responds with the media characteristics (e.g. common subset of codecs) that it is also willing to support for the session. Media authorisation is performed for these media characteristics. The session initiator, upon receiving the common subset, determines the media characteristics (including codecs) to be used initially.

The negotiation may take multiple media offered and answered between the end points until the media set is agreed upon.

Once the session is established, the procedures of section 5.11.3.2 may be used by either endpoint to change to a different media characteristic (e.g. codec) that was included in the initial session description, and for which no additional resources are required for media transport. The procedures of section 5.11.3.3 may be used by either endpoint to change the session, which requires resources beyond those allocated to the existing session.
The flow presented here assumes that Policy and Charging Control is in use.
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Figure 5.30: Codec negotiation during initial session establishment

The detailed procedure is as follows:

1.
UE#1 inserts the codec(s) to a SDP payload. The inserted codec(s) shall reflect the UE#1's terminal capabilities and user preferences for the session capable of supporting for this session. It builds a SDP containing bandwidth requirements and characteristics of each, and assigns local port numbers for each possible media flow. Multiple media flows may be offered, and for each media flow (m= line in SDP), there may be multiple codec choices offered.

2.
UE#1 sends the initial INVITE message to P‑CSCF#1 containing this SDP

3.
P‑CSCF#1 examines the media parameters. If P‑CSCF#1 finds media parameters not allowed to be used within an IMS session (based on P‑CSCF local policies or a QoS authorisation reject coming from the PCRF), it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session initiation with media parameters that are allowed by local policy of P‑CSCF#1's network according to the procedures specified in RFC 3261 [12].
In this flow described in Figure 5.30 above the P‑CSCF#1 allows the initial session initiation attempt to continue.
4.
P‑CSCF#1 forwards the INVITE message to S‑CSCF#1

5.
S‑CSCF#1 examines the media parameters. If S‑CSCF#1 finds media parameters that local policy or the originating user's subscriber profile does not allow to be used within an IMS session, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session initiation with media parameters that are allowed by the originating user's subscriber profile and by local policy of S‑CSCF#1's network according to the procedures specified in RFC 3261 [12]. 
In this flow described in Figure 5.30 above the S‑CSCF#1 allows the initial session initiation attempt to continue.

6.
S‑CSCF#1 forwards the INVITE, through the S-S Session Flow Procedures, to S‑CSCF#2

7.
S‑CSCF#2 examines the media parameters. If S‑CSCF#2 finds media parameters that local policy or the terminating user's subscriber profile does not allow to be used within an IMS session, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session initiation with media parameters that are allowed by the terminating user's subscriber profile and by local policy of S‑CSCF#2's network according to the procedures specified in RFC 3261 [12].
In this flow described in Figure 5.30 above the S‑CSCF#2 allows the initial session initiation attempt to continue.

8.
S‑CSCF#2 forwards the INVITE message to P‑CSCF#2.

9.
P‑CSCF#2 examines the media parameters. If P‑CSCF#2 finds media parameters not allowed to be used within an IMS session (based on P‑CSCF local policies or a QoS authorisation reject coming from the PCRF), it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session initiation with media parameters that are allowed by local policy of P‑CSCF#2's network according to the procedures specified in RFC 3261 [12]. 
In this flow described in Figure 5.30 above the P‑CSCF#2 allows the initial session initiation attempt to continue.

10.
P‑CSCF#2 forwards the INVITE message to UE#2

11.
UE#2 determines the complete set of codecs that it is capable of supporting for this session. It determines the intersection with those appearing in the SDP in the INVITE message. For each media flow that is not supported, UE#2 inserts a SDP entry for media (m= line) with port=0. For each media flow that is supported, UE#2 inserts a SDP entry with an assigned port and with the codecs in common with those in the SDP from UE#1.

12.
UE#2 returns the SDP listing common media flows and codecs to P‑CSCF#2

13.
P‑CSCF#2 authorises the QoS resources for the remaining media flows and codec choices.

14.
P‑CSCF#2 forwards the SDP response to S‑CSCF#2.

15.
S‑CSCF#2 forwards the SDP response to S‑CSCF#1

16.
S‑CSCF#1 forwards the SDP response to P‑CSCF#1

17.
P‑CSCF#1 authorises the QoS resources for the remaining media flows and codec choices.

18.
P‑CSCF#1 forwards the SDP response to UE#1

19.
UE#1 determines which media flows should be used for this session, and which codecs should be used for each of those media flows. If there was more than one media flow, or if there was more than one choice of codec for a media flow, then UE#1 need to renegotiate the codecs by sending another offer to reduce codec to one with the UE#2.

20-24.
UE#1 sends the "Offered SDP" message to UE#2, along the signalling path established by the INVITE request

The remainder of the multi-media session completes identically to a single media/single codec session, if the negotiation results in a single codec per media.

…
5.11.3.3
Codec or media characteristics flow change requiring new resources and/or authorisation

After the multi-media session is established, it is possible for either endpoint to change the set of media flows or media characteristics (e.g. codecs) for media flow(s). If the change requires different resources beyond those previously reserved, then it is necessary to perform the resource reservation and bearer establishment procedures. If the reservation request fails for whatever reason, the original multi-media session remains in progress.
The flow presented here assumes that Policy and Charging Control is in use.


[image: image2.wmf]P-CSCF#1

S-CSCF#1

S-CSCF#2

2. Invite

12. SDP Answer

P-CSCF#2

Originating Network

Terminating Network

UE#2

UE#1

1. Determine new set of

codecs for this session

3. Check the set of media

components if they correspond

to the operator's policy

4. Invite

5. Check the set of media

components if they correspond

to the served user's profile

6. Invite

7. Check the set of media

components if they correspond

to the served user's profile

9. Check the set of media

components if they correspond

to the operator's policy

8. Invite

10. Invite

11. Determine the set of

codecs supported by UE#2

13. Authorize change in

resources for this session

14. SDP Answer

14. SDP Answer

14. SDP Answer

16. SDP Answer

15. Authorize change in

resources for this session

17. Determine initial codec

for this session

18. SDP Offer

18. SDP Offer

18. SDP Offer

18. SDP Offer

18. SDP Offer

19. Reserve resources for

new codec

19. Reserve resources for

new codec

23. 200 OK

21. Success

21. Success

21. Success

21. Success

21. Success

22. Stop sending with old

codec, setup receiver for

new codec

23. 200 OK

23. 200 OK

23. 200 OK

23. 200 OK

24. Start sending with new

codec, setup receiver for

new codec

26. Start sending with new

codec

25. Ack

25. Ack

25. Ack

25. Ack

25. Ack

20. SDP Answer

20. SDP Answer

20. SDP Answer

20. SDP Answer

20. SDP Answer


Figure 5.32: Codec or media flow change - new reservation

The detailed procedure is as follows:

1.
UE#1 inserts the revised set of codecs to a SDP payload. The inserted codec(s) shall reflect the UE#1's terminal capabilities and user preferences for the session. It builds a SDP containing bandwidth requirements and characteristics of each, and assigns local port numbers for each possible media flow. Multiple media flows may be offered, and for each media flow (m= line in SDP), there may be multiple codec choices offered.

2.
UE#1 sends an INVITE message to P‑CSCF#1 containing this SDP

3.
P‑CSCF#1 examines the media parameters. If P‑CSCF#1 finds media parameters not allowed to be used within an IMS session (based on P‑CSCF local policies or a QoS authorisation reject coming from the PCRF), it rejects the session modification attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session modification with media parameters that are allowed by local policy of P‑CSCF#1's network according to the procedures specified in RFC 3261 [12].
In this flow described in Figure 5.32 above the P‑CSCF#1 allows the initial session modification attempt to continue.

4.
P‑CSCF#1 forwards the INVITE message to S‑CSCF#1

5.
S‑CSCF#1 examines the media parameters. If S‑CSCF#1 finds media parameters that local policy or the originating user's subscriber profile does not allow to be used within an IMS session, it rejects the session modification attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session modification with media parameters that are allowed by the originating user's subscriber profile and by local policy of S‑CSCF#1's network according to the procedures specified in RFC 3261 [12]. 
In this flow described in Figure 5.32 above the S‑CSCF#1 allows the initial session modification attempt to continue.

6.
S‑CSCF#1 forwards the INVITE, through the S-S Session Flow Procedures, to S‑CSCF#2

7.
S‑CSCF#2 examines the media parameters. If S‑CSCF#2 finds media parameters that local policy or the terminating user's subscriber profile does not allow to be used within an IMS session, it rejects the session modification attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session modification with media parameters that are allowed by the terminating user's subscriber profile and by local policy of S‑CSCF#2's network according to the procedures specified in RFC 3261 [12].
In this flow described in Figure 5.32 above the S‑CSCF#2 allows the initial session modification attempt to continue.

8.
S‑CSCF#3 forwards the INVITE message to P‑CSCF#2.

9.
P‑CSCF#2 examines the media parameters. If P‑CSCF#2 finds media parameters not allowed to be used within an IMS session (based on P‑CSCF local policies or a QoS authorisation reject coming from the PCRF), it rejects the session modification attempt. This rejection shall contain sufficient information for the originating UE to re-attempt session modification with media parameters that are allowed by local policy of P‑CSCF#2's network according to the procedures specified in RFC 3261 [12]. 
In this flow described in Figure 5.32 above the P‑CSCF#2 allows the initial session modification attempt to continue.

10.
P‑CSCF#2 forwards the INVITE message to UE#2

11.
UE#2 determines the complete set of codecs that it is capable of supporting for this session. It determines the intersection with those appearing in the SDP in the INVITE message. For each media flow that is not supported, UE#2 inserts a SDP entry for media (m= line) with port=0. For each media flow that is supported, UE#2 inserts a SDP entry with an assigned port and with the codecs in common with those in the SDP from UE#1.

12.
UE#2 returns the SDP listing common media flows and codecs to P‑CSCF#2. It may additionally provide more codecs than originally offered and then the offered set need to be renegotiated.

13.
P‑CSCF#2 increases the authorisation for the QoS resources, if needed, for the remaining media flows and codec choices.

14.
P‑CSCF#2 forwards the SDP response to S‑CSCF#2 toward the originating end along the signaling path.

15.
P‑CSCF#1 increases the authorisation for the QoS resources, if needed, for the remaining media flows and codec choices.

16.
P‑CSCF#1 forwards the SDP response to UE#1.
17.
UE#1 determines which media flows should be used for this session, and which codecs should be used for each of those media flows. If there was more than one media flow, or if there was more than one choice of codec for a media flow, then UE#1 must include an SDP in the response message by including SDP to UE#2.

18.
UE#1 sends the offered SDP message to UE#2, including the SDP from step #17 if needed.

19.
UE#1 and UE#2 reserve the resources needed for the added or changed media flows. If the reservation is successfully completed by UE#1, it stops transmitting any deleted media streams. If UE#1 has sent a new media offer in step 18, it would for example wait for the response in step 20 prior to reserving resources.

20.
If UE#1 has sent an updated offer of SDP in step 18, then UE#2 responds to the offer and P‑CSCF#1 authorises the offered SDP sent by UE#2.

21.
UE#1 sends the Resource Reservation Successful message with final SDP to UE#2, via the signalling path through the CSCFs.

22.
UE#2 stops sending the media streams to be deleted, and initialises its media receivers for the new codec.

23.
UE#2 sends the 200-OK final response to UE#1, along the signalling path

24.
UE#1 starts sending media using the new codecs. UE#1 also releases any excess resources no longer needed.

25.
UE#1 sends the SIP final acknowledgement, ACK, to UE#2 along the signalling path

26.
UE#2 starts sending media using the new codecs. UE#2 also releases any excess resources no longer needed

24.229

6.2

Procedures at the P-CSCF

When the P-CSCF receives any SIP request containing an SDP offer, the P-CSCF shall examine the media parameters in the received SDP. If the P-CSCF finds any media parameters which are not allowed on the network by local policy, the P-CSCF shall return a 488 (Not Acceptable Here) response containing SDP payload. This SDP payload contains either all the media types, codecs and other SDP parameters which are allowed according to the local policy, or, based on configuration by the operator of the P-CSCF, a subset of these allowed parameters. This subset may depend on the content of the received SIP request. The P-CSCF shall build the SDP payload in the 488 (Not Acceptable Here) response in the same manner as a UAS builds the SDP in a 488 (Not Acceptable Here) response as specifed in RFC 3261 [26]. The P-CSCF shall order the SDP payload with the most preferred codec listed first. If the SDP offer is encrypted, the P-CSCF may reject the request.

When the P-CSCF receives a SIP response different from 200 (OK) response containing SDP offer, the P-CSCF shall not examine the media parameters in the received SDP offer, but the P-CSCF shall rather check the succeeding request containing the SDP answer for this offer, and if necessary (i.e. the SDP answer reduced by the UE still breaches local policy), the P-CSCF shall return a 488 (Not Acceptable Here) response containing the local policy allowed SDP payload. If the SDP answer is encrypted, the P-CSCF may reject the succeeding request.

When the P-CSCF receives a 200 (OK) response containing SDP offer, the P-CSCF shall examine the media parameters in the received SDP. If the P-CSCF finds any media parameters which are not allowed on the network by local policy, the P-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, it shall immediately terminate the session as described in  subclause 5.2.8.1.2. If the SDP offer is encrypted, the P-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, it may immediately terminate the session as described in  subclause 5.2.8.1.2.

When the P-CSCF receives an initial INVITE request for a terminating session setup or a 183 (Session Progress) response to an INVITE request for an originating session setup, the P-CSCF may modify the SDP according to RFC 3524 [54] to indicate to the UE that particular media stream(s) is grouped according to a local policy. The policy is used to determine whether the P-CSCF will request the UE to keep media stream(s) grouped in different IP-CAN bearers and identify the relation between different media streams and IP-CAN bearers (see subclause B.2.2.5 for IP-CAN implemented using GPRS).

In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT controlled by the P-CSCF, or by a hosted NAT, the P-CSCF may need to modify the media connection data in SDP bodies according to the procedures described in annex F and/or annex G.

The P-CSCF shall apply and maintain the same policy within the SDP from the initial request or response containing SDP and throughout the complete SIP session. If a media stream is added and grouping of media streams apply to the session, the P-CSCF shall modify the SDP according to RFC 3524 [54] to indicate to the UE that the added media stream(s) will be grouped into either a new group or into one of the existing groups. The P-CSCF shall not indicate re-grouping of media stream(s) within the SDP.

The P-CSCF shall not apply RFC 3524 [54] to the SDP for additional media stream(s), if grouping of media stream(s) was not indicated in the initial INVITE request or 183 (Session Progress) response.

The P-CSCF may inspect, if present, the "b=RS" and "b=RR" lines in order to find out the bandwidth allocation requirements for RTCP.
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