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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CSMA/CD
Carrier Sense Multiple Access/Collision Detection 

DHCPv4
Dynamic Host Configuration Protocol version 4

DHCPv6
Dynamic Host Configuration Protocol version 6

DN
Data Network

DR
Designated Router

GPSI
Generic Public Subscription Identifier

N3IWF
Non-3GPP InterWorking Function
NSS
Network Slice Specific
PIM
Protocol-Independent Multicast

PIM-DM
Protocol-Independent Multicast- Dense Mode

PIM-SM
Protocol-Independent Multicast- Sparse Mode

PtP
Point-to-Point

RP
Rendezvous Point
SD
Slice Differentiator
SFD
Start Frame Delimiter

SMF
Session Management Function
S-NSSAI
Single Network Slice Selection Assistance Information
SSC
Session and Service Continuity
SST
Slice/Service Type
UPF
User Plane Function

WAN
Wide Area Network
*** Next Change ***

6
Reference Architecture

Figure 6-1 shows the access interfaces for the 5G Network. The 5G Network includes both the 3GPP access and the non-3GPP access.
The NSS-AAA may belong to the H-PLMN in the 5G Network (without AAA-P interworking) or a 3rd party (with AAA-P interworking).
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Figure 6-1: Reference Architecture for 5G Network Interworking

*** Next Change ***

11
Interworking with DN-AAA (RADIUS)

*** Next Change ***

12
Interworking with DN-AAA (Diameter)
*** Next Change ***

X
Interworking with NSS-AAA (RADIUS)
X.1
RADIUS procedures

X.1.1
General
The Network Slice Specific Authentication and Authorization procedure is triggered for a network slice requiring Network Slice Specific Authentication and Authorization with an NSS-AAA server which may be hosted by the H-PLMN operator or a third party which has a business relationship with the H-PLMN. An AAA Proxy (AAA-P) in the serving PLMN may be involved e.g. if the NSS-AAA Server belongs to a third party; if not, the interactions with the NSS-AAA server are performed by the AUSF.
Editor's note:
The procedure for Network Slice Specific Authentication and Authorization defined in this clause needs to be further studied and defined by SA3 e.g. the role of the AUSF, need for an AAA-P and the used NF services.
X.1.2
RADIUS Authentication and Authorization

RADIUS Authentication and Authorization shall be used according to IETF RFC 2865 [8], IETF RFC 3162 [9] and IETF RFC 4818 [10]. In 5G, multiple authentication methods using Extensible Authentication Protocol (EAP) may be used such as EAP-TLS (see IETF RFC 5216 [11]), EAP-TTLS (see IETF RFC 5281 [37]). The AUSF or AAA-P shall implement the RADIUS extension to support EAP as specified in IETF RFC 3579 [7].

The RADIUS client function may reside in an AUSF or an AAA-P when it is involved. When the AUSF receives Nausf_Communication_EAPMessage_Transfer from AMF or AAA-P receives a Naaa_Communication_EAPMessage_Transfer message from AUSF if AAA-P is involved, the RADIUS client function shall send the authentication information to a NSS-AAA server with network slice information.

The NSS-AAA server performs authentication and authorization for the user and requested network slice information. When the AUSF or AAA-P receives an Access-Accept message from the NSS-AAA server it shall complete the network slice specific authentication procedure. If Access-Reject or no response is received, the AUSF or AAA-P shall reject the network slice specific authentication procedure with a suitable cause code.
The NSS-AAA may revoke the authorization for the network slice, see details in clause X.2.2. In the present release, the NSS-AAA initiated re-authentication is not supported.
X.2
Message flows for network slice specific authentication
X.2.1
Authentication and Authorization procedures

When the AUSF receives Nausf_Communication_EAPMessage_Transfer from AMF or AAA-P receives a Naaa_Communication_EAPMessage_Transfer message from AUSF if AAA-P is involved, it shall send a RADIUS Access-Request message with EAP extension to an NSS-AAA server. The Access-Request message shall include GPSI in Calling-Station-Id or External-Identifier attribute and network slice information in 3GPP-S-NSSAI attribute. The NSS-AAA server shall authenticate and authorize the user and the network slice by replying with an Access Accept message. Multi-round authentication using the Access-Challenge (sent by NSS-AAA) and Access-Request messages may be used.

For re-authentication and re-authorization, the AUSF or AAA-P shall send a RADIUS Access-Request message with EAP extension and the NSS-AAA shall authenticate and authorize the user and the network slice by replying with an Access-Accept message. Multi-round authentication using the Access-Challenge (sent by NSS-AAA) and Access-Request messages may be used.
Editor's note:
Information flow will be added later.
X.2.2
NSS-AAA initiated revocation of network slice authorization 

The NSS-AAA server may send a RADIUS Disconnect-Request to the AUSF or AAA-P asking for revocation of network slice authorization. On receipt of the Disconnect-Request from the NSS-AAA server, the AUSF or AAA-P shall release the resources, interact with its succeeding Network Function AMF or AUSF (if AAA-P is used) and reply with a Disconnect-ACK. If the AUSF or AAA-P is unable to release the corresponding resources, it shall reply to the NSS-AAA server with a Disconnect-NAK. For more information on RADIUS Disconnect, see IETF RFC 5176 [27]. It is not necessary for the AUSF or AAA-P to wait for the response (i.e. Namf_Revoke_Auth response or Nausf_Revoke_Auth response) from the succeeding Network Function before sending the RADIUS Disconnect-ACK to the NSS-AAA server.

Figure X.2.2-1 is an example message flow to show the procedure of NSS-AAA initiated revocation of network slice authorization. If the AAA-P is not used, the Disconnect Request and Response messages are exchanged between the NSS-AAA and the AUSF.
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Figure X.2.2-1: NSS-AAA initiated revocation of network slice authorization with RADIUS

X.3
List of RADIUS attributes
X.3.1
General

Information defined in clause 11.3 are re-used for network slice specific authentication with the following differences:

-
AUSF or AAA-P replaces SMF. 
-
IP, Ethernet and PDU session related descriptions and attributes are not applicable.
-
RADIUS messages for accounting function (Accounting Request/Response) are not applicable.

-
Additional detailed information needed for network slice specific authentication are described below.
Table X.3-1: Additional information needed for network slice specific authentication
	Sub-attr #
	Sub-attribute Name
	Differences

	200
	3GPP-IP-Address-Pool-Id
	Added.

	NOTE:
5G specific RADIUS VSAs for network slice specific authentication are numbered from 200.


200 – 3GPP-S-NSSAI

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 200

	2
	
	3GPP Length= m

	3
	
	SST

	4-6
	
	SD (octet string)


3GPP Type: 200
Length: 3 or 6
SST: the Slice/Service Type with value range 0 to 255.
SD: 3-octet string, representing the Slice Differentiator, the encoding follows sd attribute specified in subclause 5.4.4.2 of 3GPP TS 29.571 [TS29571]. Its presence depends on the Length field.
Table X.3-2 describes the sub-attributes of the 3GPP Vendor-Specific attribute described above in different RADIUS messages.

Table X.3-2: List of the 3GPP Vendor-Specific sub-attributes for network slice specific authentication
	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Associated attribute

(Location of Sub-attr)
	Applicability

	200
	3GPP-S-NSSAI
	It includes the S-NSSAI.
	Conditional (NOTE)
	Access-Request
	

	NOTE:
This VSA shall be included in the initial Access-Request message.


*** Next Change ***

Y
Interworking with NSS-AAA (Diameter)

Y.1
Diameter procedures

Y.1.1
General
The Network Slice Specific Authentication and Authorization procedure is triggered for a network slice requiring Network Slice Specific Authentication and Authorization with an NSS-AAA server which may be hosted by the H-PLMN operator or a third party which has a business relationship with the H-PLMN. An AAA Proxy (AAA-P) in the serving PLMN may be involved e.g. if the NSS-AAA Server belongs to a third party; if not, the interactions with the NSS-AAA server are performed by the AUSF.

Editor's note:
The procedure for Network Slice Specific Authentication and Authorization defined in this clause needs to be further studied and defined by SA3 e.g. the role of the AUSF, need for an AAA-P and the used NF services.
Y.1.2
Diameter Authentication and Authorization

Diameter Authentication and Authorization shall be used according to IETF RFC 7155 [23]. In 5G, multiple authentication methods using Extensible Authentication Protocol (EAP) may be used such as EAP-TLS (see IETF RFC 5216 [11]), EAP-TTLS (see IETF RFC 5281 [37]). The AUSF or AAA-P shall support Diameter EAP application as specified in IETF RFC 4072 [25].

The AUSF or AAA-P and the NSS-AAA shall advertise the support of the Diameter NASREQ and EAP applications by including the value (1 and 5) of the application identifier in the Auth-Application-Id AVP (as specified in IETF RFC 4072 [25]) and the value of the 3GPP (10415) in the Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands as specified in IETF RFC 6733 [24], i.e. as part of the Vendor-Specific-Application-Id AVP.
The Diameter client function may reside in an AUSF or an AAA-P when it is involved. When the AUSF receives Nausf_Communication_EAPMessage_Transfer from AMF or AAA-P receives a Naaa_Communication_EAPMessage_Transfer message from AUSF if AAA-P is involved, the Diameter client function shall send the authentication information to a NSS-AAA server with network slice information.

The NSS-AAA server performs authentication and authorization for the requested network slice information. When the AUSF or AAA-P receives a positive response from the NSS-AAA server it shall complete the network slice specific authentication procedure. If negative response or no response is received, the AUSF or AAA-P shall reject the network slice specific authentication procedure with a suitable cause code.
The NSS-AAA may revoke the authorization for the network slice, see details in clause Y.2.2. NSS-AAA may initiate re-authentication and re-authorization, see details in clause Y.2.3.
Y.2
Message flows for network slice specific authentication
Y.2.1
Authentication and Authorization procedures
For network slice specific authentication and authorization, when the AUSF receives Nausf_Communication_EAPMessage_Transfer from AMF or AAA-P receives a Naaa_Communication_EAPMessage_Transfer message from AUSF if AAA-P is involved, it shall send a Diameter DER message to a NSS-AAA server with GPSI in Calling-Station-Id or External-Identifier attribute and network slice information in 3GPP-S-NSSAI attribute. The NSS-AAA server shall authenticate and authorize the user and the network slice by replying with a Diameter DEA message. Multi-round authentication using the DEA and DER messages may be used.

For re-authentication and re-authorization, the AUSF or AAA-P shall send a DER message to the NSS-AAA server and the NSS-AAA server shall authenticate and authorize the user and the network slice by replying with a DEA message. Multi-round authentication using the DEA and DER messages may be used.

If the network slice specific authentication is not required, the AUSF or AAA-P shall send a Diameter STR message to the NSS-AAA server. The NSS-AAA server shall reply with a Diameter STA message.
Editor's note:
Information flow will be added later.

Y.2.2
NSS-AAA initiated revocation of network slice authorization 

The NSS-AAA server may send a Diameter ASR message to the AUSF or AAA-P asking for revocation of network slice authorization. On receipt of the ASR message from the NSS-AAA server, the AUSF or AAA-P shall release the corresponding resources, interact with its succeeding Network Function AMF or AUSF (if AAA-P is used) and reply with a Diameter ASA message. It is not necessary for the AUSF or AAA-P to wait for the response (i.e. Namf_Revoke_Auth response or Nausf_Revoke_Auth response) from its succeeding Network Function before sending the ASA message to the NSS-AAA server.

Figure Y.2.2-1 is an example message flow to show the procedure of NSS-AAA initiated revocation of network slice authorization. If the AAA-P is not used, the ASR and ASA messages are exchanged between the NSS-AAA and the AUSF.
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Figure Y.2.2-1: NSS-AAA initiated revocation of network slice authorization with Diameter
Y.2.3
NSS-AAA initiated re-authentication and re-authorization
The NSS-AAA server may send a Diameter RAR message to the AUSF or AAA-P asking for re-authentication and re-authorization. On receipt of the RAR message from the NSS-AAA server, the AUSF or AAA-P shall interact with its succeeding Network Function AMF or AUSF (if AAA-P is used) and reply with a Diameter RAA message. It is not necessary for the AUSF or AAA-P to wait for the response (i.e. Namf_ReAuth response or Nausf_ReAuth response) from its succeeding Network Function before sending the RAA message to the NSS-AAA server.

After replying Namf_ReAuth response, the AMF shall start authentication and authorization procedure as described in clause Y.2.1. The Auth-Request-Type in the DER is set to "AUTHORIZE_AUTHENTICATE".

Figure Y.2.3-1 is an example message flow to show the procedure of NSS-AAA initiated re-authentication and re-authorization. If the AAA-P is not used, the RAR and RAA messages are exchanged between the NSS-AAA and the AUSF.
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Figure Y.2.3-1: NSS-AAA initiated re-authentication and re-authorization with Diameter

Y.3
Specific AVPs

There is no specific AVP defined in the present release.

Y.4
re-used AVPs

Y.4.1
General
Information defined in clause 12.4.0 are re-used for network slice specific authentication with the following differences:

-
AUSF or AAA-P replaces SMF. 

-
IP, Ethernet and PDU session related descriptions and AVPs are not applicable.

-
Additional detailed information needed for network slice specific authentication are described below.

Table Y.4-1: Additional information needed for network slice specific authentication
	Attribute Name
	AVP Code
	Section defined
	Value Type (NOTE 2)
	AVP Flag rules
(NOTE 1)
	May Encr.
	Applicability

	
	
	
	
	Must
	May
	Should not
	Must not
	
	

	3GPP-S-NSSAI
	200
	X.3.1 (NOTE 3)
	UTF8String
	V
	P
	
	M
	Y
	

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [24].

NOTE 2:
The value types are defined in IETF RFC 6733 [24].

NOTE 3:
The use of Radius VSA as a Diameter vendor AVP is described in Diameter NASREQ (IETF RFC 7155 [23]) and the P flag may be set.


Y.4.2
Use of the Supported-Features AVP

The Supported-Features AVP is used during the network slice specific authentication procedure to inform the destination host about the required and optional features that the origin host supports. The client shall, in the first request in a Diameter session indicate the set of supported features. The server shall, in the first answer within the Diameter session indicate the set of features that it has in common with the client and that the server shall support within the same Diameter session. Any further command messages shall always be compliant with the list of supported features indicated in the Supported-Features AVPs during session establishment. Features that are not advertised as supported shall not be used to construct the command messages for that Diameter session. Unless otherwise stated, the use of the Supported-Features AVP shall be compliant with the requirements for dynamic discovery of supported features and associated error handling on the Cx reference point as defined in clause 7.2.1 of 3GPP TS 29.229 [41].
The base functionality is the 3GPP Rel-16 standard and a feature is an extension to that functionality. If the origin host does not support any features beyond the base functionality, the Supported-Features AVP may be absent in the DER command. As defined in clause 7.1.1 of 3GPP TS 29.229 [41], when extending the application by adding new AVPs for a feature, the new AVPs shall have the M bit cleared and the AVP shall not be defined mandatory in the command ABNF.
As defined in 3GPP TS 29.229 [41], the Supported-Features AVP is of type grouped and contains the Vendor-Id, Feature-List-ID and Feature-List AVPs. The Supported-Features AVP is used to identify features that have been defined by 3GPP and hence, for features defined in this document, the Vendor-Id AVP shall contain the vendor ID of 3GPP (10415). If there are multiple feature lists defined, the Feature-List-ID AVP shall differentiate those lists from one another.

On receiving an initial request application message, the destination host shall act as defined in clause 7.2.1 of 3GPP TS 29.229 [41].
Once the AUSF or AAA-P and NSS-AAA have negotiated the set of supported features during session establishment, the set of common features shall be used during the lifetime of the Diameter session.
The table below defines the features applicable for the network slice specific authentication, for the feature lists with a Feature-List-ID of 1.

Table Y.4.2-1: Features of Feature-List-ID 1

	Feature bit
	Feature
	M/O
	Description

	
	
	
	

	Feature bit:
The order number of the bit within the Feature-List AVP where the least significant bit is assigned number "0".

Feature:
A short name that can be used to refer to the bit and to the feature, e.g. "5GC".

M/O:
Defines if the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description:
A clear textual description of the feature.


Y.5
Specific Experimental-Result-Code AVP

There is no specific experimental result code AVP defined in the present release.

Y.6
Diameter messages

Y.6.1
General

Diameter messages as defined in subclause 12.6 are re-used for network slice specific authentication with the following differences:

-
AUSF or AAA-P replaces SMF.

-
IP, Ethernet and PDU session related descriptions and AVPs are not applicable.
-
Diameter commands for accounting function (ACR and ACA) are not applicable.
-
AAR and AAA commands are not applicable.
-
3GPP-S-NSSAI is included in the DER command.
NOTE:
The presence of 3GPP-S-NSSAI in the DER command is optional but it is mandatory for the AUSF or AAA-P to include it for the network slice specific authentication.
*** End of Changes ***
_1631026833.doc


 

AAA-P







Disconnect Response











Disconnect Request











Nausf_Revoke_Auth







Namf_Revoke_Auth







AMF







NSS-AAA 







AUSF














_1631094222.doc


 

AUSF







AAA-P







Diameter ASA











Diameter ASR











Nausf_Revoke_Auth







Namf_Revoke_Auth







AMF







NSS-AAA 














_1631097039.doc


 

AMF initiated Network Slice-Specific Authentication and Authorization







AAA-P







Diameter RAA











Diameter RAR











Nausf_ReAuth







Namf_ReAuth







AMF







NSS-AAA 







AUSF














_1631029444.doc


UE







5G network







NSS-AAA







AUSF/



AAA-P







N6







AMF







SMF







NG-RAN







UPF







Data Networks












_1588594517.doc


5G network







N6







UE







SMF







NG-RAN







UPF







Data Networks












