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Abstract of the contribution:

This paper discusses the way forward of race condition hanlding
Discussion
There are two possible alternatives can be adopted in the 5G for race condition handling
Alternative 1:

Alternative 1 is similar with the solution defined in 4G .
On receipt of a HTTP request for an existing policy association, the recipient NF shall check if it has an ongoing transaction on that policy association:

1.
If there are no ongoing transactions on the policy association, the NF shall process the incoming request normally.

2.
If there is an ongoing transaction on the policy association and optionally, if the recipient NF cannot determine that the incoming request can be safely handled without creating a state mismatch:

a.
The NF consumer shall reject the incoming request and include in an HTTP "400 Bad Request" response message the "cause" attribute of the ProblemDetails data structure set to "PENDING_TRANSACTION".

b.
The NF producer shall either reject the incoming request and include in an HTTP "400 Bad Request" response message the "cause" attribute of the ProblemDetails data structure set to "PENDING_TRANSACTION" or shall wait for one of the following conditions to occur:

i.
The ongoing transaction completes. In this case, the policy association is updated at the NF producer on the completion of the ongoing transaction and afterwards, the incoming request (e.g. HTTP POST) is processed normally based on the updated policy association state.

ii.
The waiting period has exceeded its allotted time. In this case, the NF producer shall reject the incoming request and include in an HTTP "400 Bad Request" response message the "cause" attribute of the ProblemDetails data structure set to "PENDING_TRANSACTION".
3.
On receipt of a "PENDING_TRANSACTION" error code, an NF consumer shall retry the request. On the other hand, if an NF producer had rejected a request from the an NF consumer with a "PENDING_TRANSACTION" error code, the NF producer should not retry the failed request until it responds to the re-attempted request from the NF consumer. This is to avoid having both the NF consumer and NF producer concurrently retry their requests. In all other cases, if the policy association on the NF consumer still needs to be updated, the NF producer shall retry the request.
4.
The NF consumer or NF producer should limit the number of times they re-attempt the same request due to receipt of a "PENDING_TRANSACTION" error code.

5.
The only exception to the rules above is a policy assocation termination request initiated by the NF consumer (e.g. HTTP POST with request URI to "{apiRoot}/npcf-smpolicycontrol/v1/sm-policies/{smPolicyId}/delete") or a request for policy assocation termination initiated by the NF producer (e.g. HTTP POST with request URI to "./{NotificationUri}/terminate"). In both cases, the request should be handled as follows:

a.
When receiving a request for a policy assocation termination initiated by the NF producer that requires new transactions to be initiated, a NF consumer shall acknowledge the request immediately (e.g. a HTTP POST mesage with with request URI to "./{NotificationUri}/terminate" shall be acknowledged with a 200 OK response). The NF consumer shall wait for the current transaction to complete (either by the NF producer acknowledging the request or rejecting it with the "PENDING_TRANSACTION" application error code) before completing the policy association termination procedure (e.g. before sending the HTTP POST with request URI to "{apiRoot}/npcf-smpolicycontrol/v1/sm-policies/{smPolicyId}/delete").
b.
When receiving a request for a policy assocation termination initiated by the NF consumer, the NF producer shall handle it immediately.
Alternative 2:

Alternative 2 extends the "RuleVersioning" feature supported for the PCC rule.
The PCF shall provision the policy version number for each specific policy decision (e.g. PCC rule instance, policy control request trigger, session rule instance, QoS data decision, etc.) when the PCF updates the policy decision. In this case, all the content related to that policy decision shall be included. (i.e. the contents that are not changed shall also be included in the new version of policy decision). The policy version number shall be a monotonically increasing number and unique for the policy decision content and for the lifetime of that policy decision content. 
When the NF consumer receives the policy decision with the policy version number, the NF concumer shall enforce the policy decisions whose the policy version number is greater than the policy version number of enforeced policy decisions. The NF concumer shall discard any policy decision whose policy version number is less than the policy version number of the enforced policy decisions.
Following table indicates the attributes which need to be provisioned together with the policy version number within the SmPolicyDecision data type .
	Attribute name
	policy version number

	sessRules
	Yes

	pccRules
	Yes

	qosDecs
	Yes

	chgDecs
	Yes

	chargingInfo
	

	traffContDecs
	Yes

	umDecs
	Yes

	qosChars
	

	reflectiveQoSTimer
	

	offline
	

	online
	

	conds
	Yes

	revalidationTime
	

	pcscfRestIndication
	

	policyCtrlReqTriggers
	Yes

	lastReqRuleData
	

	lastReqUsageData
	

	praInfos
	Yes

	ipv4Index
	

	ipv6Index
	

	qosFlowUsage
	

	suppFeat
	


Evaluation

Alternative 1 requres the NF consumer and NF producer to reject the incoming request if it cannot determine that the incoming request can be safely handled without creating a state mismatch and re-attempt after that. 
An new application error ocde  "PENDING_TRANSACTION" needs to be defined according to the procedure.

Alternative 2 requres the PCF to include policy version number in each specific policy decision and all the contents of the policy decisions shall be included. 
Because the race condition does not happen very frequently, it is not efficient to include all the contents of the policy decisions when they are updated for the race condition handling. Moreover, the alternative 2 has more enhancements on the protocol comparing with the alternative 1.
Proposal

We propose to adopt alternative 1 as a solution for racing condition for 5G. The description of this solution will be captured in TS 29.513 and other impacted specification will refer to TS 29.513.
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