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*** 1st Change ***
6.3.5.1
General

The REST based Gw/Gwn interface needs to provide a mechanism to advertise required and optional features supported by both the PCEF/TDF and PFDF for interoperability reasons as the functionality of the REST Gw/Gwn based interface is augmented.

Feature negotiation shall take place during the first interaction (either HTTP POST in push or HTTP GET in pull) between the PFDF and the PCEF/TDF. The client shall include in the HTTP request the set of supported features as follows:

-
if a feature is required for the proper operation of the application, it shall be included within the 3gpp-Required-Features header;  

-
if a feature is optional for the proper operation of the application, it shall be included within the 3gpp-Optional-Features header.

The server shall include, within the 3gpp-Accepted-Features header in the HTTP response, the set of features it supports in common with the client. 
If the server does not support any of the required features advertised by the client within the 3gpp-Required-Features header, the server shall reject the HTTP request with an HTTP 412 Precondition Failed status code and shall include the commonly supported features with the client within the 3gpp-Accepted-Features.
If the server requires certain features to be supported that are not advertised by the client, the server shall reject the HTTP request with an HTTP 412 Precondition Failed status code and shall include the commonly supported features with the client within the 3gpp-Accepted-Features and the required features in the 3gpp-required-features.
If the PCEF/TDF and the PFDF successfully negotiate supported features, the list of commonly supported features shall be applicable for the lifetime of the application. Features that are not advertised as supported shall not be used.

The sender may send information that is related to the supported features. Any unrecognized information shall be ignored by the receiver.

The table below defines the features applicable to the Gw interface.

Table 6.3.5.1-1: Features used in Gw Interface
	Feature
	M/O
	Description

	PartialUpdate
	O
	The PFDF can use this feature for partial update in PFD push.

	DomainNameMatchingCondition
	O
	This feature supports the additional protocol matching condition for the domain name in PFD data.

	PfdCombination
	O
	This feature supports using multiple PFDs (logical AND operation) to detect an application.

	Feature:
A short name for the feature to which the M/O and description pertain.
M/O:
Indication on whether the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description:
Textual description of the feature.


The table below defines the features applicable to the Gwn interface.

Table 6.3.5.1-2: Features used in Gwn Interface
	Feature
	M/O
	Description

	PartialUpdate
	O
	The PFDF can use this feature for partial update in PFD push.

	DomainNameMatchingCondition
	O
	This feature supports the additional protocol matching condition for the domain name in PFD data.

	PfdCombination
	O
	This feature supports using multiple PFDs (logical AND operation) to detect an application.

	Feature:
A short name for the feature to which the M/O and description pertain.
M/O:
Indication on whether the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description:
Textual description of the feature.


NOTE:
 The base functionality for the Gw/Gwn interface is defined in the Release-14 version of this specification and a feature is an extension of that functionality. The negotiation of supported features allows interworking between the endpoints of the Gw/Gwn interface whereby each entity may support all, some, or none of the features that the Gw/Gwn application can support defined in this specification. Features are defined so that they are independent of each other. Any introduced feature is explicitly defined in this specification.
*** Next Change ***
6.4.3.1
General

Table 6.4.3.1.1 describes the JSON fields used within the body of the HTTP messages representing the PFDs information associated with an application identifier. The table includes the information about the name of the field and the type of the fields.
Table 6.4.3.1.1: Gw/Gwn PFD JSON fields
	
	
	
	
	

	Field Name
	Clause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)
	Applicability

(NOTE 3)

	application-identifier
	6.4.3.2
	string
	string
	

	caching-time
	6.4.3.4
	number
	uint64
	

	pfds
	6.4.3.5
	array
	array
	

	pfd-identifier
	6.4.3.6
	string
	string
	

	flow-descriptions
	6.4.3.7
	array
	array
	

	urls
	6.4.3.8
	array
	array
	

	domain-names
	6.4.3.9
	array
	array
	

	dn-protocol
	6.4.3.x
	string
	string
	DomainNameProtocol

	pfd-combinations
	6.4.3.y
	array
	array
	PfdCombination

	pfd-ids
	6.4.3.z
	array
	array
	

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [11].
NOTE 2:
The JCR types are defined in IETF draft-newton-json-content-rules [12].

NOTE 3:
Fields marked with a supported feature are applicable as described in subclause 6.3.5.


*** Next Change ***
6.4.3.7
flow-descriptions
The flow-descriptions is of type string array. The content of the string has the same encoding as the IPFilterRule AVP value as defined in IETF RFC 6733 [13]. It represents a 3-tuple with protocol, server ip and server port for UL/DL application traffic.
The logical OR operation applies for the multiple instances in this field for traffic detection.
*** Next Change ***
6.4.3.8
urls
The urls is type of string array. The content of the string shall be a URL or a regular expression which is used to match the significant parts of the URL.
The logical OR operation applies for the multiple instances in this field for traffic detection.
*** Next Change ***
6.4.3.9
domain-names
The domain-names is type of string array. The content of the string shall be an FQDN or a regular expression as a domain name matching criteria.
The logical OR operation applies for the multiple instances in this field for traffic detection.
*** Next Change ***
6.4.3.x
dn-protocol
The dn-protocol is type of string. It indicates the additional protocol and protocol field for domain names to be matched, applicable when domain-names field is present.
The following values are defined:
DNS_QNAME
Identifies the DNS protocol and the question name in DNS query.

TLS_SNI
Identifies the Server Name Indication in TLS ClientHello message.

TLS_SAN
Identifies the Subject Alternative Name in TLS ServerCertificate message.

TLS_SCN
Identifies the Subject Common Name in TLS ServerCertificate message.
*** Next Change ***
6.4.3.y
pfd-combinations
The pfd-combinations is type of string array. It Indicates the combination condition for the PFD. 
Without this field, the logical OR operation applies for the multiple pfd instances included in the field "pfds", for traffic detection. With this field, it specifies the logical AND operation for multiple pfd instances which are used together to match the packet; the rest individual pfd instances not specified by this field still keep the logical OR operation in the field "pfds".

All PFD identifiers included in this field shall also be present in the field "pfds"; otherwise the corresponding "pfd-ids" instance in this field is treated as invalid PFD combination. The corresponding pfd instances implied in this field shall contain different PFD types (e.g. URI and Flow Description), otherwise this field is an invalid PFD combination.
If PartialUpdate feature is supported and used in the push mode, omission of this attribute removes all existing "pfd-combinations" for the application.
Below are the JCR for the pfd-combinations:
$pfd-combinations = "pfd-combinations" : [

  {      $pfd-ids
    } +
]

*** Next Change ***
6.4.3.z
pfd-ids

The pfd-ids field is type of string array, and contains one or more pfd identifiers.
*** Next Change ***
A.1
PFDs schema
This subclause defines the JSON schema for the body of HTTP responses providing the state of one or more PFDs resources in pull mode. The schema is based on IETF draft-newton-json-content-rules [12] and is defined below:

# jcr-version 0.7

# ruleset-id 3gpp.gwapplication.pfds

; JCR based on draft v7 representing the pfds root resource

$pfds-root = @{root}{

  $application-identifier,

   $caching-time ?,

  $pfds,
  $pfd-combinations ?
}

; An array list of the PFDs for multiple application identifiers

$pfds-array-root = @{root} [ $pfds-root * ]

; The caching timer for the PFDs

$caching-time = "caching-time" : uint64

; The PFDs associated with the same application identifier

$pfds = "pfds" : [ $pfd * ]

; The PFD content

$pfd =  {

  $pfd-identifier,

  ( $flow-descriptions | $urls | $domain-names | // : any) ?,
  $dn-protocol ?
}

; The PFD identifier

$pfd-identifier = "pfd-identifier" : string

; The flow descriptions

$flow-descriptions = "flow-descriptions" : [ string + ]

; The url matching expressions

$urls = "urls" :  [ string + ]

; The domain name match criteria

$domain-names = "domain-names" : [ string + ]
; The domain name protocol
$dn-protocol = "dn-protocol" : string

; The PFD combination

$pfd-combinations = "pfd-combinations" : [

  {      $pfd-ids
    } +
]
; The PFD identifiers for the PFDs

$pfd-ids = "pfd-ids" : [string+]

*** Next Change ***
A.2
Provisioning schema
This subclause defines the JSON schema for the body of HTTP request providing the provisioned PFDs as well as the PFDs notifications in push mode. The schema is based on IETF draft-newton-json-content-rules [12] and is defined below:
# jcr-version 0.7
# ruleset-id 3gpp.gwapplication.provisioning
# import 3gpp.gwapplication.pfds as pfds
; JCR based on draft v7 representing the PFDs provisioning data 

$provisioning-root = @{root}{

  $pfds.application-identifier,

  $notification-flag ?,
  $removal-flag ?,

  $partial-flag ?,

  $allowed-delay ?,

  $pfds.pfds ?,
  $pfds.pfd-combinations ?
}

; An array list of the PFDs provisioning/notification for multiple application identifiers 
$provisioning-array-root = @{root} [ $provisioning-root * ]

; A flag indicates whether this is a notification or a provisioning
$notification-flag = "notification-flag" : boolean
; A flag indicates whether this is a removal or not
$removal-flag = "removal-flag" : boolean

; A flag indicates whether this is a partial update or not
$partial-flag = "partial-flag" : boolean

; The allowed delay time for the PFDs deployment

$allowed-delay = "allowed-delay" : uint64

*** End of Changes ***

