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1. Overall Description:

SA3 thanks CT3 for the LS on OAuth authorization flows supported for Northbound APIs.
SA3 would like to clarify that when NEF is used without the optional CAPIF support, the OAuth2 based authorization of the Network Application Function is as specified in clause 12 of TS 33.501. SCEF without CAPIF support is as specified in TS 33.187 and is not applicable to NEF.
SA3 also discussed CT3’s observations on the mismatch in supported OAuth2 authorization grant types for NEF with CAPIF support and NEF without CAPIF support and CT3’s request to support the “Authorization Code” grant type.
The OAuth2 “Authorization Code” grant type, as described in RFC 6749, applies to scenarios where the end user of the device is the source of the authentication credentials.
The rationale in SA3 for currently only supporting the OAuth 2.0 “client credential” grant type in CAPIF is that there are currently no SA6 CAPIF use-cases where the end user is the source of the authentication credentials. The working assumption in SA3 (based on the SA6 architecture) is that the API invoker performs the role of both the resource owner and OAuth2 client and therefore the API invoker uses its client secret to authenticate with the OAuth server to obtain an access token.

Question 1: Consider a possible harmonization of grant types for TLS with OAuth applicable with and without CAPIF.
[SA3] SA3 will consider harmonization of the NEF and SCEF authorization architectures outlined in TS 33.501 and TS 33.187 with the CAPIF authorization architecture defined in TS 33.122.
Question 2: Clarify in TS 33.187 the applicable authorization grant types when CAPIF is not used.
[SA3] SA3 will consider further clarification of the authorization architectures (i.e. authorization grant types) outlined in TS 33.187 for SCEF and in TS 33.501 for NEF.
Question 3: Discuss whether additional authorization grant types can be added into TS 33.122 for CAPIF.
[SA3] SA3 discussed this issue and concluded that additional grant types will be considered as CAPIF use cases mature in SA6.
2. Actions:

To CT3 group.

ACTION: 
SA3 kindly asks CT3 to take into account SA3’s conclusion as described above.
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