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*** 1st Change ***

5.6.2.1
Introduction

The service operations defined for CAPIF_Security_API are shown in table 5.6.2.1-1.
Table 5.6.2.1-1: Operations of the CAPIF_Security_API

	Service operation name
	Description
	Initiated by

	Obtain_Security_Method
	This service operation is used by an API invoker to negotiate and obtain information about service API security method for itself with CAPIF core function. This information is used by API invoker for service API invocations.
	API invoker

	Obtain_Authorization
	This service operation is used by an API invoker to obtain authorization to access service APIs.
	API invoker

	Obtain_API_Invoker_Info
	This service operation is used by an API exposing function to obtain the authentication or authorization information related to an API invoker.
	API exposing function

	Revoke_Authorization
	This service operation is used by an API exposing function to invalidate the authorization of an API invoker.
	API exposing function


Security information is generated when requested by an API invoker, and is stored in the CAPIF Core function. The information can be accessed via a resource representation URI using the API invoker ID as described in subclause 8.5.2.3. The URI is provided to the API invoker in the HTTP response to the creation request (via the Obtain_Security_Method API).

Refer to subclause 9.1.2.a.2 for details about verifying that the API Exposing function has the ability to authorize API invokers prior to invokaing service APIs.
*** End of Changes ***

