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Introduction:
This discussion paper describes the changes that are required to the XML schemas in TS 24.379 to allow the use of the W3-defined XML encryption and signature related elements in XML MIME bodies described in TS 24.379.

Integrity Protection:

SA3 replied to an LS from CT1 regarding the use of signatures for integrity protection in XML MIME bodies in C1-162756 and recommended that the document that is to be integrity protected is placed within a wrapping 'signed' document. Strictly, this is an enveloped signature that encompasses the original document as shown below in Figure 1.
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Figure 1: An instance of signed XML content
SA3 also provide an example of resultant XML document in TS 33.179 subclause 9.3.5

<SignedXMLDoc>
<XMLDoc Id="xmldoc">
…

</XMLDoc>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">

        <HMACOutputLength>128</HMACOutputLength>

      </SignatureMethod>

      <Reference URI="#xmldoc">
        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

        <DigestValue>nnnn</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>DEADPOOL</SignatureValue>

    <KeyInfo>

      <KeyName>base64XpkId</KeyName>

    </KeyInfo>

  </Signature>

</SignedXMLDoc>
Issues with Integrity Protection scheme defined by SA3

1. Huge schema changes required

To allow support for the mechanism described in Figure 1, either

a. All schemas would need to be modified to allow specification of the <SignedXMLDoc> element as the root element of integrity protected MIME bodies; or

b. A new MIME type would need to be defined to contain a root type that would allow many <SignedXMLDoc> elements. This would avoid modifying all MCPTT schemas, but would mean that the original MIME body would not be included in the SIP request or SIP response.
2. Use of "id" attribute as a reference to the root element of the content to be integrity protected. SA3 require CT1 to encapsulate the original XML MIME content together with a signature. However some of the MIME types are not defined by MCPTT or even 3GPP (i.e. they are defined by OMA and IETF). For the OMA and IETF MIME types, the "id" attribute is not assigned to root elements of XML schemas Thus, MCPTT needs to define an instance of the appropriate root element using the appropriate type defined in the XML schema of these non-MCPTT MIME types, e.g.
  <!-- instances of root XML elements in namespaces not defined by MCPTT -->

  <xs:element name="mcptt-poc-settings" type="pocset:poc-settingsType" id="pocset"/>

  <xs:element name="mcptt-conference-info" type="conf:conference-type" id="conf"/>

  <xs:element name="mcptt-resource-lists" type="type="rl:listType" id="rlist"/>
In some cases it is not possible to define an element of a type used by the root element of these non-MCPTT schemas as the root element itself in the non-MCPTT schemas does not have an assigned type, e.g.

<xs:element name="resource-lists">

  <xs:complexType>

    <xs:sequence minOccurs="0" maxOccurs="unbounded">

      <xs:element name="list" type="listType"/>

    </xs:sequence>

   </xs:complexType>

</xs:element>

3. Pre-established Sessions
Integrity protecting the content in pre-established sessions becomes quite cumbersome as the application/resource-lists+xml MIME body is referred to by a "cid" URL included in the Refer-to header field of the SIP REFER request. Thus the content of the "resource-lists" MIME body needs to be included in a new application/vnd.3gpp.mcptt-signed+xml MIME body with a signature. Additionally, any XML content from MIME bodies that is included in the hname "body" URI header field needs to be included within an additional application/vnd.3gpp.mcptt-signed+xml MIME body, with signatures protecting the XML content.

4. Comment raised on CT1 MCPTT conference call on 30/06/2016
If using a mechanism requiring inclusion of the original MIME body in the SIP request or SIP response, then IETF and OMA MIME bodies would not be compliant any longer to the original XML schema as the schema would not expect to see the <SignedXMLDoc> element.

Solutions to issues posed
Define a new MIME type (application/vnd.3gpp.mcptt-signed+xml) that includes signatures with a reference to a "cid-url" pointing to the original MIME bodies which contain a Content-Id header field as shown in Figure 2 below:
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Figure 2: Integrity Protection of XML MIME bodies in SIP requests and SIP responses

Each MIME body that is integrity protected is assigned a unique signature.

In the case of SIP REFER request used for pre-established sessions, it is a little more complicated. The application/vnd.3gpp.mcptt-signed+xml MIME type can appear twice in the SIP REFER request as illustrated in Figure 3
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Figure 3: Integrity Protection of XML MIME bodies in SIP REFER requests

-
an application/vnd.3gpp.mcptt-signed+xml MIME body is included in the SIP REFER request with a signature pointing to the application/resource-lists MIME body; and

-
an application/vnd.3gpp.mcptt-signed+xml MIME is included in the "body" URI header field of the URI in the "uri" attribute of the <entry> element of the application/resource-lists MIME body in the SIP REFER request, containing signatures pointing to the XML MIME bodies included in the "body" URI header field.

Way forward for Integrity Protection
1. Accept the proposal from Samsung on integrity protection in the accompanying CR; and
2. Send an LS to SA3 indicating that CT1 did not fully adopt their solution for integrity protection due to the issues described above.
Confidentiality Protection:

Confidentiality Protection only affects the "mcpttinfo" and "mcpttloc" XML schemas. In line with TS 33.179, it is assumed that the content of the following XML elements are only required to be encrypted:

mcpttinfo

<mcptt-access-token>
<mcptt-request-uri>
<mcptt-calling-user-id>
<mcptt-called-party-id>
<emergency-ind>

<alert-ind>
<imminentperil-ind>

mcpttloc (user location information)
<current location>

· <CurrentServingEcgi>
· <NeighbouringEcgi>
· <MbmsSaId>

· <MbsfnArea>

· <CurrentCoordinate>

· <longitude>

· <latitude>
Note to CT1: If anyone believes that "user location information" is more than <currentlocation> (which is sent by the UE in the location report), an LS may need to be sent to SA3 and SA6 to seek further clarification

TS 33.179 subclause 9.3.4 provides an example of how this encryption could be achieved. Taking the following unencrypted data:
    <ExampleTag type="Normal">

      sensitive.data@example.org

    </ExampleTag>

When XML encryption is applied, the following is an example of the encrypted content:

      <ExampleTag type="Encrypted">
        <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

         Type='http://www.w3.org/2001/04/xmlenc#Content'>

          <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

          <ds:KeyInfo>

            <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

          <CipherData>

            <CipherValue>A23B45C56</CipherValue>

          </CipherData>

        </EncryptedData>

      </ExampleTag>

The proposed mechanism to accommodate encryption into the existing XML schemas is:
1. Import the namespace: http://www.w3.org/2001/04/xmlenc#
2. Identify right down to where the element value is specified. For the data that has been identified as being necessary to encrypt, create a separate type and assign those elements to that type.
3. In the separate type, specify a <choice> of allowing an element to represented in its original form or be represented in an encrypted form (by virtue of XML extensions which will allow the <EncryptedData> to be included from http://www.w3.org/2001/04/xmlenc#)

4. Create an attribute called "type" associated with the separate type called that can have the values of "normal" and "encrypted". Assign unencrypted elements with the value of "normal" and encrypted elements with the value of "encrypted".
e.g.
  <xs:complexType name="mcptt-ParamsType">

    <xs:sequence>

      <xs:element name="mcptt-access-token" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="session-type" type="xs:string" minOccurs="0" maxOccurs="1"/>

      <xs:element name="mcptt-request-uri" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="mcptt-calling-user-id" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="mcptt-called-party-id" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="mcptt-calling-group-id" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="required" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

      <xs:element name="emergency-ind" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="alert-ind" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="imminentperil-ind" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="broadcast-ind" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

      <xs:element name="mc-org" type="xs:string" minOccurs="0" maxOccurs="1"/>

      <xs:element name="floor-state" type="xs:string" minOccurs="0" maxOccurs="1"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:simpleType name="protectionType">
    <xs:restriction base="xs:string">

       <xs:enumeration value="Normal"/>

       <xs:enumeration value="Encrypted"/>

    </xs:restriction>

  </xs:simpleType>

  <xs:complexType name="contentType">
    <xs:choice minOccurs="1" maxOccurs="1">
      <xs:element name="mcpttURI" type="xs:anyURI"/>

      <xs:element name="mcpttString" type="xs:string"/>

      <xs:element name="mcpttBoolean" type="xs:boolean"/>

      <xs:any namespace="##other" processContents="lax"/>
      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>

    </xs:choice>
    <xs:attribute name="type" type="protectionType"/>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

Proposal:

See the accompanying CRs to accommodate confidentiality and integrity protection.
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