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***** First change *****
2.1
Definitions and abbreviations

For the purposes of the present document, the abbreviations defined in 3GPP TR 21.905 [2a] and the followings apply:

CAT
Customized Alerting Tone

IP-CAN
IP-Connectivity Access Network

HNB
Home Node B

Kc
64-bit GSM ciphering key

Kc128
128-bit GSM ciphering key
Kint
128-bit GSM integrity key 

L-GW
Local PDN Gateway

LHN-ID
Local Home Network Identifier
LIPA
Local IP Access

MTU
Maximum Transfer Unit

PSM
Power Saving Mode
SIPTO
Selected IP Traffic Offload
***** Next change *****
2.1.2
Vocabulary

For the purposes of the present document, the following terms and definitions apply:

-
A GSM security context is established and stored in the MS and the network as a result of a successful execution of a GSM authentication challenge. The GSM security context for the CS domain consists of the GSM ciphering key and the ciphering key sequence number. The GSM security context for the PS domain consists of the GPRS GSM ciphering key and the GPRS ciphering key sequence number.
-
A UMTS security context is established and stored in the MS and the network as a result of a successful execution of a UMTS authentication challenge. The UMTS security context for the CS domain consists of the UMTS ciphering key, the UMTS integrity key, the GSM ciphering key, the ciphering key sequence number and the GSM Kc128 (if an A5 ciphering algorithm that requires a 128-bit ciphering key is in use). The UMTS security context for the PS domain consists of the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key, the GPRS ciphering key sequence number, the GPRS GSM Kc128 (if a GEA ciphering algorithm that requires a 128-bit ciphering key is in use) and the GPRS GSM Kint (if a GIA integrity algorithm that requires a 128-bit integrity key is in use).
-
An MS is attached for emergency bearer services if it has successfully completed an attach for emergency bearer services or if it has only a PDN connection for emergency bearer services established.
-
idle mode: In this mode, the mobile station is not allocated any dedicated channel; it listens to the CCCH and the BCCH;

-
group receive mode: (Only applicable for mobile stations supporting VGCS listening or VBS listening) In this mode, the mobile station is not allocated a dedicated channel with the network; it listens to the downlink of a voice broadcast channel or voice group call channel allocated to the cell. Occasionally, the mobile station has to listen to the BCCH of the serving cell as defined in 3GPP TS 43.022 [82] and 3GPP TS 45.008 [34];

-
dedicated mode: In this mode, the mobile station is allocated at least two dedicated channels, only one of them being a SACCH;
-
EAB: Extended Access Barring, see 3GPP TS 22.011 [138].
-
group transmit mode: (Only applicable for mobile stations supporting VGCS talking) In this mode, one mobile station of a voice group call is allocated two dedicated channels, one of them being a SACCH. These channels can be allocated to one mobile station at a time but to different mobile stations during the voice group call; 

-
packet idle mode: (only applicable for mobile stations supporting GPRS) In this mode, mobile station is not allocated any radio resource on a packet data physical channel; it listens to the BCCH and the CCCH, see 3GPP TS 44.060 [76].

-
packet transfer mode: (only applicable for mobile stations supporting GPRS) In this mode, the mobile station is allocated radio resource on one or more packet data physical channels for the transfer of LLC PDUs.

-
main DCCH: In dedicated mode and group transmit mode, only two channels are used as DCCH, one being a SACCH, the other being a SDCCH or a FACCH; the SDCCH or FACCH is called here "the main DCCH";

-
A channel is activated if it can be used for transmission, in particular for signalling, at least with UI frames. On the SACCH, whenever activated, it must be ensured that a contiguous stream of layer 2 frames is sent;

-
A TCH is connected if circuit mode user data can be transferred. A TCH cannot be connected if it is not activated. A TCH which is activated but not connected is used only for signalling, i.e. as a DCCH;

-
The data link of SAPI 0 on the main DCCH is called the main signalling link. Any message specified to be sent on the main signalling link is sent in acknowledged mode except when otherwise specified;

-
The term "to establish" a link is a short form for "to establish the multiframe mode" on that data link. It is possible to send UI frames on a data link even if it is not established as soon as the corresponding channel is activated. Except when otherwise indicated, a data link layer establishment is done without an information field.

-
"channel set" is used to identify TCHs that carry related user information flows, e.g., in a multislot configuration used to support circuit switched connection(s), which therefore need to be handled together. 

-
A temporary block flow (TBF) is a physical connection used by the two RR peer entities to support the uni-directional transfer of LLC PDUs on packet data physical channels, see 3GPP TS 44.060 [76].

-
RLC/MAC block: A RLC/MAC block is the protocol data unit exchanged between RLC/MAC entities, see 3GPP TS 44.060 [76].

-
A GMM context is established when a GPRS attach procedure is successfully completed.

-
Network operation mode
The network operation modes I and II are defined in 3GPP TS 23.060 [74].

The network operation mode shall be indicated as system information. For proper operation, the network operation mode should be the same in each cell of one routing area.

-
GAN mode: See 3GPP TS 43.318 [75a].
-
GPRS MS operation mode
The three different GPRS MS operation modes A, B, and C are defined in 3GPP TS 23.060 [74]. 

-
RR connection: A RR connection is a dedicated physical circuit switched domain connection used by the two RR or RRC peer entities to support the upper layers' exchange of information flows. 

-
PS signalling connection is a peer to peer Iu mode connection between MS and CN packet domain node.

-
Inter-system change is a change of an MS from A/Gb mode to Iu mode of operation or vice versa, or from S1 mode to A/Gb mode or Iu mode of operation.

-
GPRS: Packet services for systems which operate the Gb or Iu-PS interfaces.

-
GSM ciphering key: A 64-bit CS GSM ciphering key

-
GSM Kc128: A 128-bit CS GSM ciphering key

-
GPRS GSM ciphering key: A 64-bit PS GSM ciphering key

-
GPRS GSM Kc128: A 128-bit PS GSM ciphering key
-
GPRS GSM Kint: A 128-bit PS GSM integrity key.
-
The label (A/Gb mode only) indicates this section or paragraph applies only to a system which operates in A/Gb mode, i.e. with a functional division that is in accordance with the use of an A or a Gb interface between the radio access network and the core network. For multi system case this is determined by the current serving radio access network. 

-
The label (Iu mode only) indicates this section or paragraph applies only to a system which operates in UTRAN Iu mode , i.e. with a functional division that is in accordance with the use of an Iu-CS or Iu-PS interface between the radio access network and the core network. For multi system case this is determined by the current serving radio access network. 

-
In A/Gb mode,... Indicates this paragraph applies only to a system which operates in A/Gb mode. For multi system case this is determined by the current serving radio access network. 

-
In Iu mode,... Indicates this paragraph applies only to a system which operates in UTRAN Iu mode. For multi system case this is determined by the current serving radio access network. 

-
In A/Gb mode and GERAN Iu mode,... Indicates this paragraph applies only to a system which operates in A/Gb mode or GERAN Iu mode. For multi system case this is determined by the current serving radio access network. 

-
In UTRAN Iu mode,... Indicates this paragraph applies only to a system which operates in UTRAN Iu mode. For multi system case this is determined by the current serving radio access network.

-
In a shared network,... Indicates this paragraph applies only to a shared network. For the definition of shared network see 3GPP TS 23.122 [14].
NOTE:
A shared network is applicable to GERAN and UTRAN, however, according to this definition, a multi-operator core network (MOCN) with common GERAN is not considered a shared network in 3GPP TS 23.122 [14] and in the present specification.

-
Multi-Operator Core Network (MOCN) with common GERAN: a network in which different core network operators are connected to a shared GERAN broadcasting only a single, common PLMN identity.

-
Chosen PLMN: The same as selected PLMN as specified in 3GPP TS 23.122 [14].

-
A default PDP context is a PDP context activated by the PDP context activation procedure that establishes a PDN connection. The default PDP context remains active during the lifetime of the PDN connection.
-
A PDP context for emergency bearer services is a default PDP context which was activated with request type "emergency", or any secondary PDP contexts associated to this default PDP context.

-
Non-emergency PDP context: Any PDP context which is not a PDP context for emergency bearer services.
-
SIM, Subscriber Identity Module (see 3GPP TS 42.017 [7]).

-
USIM, Universal Subscriber Identity Module (see 3GPP TS 21.111 [101]).

-
MS, Mobile Station. The present document makes no distinction between MS and UE.

-
MS configured for dual priority: An MS which provides dual priority support is configured for NAS signalling low priority and also configured to override the NAS signalling low priority indicator (see 3GPP TS 24.368 [135], 3GPP TS 31.102 [112]).
-
Cell Notification is an (optimised) variant of the Cell Update Procedure which uses the LLC NULL frame for cell change notification which does not trigger the restart of the READY timer

-
DTM: Dual Transfer Mode, see 3GPP TS 44.018 [84] and 3GPP TS 43.055 [87]
-
The term "eCall only" applies to a mobile station which is in the eCall only mode, as described in 3GPP TS 22.101 [8].
-
"removal of eCall only restriction" means that all the limitations as described in 3GPP TS 22.101 [8] for the eCall only mode do not apply any more.

-
"SMS-only service": A subset of services which includes only short message service. The MS can request "SMS-only service" in order to obtain SMS.
-
Access domain selection: The process to select whether the CS domain or the IMS/IP‑CAN is used to transmit the call control signalling between MS and core network. Definition derived from 3GPP TS 23.221 [131].
-
APN based congestion control: Congestion control in session management where the network can reject session management requests from MSs or deactivate PDP contexts when the associated APN is congested.
-
NAS level mobility management congestion control: Congestion control mechanism in the network in mobility management. "NAS level mobility management congestion control" consists of "subscribed APN based congestion control" and "general NAS level mobility management congestion control".

-
General NAS level mobility management congestion control: The type of congestion control that is applied at a general overload or congestion situation in the network, e.g. lack of processing resources.

-
Group specific session management congestion control: Type of congestion control at session management level that is applied to reject session management requests from MSs belonging to a particular group when one or more group congestion criteria as specified in 3GPP TS 23.060 [74] are met.
-
Subscribed APN based congestion control: Congestion control in mobility management where the network can reject attach requests from MSs with a certain APN in the subscription.
-
Mapped P-TMSI: A P-TMSI which is mapped from a GUTI previously allocated to the MS by an MME. Mapping rules are defined in 3GPP TS 23.003 [10]. Definition derived from 3GPP TS 23.401 [122].
-
Native P-TMSI: A P-TMSI previously allocated by an SGSN. Definition derived from 3GPP TS 23.401 [122].
-
Valid LAI: A LAI that is not deleted LAI.
-
EMM Combined UE Waiting Flag: See 3GPP TS 29.018 [149].

-
Power Saving Mode: Power saving mode allows the MS to reduce its power consumption. When power saving mode is active in the MS, the MS is registered to the network and in PMM-IDLE mode (in Iu mode), EMM-IDLE mode (in S1 mode) or the READY timer is not running (in A/Gb mode) but the AS layer is deactivated. Definition derived from 3GPP TS 23.060 [74] and 3GPP TS 23.401 [122].
-
ACDC: Application specific Congestion control for Data Communication, see 3GPP TS 22.011 [138].
-
Highest ranked ACDC category: The ACDC category with the lowest value as defined in 3GPP TS 24.105 [154].

-
Extended idle-mode DRX cycle: Extended idle-mode DRX cycle allows the MS to reduce its power consumption in PMM-IDLE mode (in Iu mode) or when the READY timer is not running (in A/Gb mode) or in EMM-IDLE mode (in S1 mode). Extended idle-mode DRX cycle is associated with the eDRX cycle value. Definition derived from 3GPP TS 23.060 [74] and 3GPP TS 23.401 [122].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [122], subclause 3.2, apply:

Globally Unique MME Identifier (GUMMEI)

Globally Unique Temporary Identity (GUTI)

Idle Mode Signalling Reduction (ISR)
M-Temporary Mobile Subscriber Identity (M-TMSI)

PDN connection

Tracking Area Identity (TAI)

Temporary Identity used in Next update (TIN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [120] apply:

CSG cell
CSG ID
CSG selection
EMM

EMM-IDLE mode

LIPA PDN connection
MS configured to use AC11 – 15 in selected PLMN: see UE configured to use AC11 – 15 in selected PLMN 
PDN connection for emergency bearer services

S1 mode
SIPTO at the local network PDN connection
SIPTO at the local network PDN connection with collocated L-GW
SIPTO at the local network PDN connection with stand-alone GW
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.272 [133] apply:

CS fallback
SMS over SGs
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.401 [123] apply:
Current EPS security context

Mapped security context

eKSI

CK' and IK'

NAS downlink COUNT

NAS uplink COUNT

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.251 [109] apply:
Multi-Operator Core Network (MOCN)

Network Sharing non-supporting MS: see non-supporting UE.

Network Sharing supporting MS: see supporting UE.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [14] apply:

Country

Suitable Cell
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.216 [126] apply:

SRVCC

vSRVCC

CS to PS SRVCC

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.251 [109] and 3GPP TS 44.018 [84] apply:
Common PLMN

For the purposes of the present document, the following terms and definitions given in 3GPP TS 44.018 [84] apply:
Additional PLMN

Network sharing

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [10] apply:
Local Home Network Identifier
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.161 [155] apply:

RAN rules handling parameter
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [156] apply:

move-traffic-to-WLAN indication
move-traffic-from-WLAN indication

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.060 [74] apply:

Dedicated core network
***** Next change *****
4.1.3.2
GPRS update status

In addition to the GMM sublayer states described so far, a GPRS update status exists.

The GPRS update status pertains to a specific subscriber embodied by a SIM/USIM. This status is defined even when the subscriber is not activated (SIM/USIM removed or connected to a switched off ME). It is stored in a non volatile memory in the SIM/USIM. The GPRS update status is changed only after execution of a GPRS attach, combined GPRS attach, network initiated GPRS detach, authentication, service request, paging for GPRS services using IMSI,  routing area updating, combined routing area updating procedure or due to change in RAI while timer T3346 running.

GU1: UPDATED


The last GPRS attach or routing area updating attempt was successful (correct procedure outcome, and the answer was accepted by the network). The SIM/USIM contains the RAI of the routing area (RA) to which the subscriber was attached, and possibly a valid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS ciphering key sequence number. Furthermore, if the ME supports any GEA ciphering algorithm that requires a 128-bit ciphering key and a USIM is in use, then the ME may contain a valid GPRS GSM Kc128. Furthermore, if the ME supports any GIA integrity algorithm that requires a 128-bit integrity key and a USIM is in use, then the ME may contain a valid GPRS GSM Kint.
GU2: NOT UPDATED


The last GPRS attach or routing area updating attempt failed procedurally, e.g. no response was received from the network. This includes the cases of failures or congestion inside the network.


In this case, the SIM/USIM can contain the RAI of the routing area (RA) to which the subscriber was attached, and possibly also a valid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS ciphering key sequence number. For compatibility reasons, all these fields shall be set to the "deleted" value if the RAI is deleted. However, the presence of other values shall not be considered an error by the MS. Furthermore, if the ME supports any GEA ciphering algorithm that requires a 128-bit ciphering key and a USIM is in use, then the ME shall delete the GPRS GSM Kc128 stored if the RAI is deleted. Furthermore, if the ME supports any GIA integrity algorithm that requires a 128-bit integrity key and a USIM is in use, then the ME shall delete the GPRS GSM Kint stored if the RAI is deleted.
GU3: ROAMING NOT ALLOWED


The last GPRS attach or routing area updating attempt was correctly performed, but the answer from the network was negative (because of roaming or subscription restrictions). 


In this case, the SIM/USIM can contain the RAI of the routing area (RA) to which the subscriber was attached, and possibly also a valid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key or GPRS ciphering key sequence number. For compatibility reasons, all these fields shall be set to the value "deleted" if the RAI is deleted. However, the presence of other values shall not be considered an error by the MS. Furthermore, if the ME supports any GEA ciphering algorithm that requires a 128-bit ciphering key and a USIM is in use, then the ME shall delete the GPRS GSM Kc128 stored if the RAI is deleted. Furthermore, if the ME supports any GIA integrity algorithm that requires a 128-bit integrity key and a USIM is in use, then the ME shall delete the GPRS GSM Kint stored if the RAI is deleted.
If the MS is attached for emergency bearer services, the MS shall not store the GMM parameters described in this subclause on the SIM/USIM or in non-volatile memory. Instead the MS shall temporarily store these parameters locally in the ME and the MS shall delete these parameters when the MS is detached.

***** Next change *****
4.7.1.2a
Integrity protection of layer 3 signalling messages (A/Gb mode only and when integrity protection is required)
4.7.1.2a.1
General
For the MS, integrity protected signalling is mandatory for the GMM messages and SM messagres once a valid UMTS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the GMM messages and SM messages once authentication and ciphering procedure is initiated by the network. Integrity protection of all GMM signalling messages and SM messages is the responsibility of the LLC layer. In addition, the GMM layer protects the AUTHENTICATION AND CIPHERING REQUEST message and the AUTHENTICATION AND CIPHERING RESPONSE message by a message authentication code (MAC) calculated at the GMM layer when an authentication takes place in the Authentication and Ciphering procedure. The GMM layer is always using the new UMTS security context derived from the AKA taking place in the Authentication and Ciphering procedure when calculating the message authentication code (MAC) at GMM layer.

The GMM layer activates integrity protection in the LLC layer by providing an indication when integrity protection shall be started. 

Integrity protection is initiated in the MS upon request from the network. This is done using the authentication and ciphering procedure at GMM layer (3GPP TS 43.020 [13] and 3GPP TS 44.064 [x]).
Details of the integrity protection and verification of GMM signalling messages are specified in 3GPP TS 43.020 [13].
4.7.1.2a.2
Integrity checking of GMM signalling messages in the MS
Except the messages listed below, no GMM signalling messages shall be processed by the receiving GMM entity in the MS or forwarded to the SM entity, unless the use of integrity protection has been successfully negotiated:

-
GMM messages:

-
IDENTITY REQUEST (only if the requested identification parameter is IMSI)

-
ATTACH REJECT
 -
AUTHENTICATION AND CIPHERING REJECT
-
ROUTING AREA UPDATE REJECT 
-
DETACH ACCEPT (for non power-off) 
NOTE:
These messages are accepted by the MS without integrity protection, as in certain situations they are sent by the network before integrity protection can be activated.

All SM messages shall be integrity protected.

Once the integrity protection has been successfully negotiated, the receiving GMM or SM entity in the MS shall not process any GMM signalling messages unless they have been successfully integrity checked by the LLC layer. If GMM signalling messages, having not successfully passed the integrity check, are received, then the LLC layer in the MS discards that message. The processing of the AUTHENTICATION AND CIPHERING REQUEST message, at authentication, that has not successfully passed the integrity check at GMM layer is specified in subclause 4.7.7.2. If any GMM or SM signalling message is received without integrity protected even though integrity protection has been successfully negotiated, then the GMM layer shall discard this message.
Editor’s Note:
Further updates are FFS.
***** Next change *****
4.7.1.2a.3
Integrity checking of layer 3 signalling messages in the network 

Except the messages listed below, no GMM signalling messages shall be processed by the receiving GMM entity in the network or forwarded to the SM entity, unless integrity protection has been successfully negotiated:
-
GMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION AND CIPHERING FAILURE;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-
ROUTING AREA UPDATE REQUEST.

All SM messages are integrity protected.

Editor’s Note:
Further updates are FFS.
Once a valid UMTS security context exists, until integrity protection has been successfully, the receiving GMM entity in the network shall process the following GMM signalling messages, even if the MAC included in the LLC frame carrying the GMM message fails the integrity check or cannot be verified in the LLC layer, as the UMTS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION AND CIPHERING FAILURE;
-
DETACH REQUEST (if sent before integrity protection has been activated);

-
DETACH ACCEPT;

-
ROUTING AREA UPDATE REQUEST;

NOTE:
These messages are processed by the GMM layer even when the MAC fails the integrity check or cannot be verified, as in certain situations they can be sent by the MS protected with an UMTS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check, the network shall authenticate the subscriber before processing the attach request any further. 

If a TRACKING AREA UPDATE REQUEST message fails the integrity check, the network shall initiate an authentication procedure.
Once integrity protection has been successfully negotiated, the receiving GMM or SM entity in the network shall not process any GMM or SM signalling messages unless they have been successfully integrity checked by the LLC layer. If any GMM or SM signalling message, having not successfully passed the integrity check, is received, then the LLC layer in the network discards that message. The processing of the AUTHENTICATION AND CIPHERING RESPONSE message when authentication is taking place, that has not successfully passed the integrity check at GMM layer is specified in subclause 4.7.7.3. If any GMM or SM signalling message is received, as not integrity protected even though integrity protection has been successfully negotiated, then the GMM layer shall discard this message.

Editor’s Note:
Further updates are FFS.
***** Next change *****
4.7.3.1.3
GPRS attach accepted by the network

During an attach for emergency bearer services, if not restricted by local regulations, the network shall not check for mobility and access restrictions, regional restrictions, subscription restrictions, or perform CSG access control when processing the ATTACH REQUEST message. The network shall not apply subscribed APN based congestion control during an attach procedure for emergency bearer services.
If the GPRS attach request is accepted by the network, an ATTACH ACCEPT message is sent to the MS. 
In A/Gb mode, if the MS indicates support of integrity protection in the MS network capability IE in the ATTACH REQUEST message, and if the network supports integrity protection, then the network shall store all octets received from the MS, up to the maximum length defined for the respective information element.

NOTE 1:
The network needs to store the MS network capability exactly as received from the MS and network is not allowed to ignore the "higher" octets sent by the MS even if the network does not support any features indicated in the higher octetst. Otherwise the replay check of the MS network capability will fail in the MS.
The P-TMSI reallocation may be part of the GPRS attach procedure. When the ATTACH REQUEST includes the IMSI or IMEI, the SGSN shall allocate the P-TMSI. The P-TMSI that shall be allocated is then included in the ATTACH ACCEPT message together with the routing area identifier. The network shall, in this case, change to state GMM-COMMON-PROCEDURE-INITIATED and shall start timer T3350 as described in subclause 4.7.6. Furthermore, the network may assign a P-TMSI signature for the GMM context which is then also included in the ATTACH ACCEPT message. If the LAI or PLMN identity that has been transmitted in the ATTACH ACCEPT message is a member of any of the "forbidden" lists, any such entry shall be deleted. If the attach procedure is for emergency bearer services, the "forbidden" lists shall remain unchanged. Additionally, the network shall include the radio priority level to be used by the MS for mobile originated SMS transfer in the ATTACH ACCEPT message. In a shared network, if the MS is a network sharing supporting MS, the network shall indicate the PLMN identity of the CN operator that has accepted the GPRS attach request in the RAI contained in the ATTACH ACCEPT message; if the MS is a network sharing non-supporting MS, the network shall indicate the PLMN identity of the common PLMN (see 3GPP TS 23.251 [109]).

In a multi-operator core network (MOCN) with common GERAN, the network shall indicate in the RAI the common PLMN identity (see 3GPP TS 23.251 [109]).
If the MS has indicated in the ATTACH REQUEST message that it supports PS inter-RAT handover from GERAN to UTRAN Iu mode, the network may include in the ATTACH ACCEPT message a request to provide the Inter RAT information container.

If the MS has included the MS network capability IE or the UE network capability IE or both in the ATTACH REQUEST message, the network shall store all octets received from the MS, up to the maximum length defined for the respective information element.

NOTE 1: 
This information is forwarded to the new SGSN during inter-SGSN handover or to the new MME during intersystem handover to S1 mode.

If the DRX parameter was included in the DRX Parameter IE in the ATTACH REQUEST message, the network shall replace any stored DRX parameter with the received parameter and use it for the downlink transfer of signalling and user data.
If the extended DRX parameters IE was included in the ATTACH REQUEST message and the network decides to accept the request to use extended idle mode DRX cycle by the MS the network shall include the extended DRX parameters IE in the ATTACH ACCEPT message and use the extended DRX parameters IE. 

Editor’s note [WI eDRX-CT; CR#2843]:
The definition of the extended DRX parameters IE sent by the MS is FFS.

Editor’s note [WI eDRX-CT; CR#2843]:
The network handling of the DRX cycle versus the extended idle mode DRX cycle when they are both used is FFS. 
In A/Gb mode, the Cell Notification information element shall be included in the ATTACH ACCEPT message by the network which indicates that the Cell Notification is supported by the network.

In Iu mode, the network should prolong the PS signalling connection if the mobile station has indicated a follow-on request pending in ATTACH REQUEST. The network may also prolong the PS signalling connection without any indication from the mobile terminal.

The MS, receiving an ATTACH ACCEPT message, stores the received routing area identification, stops timer T3310, resets the GPRS attach attempt counter, resets the routing area updating attempt counter, resets the service request attempt counter, enters state GMM-REGISTERED and sets the GPRS update status to GU1 UPDATED. 
If the message contains a P-TMSI, the MS shall use this P-TMSI as the new temporary identity for GPRS services. In this case, an ATTACH COMPLETE message is returned to the network. The MS shall delete its old P-TMSI and shall store the new one. If no P-TMSI has been included by the network in the ATTACH ACCEPT message, the old P-TMSI, if any available, shall be kept.

If the message contains a P-TMSI signature, the MS shall use this P-TMSI signature as the new temporary signature for the GMM context. The MS shall delete its old P-TMSI signature, if any is available, and shall store the new one. If the message contains no P-TMSI signature, the old P-TMSI signature, if available, shall be deleted.

If the network supports delivery of SMS via GPRS (3GPP TS 23.060 [74]) and this delivery is enabled (see 3GPP TS 29.272 [150]), then the network shall include the Additional network feature support IE in the ATTACH ACCEPT message and set the GPRS-SMS indicator.

Upon receiving the ATTACH ACCEPT message an MS supporting S1 mode shall set the TIN to "P-TMSI".

If the network has requested the provision of Inter RAT handover information, the MS shall return an ATTACH COMPLETE message including the Inter RAT handover information IE to the network.

The network may also send a list of "equivalent PLMNs" in the ATTACH ACCEPT message. Each entry of the list contains a PLMN code (MCC+MNC). The mobile station shall store the list, as provided by the network, and if the GPRS attach procedure is not for emergency bearer services, any PLMN code that is already in the "forbidden PLMN" list shall be removed from the "equivalent PLMNs" list before it is stored by the mobile station. If the mobile station is operating in MS operation mode C or the mobile station is supporting S1 mode, it shall also remove any PLMN code that is already in the list of "forbidden PLMNs for GPRS service" before storing the list. In addition the mobile station shall add to the stored list the PLMN code of the registered PLMN that sent the list. All PLMNs in the stored list shall be regarded as equivalent to each other for PLMN selection, cell selection/re-selection and handover. The stored list in the mobile station shall be replaced on each occurrence of the ATTACH ACCEPT message. If no list is contained in the message, then the stored list in the mobile station shall be deleted. An MS attached for emergency bearer services shall delete the stored list when the MS enters the state GMM-DEREGISTERED. The list shall be stored in the mobile station while switched off so that it can be used for PLMN selection after switch on.
The network shall include the T3324 value IE in the ATTACH ACCEPT message only if the T3324 value IE was included in the ATTACH REQUEST message, and the network supports and accepts the use of PSM.
If the network supports and accepts the use of PSM, and the MS included the T3312 extended value IE in the ATTACH REQUEST message, then the network shall take into account the T3312 value requested when providing the Periodic RA update timer IE and the T3312 extended value IE in the ATTACH ACCEPT message.
NOTE 2:
Besides the value requested by the MS, the network can take local configuration into account when selecting a value for T3312 (see 3GPP TS 23.060 [74] subclause 5.3.13.54).
In Iu mode, if the network wishes to prolong the PS signalling connection (for example, if the mobile station has indicated "follow-on request pending" in ATTACH REQUEST message) the network shall indicate the "follow-on proceed" in the ATTACH ACCEPT message. If the network wishes to release the PS signalling connection, the network shall indicate "no follow-on proceed" in the ATTACH ACCEPT message.

After that in Iu mode, the mobile station shall act according to the follow-on proceed flag included in the Attach result information element in the ATTACH ACCEPT message (see subclause 4.7.13).

In A/Gb mode, if the ATTACH ACCEPT message contains the Cell Notification information element, then the MS shall start to use the LLC NULL frame to perform cell updates. The network receiving an ATTACH COMPLETE message stops timer T3350, changes to GMM-REGISTERED state and considers the P-TMSI sent in the ATTACH ACCEPT message as valid.

If the ATTACH ACCEPT message contains the T3312 extended value IE, then the MS shall use the value in T3312 extended value IE as periodic routing area update timer (T3312). If the ATTACH ACCEPT message does not contain T3312 extended value IE, then the MS shall use the value in the Periodic RA update timer IE as periodic routing area update timer (T3312).
If the ATTACH ACCEPT message contains the T3324 value IE, then the MS shall use the included timer value for T3324 as specified in subclause 4.7.2.8.

The network may also send a list of local emergency numbers in the ATTACH ACCEPT, by including the Emergency Number List IE. The mobile equipment shall store the list, as provided by the network. The list stored in the mobile equipment shall be replaced on each receipt of the Emergency Number List IE.

The emergency number(s) received in the Emergency Number List IE are valid only in networks in the same country as the cell on which this IE is received. If no list is contained in the ATTACH ACCEPT message, then the stored list in the mobile equipment shall be kept, except if the mobile equipment has successfully registered to a PLMN in a country different from that of the PLMN that sent the list.

The mobile equipment shall use the stored list of emergency numbers received from the network in addition to the emergency numbers stored on the SIM/USIM or ME to detect that the number dialled is an emergency number.

NOTE 3:
The mobile equipment may use the emergency numbers list to assist the end user in determining whether the dialled number is intended for an emergency service or for another destination, e.g. a local directory service. The possible interactions with the end user are implementation specific.

The list of emergency numbers shall be deleted at switch off and removal of the SIM/USIM. The mobile equipment shall be able to store up to ten local emergency numbers received from the network.

If the MS has initiated the attach procedure due to manual CSG selection and receives an ATTACH ACCEPT message, and the MS sent the ATTACH REQUEST message in a CSG cell, the MS shall check if the CSG ID and associated PLMN identity of the cell are contained in the Allowed CSG list. If not, the MS shall add that CSG ID and associated PLMN identity to the Allowed CSG list and the MS may add the HNB Name (if provided by lower layers) to the Allowed CSG list if the HNB Name is present in neither the Operator CSG list nor the Allowed CSG list.
***** Next change *****
4.7.5.1.3
Normal and periodic routing area updating procedure accepted by the network

If the routing area updating request has been accepted by the network, a ROUTING AREA UPDATE ACCEPT message shall be sent to the MS. The network may assign a new P-TMSI and/or a new P-TMSI signature for the MS. If a new P-TMSI and/or P-TMSI signature have been assigned to the MS, it/they shall be included in the ROUTING AREA UPDATE ACCEPT message together with the routing area identification. In a shared network, if the MS is a network sharing supporting MS, the network shall indicate the PLMN identity of the CN operator that has accepted the routing area updating request in the RAI contained in the ROUTING AREA UPDATE ACCEPT message; if the MS is a network sharing non-supporting MS, the network shall indicate the PLMN identity of the common PLMN (see 3GPP TS 23.251 [109]).

In A/Gb mode, if the MS indicates support of integrity protection in the MS network capability IE in the ROUTING AREA UPDATE REQUEST message, and if the network supports integrity protection, then the network shall store all octets received from the MS, up to the maximum length defined for the respective information element.

NOTE 1:
The network needs to store the MS network capability exactly as received from the MS and network is not allowed to ignore the "higher" octets sent by the MS even if the network does not support any features indicated in the higher octetst. Otherwise the replay check of the MS network capability will fail in the MS.
In a multi-operator core network (MOCN) with common GERAN, the network shall indicate in the RAI the common PLMN identity (see 3GPP TS 23.251 [109]).
If a new DRX parameter was included in the ROUTING AREA UPDATE REQUEST message, the network shall store the new DRX parameter and use it for the downlink transfer of signalling and user data.

If the extended DRX parameters IE was included in the ROUTING AREA UPDATE REQUEST message and the network decides to accept the use of extended idle mode DRX cycle by the MS the network shall include the extended DRX parameters IE in the ROUTING AREA UPDATE ACCEPT. 

Editor’s note [WI eDRX-CT; CR#2843]:
The definition of the extended DRX parameters IE sent by the MS is FFS.

Editor’s note [WI eDRX-CT; CR#2843]:
The network handling of the DRX cycle versus the extended idle mode DRX cycle when both are used is FFS. 
If the MS has indicated in the ROUTING AREA UPDATE REQUEST message that it supports PS inter-RAT handover from GERAN to UTRAN Iu mode, the network may include in the ROUTING AREA UPDATE ACCEPT message a request to provide the Inter RAT information container.

If the MS has included the MS network capability IE or the UE network capability IE or both in the ROUTING AREA UPDATE REQUEST message, the network shall store all octets received from the MS, up to the maximum length defined for the respective information element. In case the UE network capability IE indicated new information to the network, the MS shall set the TIN to "P-TMSI".

NOTE 1:
This information is forwarded to the new SGSN during inter-SGSN handover or to the new MME during intersystem handover to S1 mode.

In A/Gb mode the Cell Notification information element shall be included in the ROUTING AREA UPDATE ACCEPT message in order to indicate the ability of the network to support the Cell Notification. 

The network shall change to state GMM-COMMON-PROCEDURE-INITIATED and shall start the supervision timer T3350 as described in subclause 4.7.6.

If the LAI or PLMN identity contained in the ROUTING AREA UPDATE ACCEPT message is a member of any of the "forbidden" lists and the MS is not attached for emergency bearer services, then any such entry shall be deleted.

In Iu mode, the network should prolong the PS signalling connection if the mobile station has indicated a follow-on request pending in ROUTING AREA UPDATE REQUEST. The network may also prolong the PS signalling connection without any indication from the mobile terminal (for example, if user plane radio access bearers have been established for the MS).

If the PDP context status information element is included in ROUTING AREA UPDATE REQUEST message, then the network shall deactivate all those PDP contexts locally (without peer to peer signalling between the MS and the network), which are not in SM state PDP-INACTIVE on network side but are indicated by the MS as being in state PDP-INACTIVE.

If the MBMS context status information element is included in the ROUTING AREA UPDATE REQUEST message, then the network shall deactivate all those MBMS contexts locally (without peer to peer signalling between the MS and network) which are not in SM state PDP-INACTIVE on the network side, but are indicated by the MS as being in state PDP-INACTIVE. If no MBMS context status information element is included, then the network shall deactivate all MBMS contexts locally which are not in SM state PDP-INACTIVE on the network side.

If a ROUTING AREA UPDATE REQUEST message is received from an MS with a LIPA PDN connection, and if:

-
a L-GW Transport Layer Address is provided by the lower layer together with the ROUTING AREA UPDATE REQUEST message, and the GGSN address associated with the PDP context of the LIPA PDN connection is different from the provided L-GW Transport Layer Address (see 3GPP TS 25.413 [19c]); or

-
no L-GW Transport Layer Address is provided together with the ROUTING AREA UPDATE REQUEST message by the lower layer,
then the SGSN locally deactivates all PDP contexts associated with the LIPA PDN connection. If the ROUTING AREA UPDATE REQUEST request message is accepted, the SGSN informs the MS via the PDP context status IE in the ROUTING AREA UPDATE ACCEPT message that PDP contexts were locally deactivated.
If a ROUTING AREA UPDATE REQUEST message is received from an MS with a SIPTO at the local network PDN connection, the following different cases can be distinguished:

1)
If the PDN connection is a SIPTO at the local network PDN connection with collocated L-GW and if:
-
a SIPTO L-GW Transport Layer Address is provided by the lower layer together with the ROUTING AREA UPDATE REQUEST message, and the GGSN address associated with the PDP context of the SIPTO at the local network PDN connection is different from the provided SIPTO L-GW Transport Layer Address (see 3GPP TS 25.413 [19c]); or

-
no SIPTO L-GW Transport Layer Address is provided together with the ROUTING AREA UPDATE REQUEST message by the lower layer,
2)
If the PDN connection is a SIPTO at the local network PDN connection with stand-alone GW and if:
-
a LHN-ID value is provided by the lower layer together with the ROUTING AREA UPDATE REQUEST message, and the LHN-ID stored in the PDP context of the SIPTO at the local network PDN connection is different from the provided LHN-ID value (see 3GPP TS 25.413 [19c]); or

-
no LHN-ID value  is provided together with the ROUTING AREA UPDATE REQUEST message by the lower layer,
then the SGSN locally deactivates all PDP contexts associated with the SIPTO at the local network PDN connection. If the ROUTING AREA UPDATE REQUEST request message is accepted, the SGSN informs the MS via the PDP context status IE in the ROUTING AREA UPDATE ACCEPT message that PDP contexts were locally deactivated.
For a SIPTO at the local network PDN connection with stand-alone GW, the conditions to deactivate ISR are specified in 3GPP TS 23.401 [122], subclause 4.3.5.6.
If due to regional subscription restrictions or access restrictions the MS is not allowed to access the routing area, but the MS has a PDN connection for emergency bearer services established, the network may accept the ROUTING AREA UPDATE REQUEST message and deactivate all non-emergency PDP contexts by initiating an PDP context deactivation procedure when the routing area updating procedure is initiated in PMM-CONNECTED mode. When the routing area updating procedure is initiated in PMM-IDLE mode, the network locally deactivates all non-emergency PDP contexts and informs the MS via the PDP context status IE in the ROUTING AREA UPDATE ACCEPT message. The network shall not deactivate the PDP contexts for emergency bearer services. The network shall consider the MS to be attached for emergency bearer services only.

If the network supports delivery of SMS via GPRS (see 3GPP TS 23.060 [74]) and this delivery is enabled (see 3GPP TS 29.272 [150]), then the network shall include the Additional network feature support IE in the ROUTING AREA UPDATE ACCEPT message and set the GPRS-SMS indicator.

The network shall indicate "combined RA/LA updated" or "combined RA/LA updated and ISR activated" in the update result IE in the ROUTING AREA UPDATE ACCEPT message, if the following conditions apply:

-
the update type IE included in the ROUTING AREA UPDATE REQUEST message indicates "periodic updating" and the MS was previously successfully attached for GPRS and non-GPRS services; and

-
location area updating for non-GPRS services as specified in 3GPP TS 29.018 [149] is successful. 
The network shall include the T3324 value IE in the ROUTING AREA UPDATE ACCEPT message only if the T3324 value IE was included in the ROUTING AREA UPDATE REQUEST message, and the network supports and accepts the use of PSM.
If the network supports and accepts the use of PSM, and the MS included the T3312 extended value IE in the ROUTING AREA UPDATE REQUEST message, then the network shall take into account the T3312 value requested when providing the Periodic RA update timer IE and the T3312 extended value IE in the ROUTING AREA UPDATE ACCEPT message.
NOTE 2:
Besides the value requested by the MS, the network can take local configuration into account when selecting a value for T3312 (see 3GPP TS 23.060 [74] subclause 5.3.13.54).
If the network includes the T3324 value IE indicating a value other than deactivated in the ROUTING AREA UPDATE ACCEPT message, the network shall indicate in the Update result IE in the ROUTING AREA UPDATE ACCEPT message that ISR is not activated.

Upon receipt of a ROUTING AREA UPDATE ACCEPT message, the MS shall store the received routing area identification, stops timer T3330, reset the routing area updating attempt counter, reset the service request attempt counter and set the GPRS update status to GU1 UPDATED. If the message contains a P-TMSI, the MS shall use this P-TMSI as new temporary identity for GPRS services and shall store the new P-TMSI. If no P-TMSI was included by the network in the ROUTING AREA UPDATE ACCEPT message, the old P-TMSI shall be kept. Furthermore, the MS shall store the P-TMSI signature if received in the ROUTING AREA UPDATE ACCEPT message. If no P-TMSI signature was included in the message, the old P-TMSI signature, if available, shall be deleted.
Upon receipt of a ROUTING AREA UPDATE ACCEPT message with update result IE indicating "combined RA/LA updated" or "combined RA/LA updated and ISR activated" during the periodic routing area updating procedure, the MS shall behave as follows:

-
if the ROUTING AREA UPDATE ACCEPT message contains an IMSI, the MS is not allocated any TMSI. The MS shall delete any old TMSI accordingly;

-
if the ROUTING AREA UPDATE ACCEPT message contains a TMSI, the MS shall use this TMSI as new temporary identity. The MS shall delete its old TMSI and shall store the new TMSI. In this case, a ROUTING AREA UPDATE COMPLETE message is returned to the network to confirm the received TMSI; or

-
if neither a TMSI nor an IMSI has been included by the network in the ROUTING AREA UPDATE ACCEPT message, the old TMSI, if any is available, shall be kept.
Upon receiving a ROUTING AREA UPDATE COMPLETE message, the SGSN shall stop timer T3350 and change to state GMM-REGISTERED. The P-TMSI, if sent in the ROUTING AREA UPDATE ACCEPT message, shall be considered as valid.
NOTE 2A:
Upon receiving a ROUTING AREA UPDATE COMPLETE message, if a new TMSI is included in the ROUTING AREA UPDATE ACCEPT message, the SGSN sends a BSSAP+-TMSI-REALLOCATION-COMPLETE message as specified in 3GPP TS 29.018 [149].
If the PDP context status information element is included in ROUTING AREA UPDATE ACCEPT message, then the MS shall deactivate all those PDP contexts locally (without peer to peer signalling between the MS and network), which are not in SM state PDP-INACTIVE in the MS but are indicated by the network as being in state PDP-INACTIVE. If only the PDN connection for emergency bearer services remains established, the MS shall consider itself attached for emergency bearer services only.
If the MBMS context status information element is included in the ROUTING AREA UPDATE ACCEPT message, then the MS shall deactivate all those MBMS contexts locally (without peer to peer signalling between the MS and network) which are not in SM state PDP-INACTIVE in the MS, but are indicated by the network as being in state PDP-INACTIVE. If no MBMS context status information element is included, then the MS shall deactivate all those MBMS contexts locally which are not in SM state PDP-INACTIVE in the MS.

If the ROUTING AREA UPDATE ACCEPT message contains the T3312 extended value IE, then the MS shall use the T3312 extended value IE as periodic routing area update timer (T3312). If the ROUTING AREA UPDATE ACCEPT message does not contain the T3312 extended value IE, then the MS shall use value in the Periodic RA update timer IE as periodic routing area update timer (T3312).
If the ROUTING AREA UPDATE ACCEPT message contains the T3324 value IE, then the MS shall use the timer value for T3324 as specified in subclause 4.7.2.8.

In A/Gb mode, if the ROUTING AREA UPDATE ACCEPT message contains the Cell Notification information element, then the MS shall start to use the LLC NULL frame to perform cell updates.
If the MS has initiated the routing area updating procedure due to manual CSG selection and receives a ROUTING AREA UPDATE ACCEPT message, and the MS sent the ROUTING AREA UPDATE REQUEST message in a CSG cell, the MS shall check if the CSG ID and associated PLMN identity of the cell are contained in the Allowed CSG list. If not, the MS shall add that CSG ID and associated PLMN identity to the Allowed CSG list and the MS may add the HNB Name (if provided by lower layers) to the Allowed CSG list if the HNB Name is present in neither the Operator CSG list nor the Allowed CSG list.
The network may also send a list of "equivalent PLMNs" in the ROUTING AREA UPDATE ACCEPT message. Each entry of the list contains a PLMN code (MCC+MNC). If the routing area updating procedure is initiated during a CS fallback procedure and the network is configured to support the return to the last registered E-UTRAN PLMN after CS fallback as specified in 3GPP TS 23.272 [133], and the PLMN identity which is provided as part of the RAI contained in the ROUTING AREA UPDATE ACCEPT message differs from the last registered E-UTRAN PLMN identity, the network shall include the last registered E-UTRAN PLMN identity in the list of "equivalent PLMNs" in the ROUTING AREA UPDATE ACCEPT message.

NOTE 3:
The network can determine a routing area updating procedure is initiated during a CS fallback procedure as specified in 3GPP TS 23.272 [133].

NOTE 4:
The last registered E-UTRAN PLMN identity can be derived by the network as specified in 3GPP TS 23.272 [133].

The mobile station shall store the list, as provided by the network, and further handle the list as follows:

-
if there is no PDN connection for emergency bearers established, the mobile station shall remove from the list of "equivalent PLMNs" any PLMN code that is already in the "forbidden PLMN" list. If the mobile station is operating in MS operation mode C or the mobile station is supporting S1 mode, it shall also remove any PLMN code that is already in the list of "forbidden PLMNs for GPRS service";

-
if the MS is not attached for emergency bearer services and there is a PDN connection for emergency bearer services established, the MS shall remove from the list of "equivalent PLMNs" any PLMN code present in the "forbidden PLMN" list when the PDN connection for emergency bearer services is released. If the mobile station is operating in MS operation mode C or the mobile station is supporting S1 mode, it shall also remove any PLMN code present in the list of "forbidden PLMNs for GPRS service" when the PDN connection for emergency bearer services is released; and

-
in addition, for all cases the mobile station shall add to the stored list the PLMN code of the registered PLMN that sent the list.
All PLMNs in the stored list shall be regarded as equivalent to each other for PLMN selection, cell selection/re-selection and handover. The stored list in the mobile station shall be replaced on each occurrence of the ROUTING AREA UPDATE ACCEPT message. If no list is contained in the message, then the stored list in the mobile station shall be deleted. An MS attached for emergency bearer services only shall delete the stored list when the MS enters the state GMM-DEREGISTERED. The list shall be stored in the mobile station while switched off so that it can be used for PLMN selection after switch on.

A ROUTING AREA UPDATE COMPLETE message shall be returned to the network if the ROUTING AREA UPDATE ACCEPT message contained any of:

-
a P-TMSI;
-
a TMSI;
-
receive N‑PDU Numbers (see 3GPP TS 44.065 [78] and 3GPP TS 25.322 [19b]); or

-
a request for the provision of Inter RAT handover information.

If Receive N‑PDU Numbers were included, the Receive N‑PDU Numbers values valid in the MS, shall be included in the ROUTING AREA UPDATE COMPLETE message.

If the network has requested the provision of Inter RAT handover information, the MS shall return a ROUTING AREA UPDATE COMPLETE message including the Inter RAT handover information IE to the network.

NOTE 5:
In Iu mode, after a routing area updating procedure, the mobile station can initiate Service Request procedure to request the resource reservation for the active PDP contexts if the resources have been released by the network or send upper layer message (e.g. ACTIVATE PDP CONTEXT REQUEST) to the network via the existing PS signalling connection.

In Iu mode, if the network wishes to prolong the PS signalling connection (for example, if the mobile station has indicated "follow-on request pending" in ROUTING AREA UPDATE REQUEST message or if user plane radio access bearers have been established for the MS) the network shall indicate the "follow-on proceed" in the ROUTING AREA UPDATE ACCEPT message. If the network wishes to release the PS signalling connection, the network shall indicate "no follow-on proceed" in the ROUTING AREA UPDATE ACCEPT message.

After that in Iu mode, the mobile station shall act according to the follow-on proceed flag included in the Update result information element in the ROUTING AREA UPDATE ACCEPT message (see subclause 4.7.13).

The network may also send a list of local emergency numbers in the ROUTING AREA UPDATE ACCEPT, by including the Emergency Number List IE. The mobile equipment shall store the list, as provided by the network. The list stored in the mobile equipment shall be replaced on each receipt of the Emergency Number List IE.

The emergency number(s) received in the Emergency Number List IE are valid only in networks in the same country as the cell on which this IE is received. If no list is contained in the ROUTING AREA UPDATE ACCEPT message, then the stored list in the mobile equipment shall be kept, except if the mobile equipment has successfully registered to a PLMN in a country different from that of the PLMN that sent the list.

The mobile equipment shall use the stored list of emergency numbers received from the network in addition to the emergency numbers stored on the SIM/USIM or ME to detect that the number dialled is an emergency number.

NOTE 6:
The mobile equipment may use the emergency numbers list to assist the end user in determining whether the dialled number is intended for an emergency service or for another destination, e.g. a local directory service. The possible interactions with the end user are implementation specific.

The list of emergency numbers shall be deleted at switch off and removal of the SIM/USIM. The mobile equipment shall be able to store up to ten local emergency numbers received from the network.
In order to indicate to the MS that the GUTI and TAI list assigned to the MS remain registered with the network and are valid in the MS, the network shall indicate in the Update result IE in the ROUTING AREA UPDATE ACCEPT message that ISR is activated.
If the MS is attached for emergency bearer services or if the network has deactivated all non-emergency PDP contexts, the network shall indicate in the update result IE in the ROUTING AREA UPDATE ACCEPT message that ISR is not activated.
If the ROUTING AREA UPDATE ACCEPT message contains:
i)
no indication that ISR is activated, an MS supporting S1 mode shall set the TIN to "P-TMSI" and shall stop the periodic tracking area update timer T3412, if running; or

ii)
an indication that ISR is activated, then:

-
if the MS is required to perform tracking area updating for IMS voice termination as specified in annex P.5, the MS shall set the TIN to "P-TMSI" and shall stop the periodic tracking area update timer T3412, if running;

-
if the MS had initiated the routing area updating procedure due to a change in DRX parameters, the MS shall set the TIN to "P-TMSI" and shall stop the periodic tracking area update timer T3412 if running;
-
if the MS had initiated the routing area updating procedure due to a change in the UE's usage setting or the voice domain preference for E-UTRAN, the MS shall set the TIN to "P-TMSI" and shall stop the periodic tracking area update timer T3412, if running; or
-
the MS shall regard the available GUTI and TAI list as valid and registered with the network. If the TIN currently indicates "GUTI" and the periodic tracking area update timer T3412 is running or is deactivated, the MS shall set the TIN to "RAT-related TMSI". If the TIN currently indicates "GUTI" and the periodic tracking area update timer T3412 has already expired, the MS shall set the TIN to "P-TMSI".

***** Next change *****
4.7.7a
Authentication and ciphering procedure used for UMTS authentication challenge.

The purpose of the authentication and ciphering procedure is fivefold (see 3GPP TS 33.102 [5a] and 3GPP TS 43.020 [13]):

-
to permit the network to check whether the identity provided by the MS is acceptable or not;

-
to provide parameters enabling the MS to calculate a new GPRS UMTS ciphering key and a new GPRS UMTS integrity key;

-
to let the network set the GSM ciphering mode (ciphering /no ciphering) and GSM ciphering algorithm;
-
to permit the mobile station to authenticate the network; and

-
to let the network set GSM integrity protection and GSM integrity protection algorithm (for control plane and optionally for user plane).

In Iu mode, and in the case of a UMTS authentication challenge, the authentication and ciphering procedure can be used for authentication only.

The cases in which the authentication and ciphering procedure shall be used are defined in 3GPP TS 33.102 [5a], 3GPP TS 43.020 [13] and 3GPP TS 42.009 [5].

The authentication and ciphering procedure is always initiated and controlled by the network. However, in the case of a UMTS authentication challenge, there is the possibility for the MS to reject the network.

The MS shall support the UMTS authentication challenge, if a USIM is inserted.

The authentication and ciphering procedure can be used for any combination of the following:

-
authentication;

-
setting of the GSM ciphering mode and the GSM ciphering algorithm; and
-
setting of GSM integrity protection and the GSM integrity protection algorithm (for control plane and optionally for user plane). 

In A/Gb mode, the network should not send any user data during the authentication and ciphering procedure.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is performed in A/Gb mode or in Iu mode. After a successful UMTS authentication, the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS. Furthermore, in A/Gb mode both the ME and the network may derive and store a GPRS GSM Kc128 as part of the UMTS security context as described in the subclause 4.7.7.3a. Furthermore, in A/Gb mode, if integrity protection is used, both the MS and the network shall derive and store a GPRS GSM Kint as part of the UMTS security context as described in the subclause 4.7.7.3b.
Editor’s Note:
Further updates to the authentication and ciphering procedure to support GSM integrity protection are FFS.
***** Next change *****
4.7.7.1
Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION_AND_CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION_AND_CIPHERING REQUEST message shall contain all parameters necessary to calculate the response parameters when authentication is performed (see 3GPP TS 43.020 [13] and 3GPP TS 33.102 [5a]).

If authentication is requested, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall contain either:

-
In a GSM authentication challenge, the GPRS ciphering key sequence number and the RAND, or
-
In a UMTS authentication challenge, the GPRS ciphering key sequence number, the RAND and the AUTN.
In A/Gb mode, if authentication is not requested, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall not contain neither the GPRS ciphering key sequence number, the RAND nor the AUTN.

In A/Gb mode, if ciphering is requested, in a GSM authentication challenge or in a UMTS authentication challenge, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall indicate the GPRS GSM ciphering algorithm.

In A/Gb mode, an MS supporting integrity protection shall ignore a GSM authentication challenge from the network.

In A/Gb mode, in a UMTS authentication challenge, if the MS has indicated support for integrity protection in MS Network Capability to the network, then if the network supports integrity protection then the network shall activate integrity protection in the MS. 
In A/Gb mode, in the case of an established UMTS security context, when authentication and integrity protection are requested in the same procedure, then the network shall replay the MS network capability IE received from the MS in ATTACH REQUEST message by including MS network capability IE into the AUTHENTICATION_AND_CIPHERING REQUEST message to the MS. The network shall select one of the GIA integrity algorithm indicated in the MS network capability IE received from the MS in the latest Attach Request or Routing Area Update Request message. The selected GPRS GSM integrity protection algorithm shall be included into the AUTHENTICATION_AND_CIPHERING REQUEST message. The network calculates a message authentication code over the AUTHENTICATION_AND_CIPHERING REQUEST message at the GMM layer with the new integrity key GPRS GSM Kint indicated by the GPRS ciphering key sequence number included by the AUTHENTICATION_AND_CIPHERING REQUEST message. The new GPRS GSM Kint shall be calculated from the new UMTS security context established in the same procedure as described in the subclause 4.7.7.3b. The AUTHENTICATION_AND_CIPHERING REQUEST message shall include the calculated message authentication code for integrity protection.
The network includes the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING REQUEST message. Its value is chosen in order to link an AUTHENTICATION_AND_CIPHERING REQUEST in a RA with its RESPONSE. The A&C reference number value might be based on the RA Colour Code value.

Additionally, the network may request the MS to include its IMEISV in the AUTHENTICATION_AND_CIPHERING RESPONSE message.

4.7.7.2
Authentication and ciphering response by the MS

In A/Gb mode, a MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time. 

In UMTS, an MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

If a SIM is inserted in the MS, the MS shall ignore the Authentication Parameter AUTN IE if included in the AUTHENTICATION_AND_CIPHERING REQUEST message and perform the GSM authentication challenge. It shall not perform the authentication of the network described in subclause 4.7.7.5.1.

In a GSM authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A GSM authentication challenge will result in the SIM/USIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the SIM/USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted.

In a UMTS authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A UMTS authentication challenge will result in the USIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key shall be stored on the USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted. Furthermore, in A/Gb mode if a GEA ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a new GPRS GSM Kc128 shall also be calculated as described in the subclause 4.7.7.3a. 
Furthermore, in A/Gb mode, if the network has indicated a GIA integrity algorithm to be taken into use, then a new GPRS GSM Kint shall also be calculated from the new UMTS security context derived from AKA as described in the subclause 4.7.7.3b. The new GPRS GSM Kint shall be used to check and verify the message authentication code recived in the AUTHENTICATION AND CIPHERING REQUEST message as described in Annex H in 3GPP TS 43.020 [13]. The MS shall check if the replayed MS Network Capability received in the AUTHENTICATION AND CIPHERING REQUEST message has not been altered compared to the latest MS Network Capability that the MS sent to the network. If the replayed MS Network Capability received in the AUTHENTICATION AND CIPHERING REQUEST message is not the same as the latest MS Network Capability that the MS sent to the network, the the MS shall reject the authentication and ciphering procedure.
In A/Gb mode, in a UMTS authentication challenge, if the MS has indicated support for integrity protection in MS Network Capability to the network, then if the network does not activate integrity protection by indicating a GIA integrity algorithm and does not include a message authentication code to the MS in AUTHENTICATION AND CIPHERING REQUEST message, then the MS shall reject the authentication and ciphering procedure.
In A/Gb mode, in a UMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message requests integrity protection by including a GIA integrity algorithm and if the check and verification of the message authentication code included in the AUTHENTICATION AND CIPHERING REQUEST message is successful in the MS, then the MS shall integrity protect the AUTHENTICATION AND CIPHERING RESPONSE message by calculating an message authentication code at the GMM layer using the new integrity key GPRS GSM Kint as described in Annex H in 3GPP TS 43.020 [13] and include the new message authentication code into the AUTHENTICATION AND CIPHERING RESPONSE message.
In Iu mode, an MS not capable of A/Gb mode shall ignore the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message. An MS capable of both Iu mode and A/Gb mode shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message until entering state GMM-DEREGISTERED, in order to use it at an inter system change to A/Gb mode.

If the AUTHENTICATION_AND_CIPHERING REQUEST message does not include neither the GSM authentication parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN), then upon receipt of the message, the MS replies by sending an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network.
In A/Gb mode, in the case of an established UMTS security context, if integrity protection is requested without authentication, then the AUTHENTICATION AND CIPHERING REQUEST message shall include the new GPRS GSM integrity protection algorithm that shall be taken into use. When the MS receives this AUTHENTICATION AND CIPHERING REQUEST message without requiring a new authentication, then a new GPRS GSM Kint shall be calculated using the GPRS UMTS ciphering key and the GPRS UMTS integrity key from the already established UMTS security context stored in the ME as described in the subclause 4.7.7.3b and the MS replies by sending an AUTHENTICATION AND CIPHERING RESPONSE message to the network.

NOTE:
If only a change of integrity algorithm is requested without authentication, then the MS shall not integrity protect the AUTHENTICATION AND CIPHERING RESPONSE message at GMM layer and therefore not calculate and include a message authentication code into the AUTHENTICATION AND CIPHERING RESPONSE message at GMM layer.
In A/Gb mode, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering algorithm and GPRS GSM ciphering key that shall be used (see 3GPP TS 44.064 [78a]).
In A/Gb mode, the GMM layer in the MS shall notify the LLC layer after it has sent off the AUTHENTICATION AND CIPHERING RESPONSE message to the network if integrity protection shall be used or not and if yes whichGIA integrity algorithm and GPRS GSM Kint integrity key that shall be used (see 3GPP TS 43.020 [13] and 3GPP TS 44.064[xx]).
A ME supporting UMTS authentication challenge shall support the following procedure:

In order to avoid a synchronisation failure, when the mobile station receives an AUTHENTICATION_AND_CIPHERING REQUEST message, the mobile station shall store the received RAND together with the RES returned from the USIM in the volatile memory and associate it with the PS domain. When the MS receives a subsequent AUTHENTICATION_AND_CIPHERING REQUEST message, if the stored RAND value for the PS domain is equal to the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, then the mobile station shall not pass the RAND to the USIM, but shall immediately send the AUTHENTICATION_AND_CIPHERING RESPONSE message with the stored RES for the PS domain. If, for the PS domain, there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, the mobile station shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3316.

The RAND and RES values stored in the mobile station shall be deleted and timer T3316, if running, shall be stopped:

-
upon receipt of a SECURITY MODE COMMAND (Iu mode only),

SERVICE_ACCEPT (Iu mode only),

SERVICE_REJECT (Iu mode only),

ROUTING_AREA_UPDATE_ACCEPT

or AUTHENTICATION_AND_CIPHERING REJECT message;

-
upon expiry of timer T3316;

-
if the mobile station enters the GMM states GMM-DEREGISTERED or GMM-NULL; or

-
if the mobile station enters PMM-IDLE mode (Iu mode only).
***** Next change *****
4.7.7.3
Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360 and checks the validity of the response (see 3GPP TS 43.020 [13] and 3GPP TS 33.102 [5a]). For this, it may use the A&C reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE message to determine whether the response is correlating to the last request that was sent.
In A/Gb mode, in a UMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message requested integrity protection by including a GIA integrity algorithm to the ME, then the network shall check and verify the message authentication code received in the AUTHENTICATION AND CIPHERING RESPONSE message from the MS by using the new integrity key GPRS GSM Kint derived from the new UMTS security context as described in clause 4.7.7.3b and Annex H in 3GPP TS 43.020 [13].
In A/Gb mode, in the case of an established GSM security context, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not. Furthermore, if ciphering shall be used, then the GMM layer shall also notify the LLC sublayer which GEA algorithm and GPRS GSM ciphering key that shall be used (see 3GPP TS 44.064 [78a]).

In A/Gb mode, in the case of an established UMTS security context, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not. Furthermore, if ciphering shall be used, then the GMM layer shall also notify the LLC sublayer which GEA algorithm and which ciphering key (i.e. GPRS GSM ciphering key or GPRS GSM Kc128) that shall be used (see 3GPP TS 44.064 [78a]). If the network has selected a GEA ciphering algorithm that requires a 128-bit ciphering key, then the ME shall derive a GPRS GSM Kc128 as described in the subclause 4.7.7.3a.
In A/Gb mode, in the case of an established UMTS security context, the GMM layer shall notify the LLC sublayer after it has received the AUTHENTICATION AND CIPHERING RESPONSE message from the MS, if integrity protection shall be used or not. Furthermore, if integrity protection shall be used, then the GMM layer shall also notify the LLC sublayer which GIA integrity protection algorithm and GPRS GSM Kint integrity key that shall be used (see 3GPP TS 43.020 [13]).
Upon receipt of the AUTHENTICATION AND CIPHERING FAILURE message, the network stops the timer T3360. In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.
***** Next change *****
4.7.7.3b
128-bit packet-switched GSM integrity key
The ME and the network may derive and store a 128-bit packet-switched GPRS GSM Kint from an established UMTS security context. If the GPRS GSM Kint exits, then it is also part of the UMTS security context.

The ME with a USIM in use shall compute a new GPRS GSM Kint using the GPRS UMTS ciphering key and the GPRS UMTS integrity key from an established UMTS security context as specified in 3GPP TS 43.020 [13]. The new GPRS GSM Kint shall be stored only in the ME. The ME shall overwrite the existing GPRS GSM Kint with the new GPRS GSM Kint. The ME shall delete the GPRS GSM Kint, when the USIM is disabled as well as under the conditions identified in the subclause 4.1.3.2 and 4.7.7.4. The ME with a USIM in use shall apply the GPRS GSM Kint when in A/Gb mode a GIA integrityg algorithm that requires a 128-bit integrity key is taken into use.

The network shall compute the GPRS GSM Kint using the GPRS UMTS integrity key and the GPRS UMTS ciphering key from an established UMTS security context as specified in 3GPP TS 43.020 [13]only when in A/Gb mode a GIA integrity algorithm that requires a 128-bit integrity key is to be used.

At MS power off, the GPRS GSM Kint shall be stored together with the used GIA integrity algorithm identifier, in a non-volatile memory in the ME together with the IMSI from the USIM. The GPRS GSM Kint and GIA integrity algorithm identifier can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory at MS power on; otherwise the MS shall delete the GPRS GSM Kint and GIA integrity algorithm identifier.
***** Next change *****
4.7.7.4
GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets. 
In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter SRES and the GPRS GSM ciphering key can be computed given the secret key associated to the IMSI. 
In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the GPRS UMTS ciphering key and the GPRS UMTS integrity key can be computed given the secret key associated to the IMSI. Furthermore, in the USIM a GPRS GSM ciphering key can be computed from the GPRS UMTS integrity key and the GPRS UMTS ciphering key by means of an unkeyed conversion function. Furthermore, in A/Gb mode if a GEA ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a GPRS GSM Kc128 shall also be calculated as described in the subclause 4.7.7.3a. Furthermore, in A/Gb mode, if a GIA integrity algorithm that requires a 128-bit integrity key is taken into use, then a GPRS GSM Kint shall also be calculated as described in the subclause 4.7.7.3b.
In order to allow start of ciphering on a logical link without authentication, GPRS ciphering key sequence numbers are introduced. 

The GPRS ciphering key sequence number is managed by the network such that the AUTHENTICATION AND CIPHERING REQUEST message contains the GPRS ciphering key sequence number allocated to the GPRS GSM ciphering key (in case of a GSM authentication challenge) or the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND parameter carried in that message.

If an authentication and ciphering procedure has been completed successfully and a GPRS ciphering key sequence number is stored in the network, the network shall include a different GPRS ciphering key sequence number in the AUTHENTICATION AND CIPHERING REQUEST message when it intiates a new authentication and ciphering procedure.

If a GPRS ciphering key sequence number is contained in the first message during a GMM procedure, the network shall include a different GPRS ciphering key sequence number in the AUTHENTICATION_AND_CIPHERING REQUEST message when it initiates an authentication and ciphering procedure.
The MS stores the GPRS ciphering key sequence number with the GPRS GSM ciphering key (in case of a GSM authentication challenge) and the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge), and includes the corresponding GPRS ciphering key sequence number in the ROUTING AREA UPDATE REQUEST, SERVICE REQUEST and ATTACH REQUEST messages.

If the GPRS ciphering key sequence number is deleted, the associated GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRS UMTS integrity key, GPRS GSM Kc128 and GPRS GSM Kint shall be deleted if any (i.e. the established GSM security context or the UMTS security context is no longer valid).

In Iu mode, the network may choose to start ciphering and integrity checking with the stored GPRS UMTS ciphering key and the stored GPRS UMTS integrity key (under the restrictions given in 3GPP TS 42.009 [5] and 3GPP TS 33.102 [5a]) if the stored GPRS ciphering key sequence number and the one given from the MS are equal.

In A/Gb mode, the network may choose to start ciphering with the stored GPRS GSM ciphering key or GPRS GSM Kc128 (under the restrictions given in 3GPP TS 42.009 [5]) if the stored GPRS ciphering key sequence number and the one given from the MS are equal and the previously negotiated ciphering algorithm is known and supported in the network. When ciphering is requested at GPRS attach, the authentication and ciphering procedure shall be performed since the MS does not store the ciphering algorithm after entering state GMM-DEREGISTERED.

NOTE 1:
The decision of starting ciphering with the GPRS GSM ciphering key or the GPRS GSM Kc128 depends on whether the network indicates in the AUTHENTICATION AND CIPHERING REQUEST message a GEA ciphering algorithm which requires a 64 or 128-bit ciphering key as specified in 3GPP TS 33.102 [5a].

In A/Gb mode and if integrity protection shall be used, if the ME has a stored GPRS GSM Kint and a stored GIA integrity algorithm identifier then the GMM layer shall indicate to the LLC layer before sending the ATTACH REQUEST message that LLC layer shall start integrity protection. The network shall start integrity protection in the LLC layer with the stored GPRS GSM Kint and the integrity algorithm identified by the stored GIA integrity algorithm identifier used when UE was previously attached if the GIA integrity algorithm is known and supported in the network, if the stored GPRS ciphering key sequence number and the one given from the MS are equal.
Upon GPRS attach, if ciphering is to be used, an AUTHENTICATION AND CIPHERING REQUEST message shall be sent to the MS to start ciphering.

If the GPRS ciphering key sequence number stored in the network does not match the GPRS ciphering key sequence number received from the MS in the ATTACH REQUEST message, then the network should authenticate the MS.

In A/Gb mode, the MS starts ciphering after sending the AUTHENTICATION AND CIPHERING RESPONSE message. The network starts ciphering when a valid AUTHENTICATION AND CIPHERING RESPONSE is received from the MS.

In Iu mode, the MS starts ciphering and integrity checking according to the conditions specified in specification 3GPP TS 25.331 [23c].

In A/Gb mode, as an option, the network may decide to continue ciphering without sending an AUTHENTICATION AND CIPHERING REQUEST message after receiving a ROUTING AREA UPDATE REQUEST message with a valid GPRS ciphering key sequence number. Both the MS and the network shall use the latest ciphering parameters. The network starts ciphering when sending the ciphered ROUTING AREA UPDATE ACCEPT message to the MS. The MS starts ciphering after receiving a valid ciphered ROUTING AREA UPDATE ACCEPT message from the network.

NOTE 2:
In some specifications the term KSI (Key Set Identifier) is used instead of the term GPRS ciphering key sequence number. 

***** Next change *****
4.7.7.7
Use of established security contexts

In A/Gb mode, in the case of an established GSM security context, the GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. 

In A/Gb mode, in the case of an established UMTS security context, and if the network indicates in the AUTHENTICATION AND CIPHERING REQUEST message to the MS that a GEA ciphering algorithm that requires a 64-bit ciphering key shall be taken into use, then the GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The network shall derive a GPRS GSM ciphering key from the GPRS UMTS ciphering key and the GPRS UMTS integrity key, by using the conversion function named "c3" defined in 3GPP TS 33.102 [5a].

In A/Gb mode, in the case of an established UMTS security context, and if the network indicates in the AUTHENTICATION AND CIPHERING REQUEST message to the MS that a GEA ciphering algorithm that requires a 128-bit ciphering key shall be taken into use, then the MS shall take the following actions:

-
if authentication is not requested and a GEA ciphering algorithm that requires 64-bit ciphering key is in use, the MS shall take into use the GPRS GSM Kc128 derived by the ME from the GPRS UMTS ciphering key and GPRS UMTS integrity key of the established UMTS security context in use (see 3GPP TS 33.102 [5a]) before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted;.
-
if authentication is not requested and a GEA ciphering algorithm that requires 128-bit ciphering key is in use, the GPRS GSM Kc128 of the established UMTS security context in use still applies;


otherwise, the MS shall take into use the GPRS GSM Kc128 derived by the ME from the GPRS UMTS ciphering key and the GPRS UMTS integrity key provided by the USIM during the latest successful authentication procedure (see subclause 4.7.7.3a) before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted.

In A/Gb mode, in the case of an established UMTS security context, and if the network indicates in the AUTHENTICATION AND CIPHERING REQUEST message to the MS that a GEA ciphering algorithm that requires a 128-bit ciphering key shall be taken into use, then the network shall derive a GPRS GSM Kc128 (see subclause 4.7.7.3a).

In A/Gb mode, in the case of an established UMTS security context, and if the network indicates in the AUTHENTICATION AND CIPHERING REQUEST message to the MS that a GIA integrity protection algorithm that requires a 128-bit integrity key shall be taken into use but no authentication is requested, then the GPRS GSM Kint of the established UMTS security context in use still applies in the MS. 

In A/Gb mode, in the case of an established UMTS security context, and if the network indicates in the AUTHENTICATION AND CIPHERING REQUEST message to the MS that a GIA integrity protection algorithm that requires a 128-bit integrity key shall be taken into use but no authentication is requested, then the then the GPRS GSM Kint of the established UMTS security context in use still applies in the network.

In A/Gb mode, if during an ongoing, already ciphering protected RR connection, the network initiates a new Authentication and ciphering procedure, the new GPRS GSM ciphering key or GPRS GSM Kc128 shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. In case of inter-system change to Iu mode after receipt of the AUTHENTICATION AND CIPHERING REQUEST message, the MS and the network shall take the new keys into use immediately after the inter-system change.

In Iu mode, in the case of an established GSM security context, the ME shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a]. The derived GPRS UMTS ciphering key and GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND message indicating PS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]). The network shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a].

In Iu mode, in the case of an established UMTS security context, the GPRS UMTS ciphering key and the GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND message indicating PS domain is received during a PS signalling connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]).

In Iu mode, if the MS received a valid SECURITY MODE COMMAND message indicating PS domain in Iu mode or a valid AUTHENTICATION AND CIPHERING REQUEST message in A/Gb mode before the network initiates a new authentication and ciphering procedure and establishes a new GSM/UMTS security context, the new GPRS UMTS ciphering key and GPRS UMTS integrity key are taken into use by the MS, when a new valid SECURITY MODE COMMAND message indicating PS domain is received during the PS signalling connection. In case of inter-system change to A/Gb mode, the MS and the network shall take the new keys into use immediately after the inter-system change.

***** Next change *****
9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/3GPP TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/TS 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Authentication and ciphering request message identity
	Message type

10.4
	M
	V
	1

	
	Ciphering algorithm
	Ciphering algorithm 

10.5.5.3
	M
	V
	1/2

	
	IMEISV request
	IMEISV request

10.5.5.10
	M
	V
	1/2

	
	Force to standby
	Force to standby 

10.5.5.7
	M
	V
	1/2

	
	A&C reference number
	A&C reference number

10.5.5.19
	M
	V
	1/2

	21
	Authentication parameter RAND
	Authentication parameter RAND 

10.5.3.1
	O
	TV
	17

	8-
	GPRS ciphering key sequence number
	Ciphering key sequence number 

10.5.1.2
	C
	TV
	1

	28
	Authentication parameter

AUTN
	Authentication parameter AUTN

10.5.3.1.1
	O
	TLV
	18

	31
	Replayed MS network capability
	MS network capability

10.5.5.12
	O
	TLV
	4-10

	YY
	Integrity protection algorithm
	Integrity protection algorithm 

10.5.5.3a
	O
	TLV
	1

	XX
	Message authentication code
	Message authentication code
10.5.5.x
	O
	TLV
	6


***** Next change *****
9.4.9.z
Replayed MS network capability
This IE is included if integrity protection and replay protection of GMM messages is to be used.

***** Next change *****
9.4.9.y
Integrity protection algorithm
This IE is included if integrity protection and replay protection of GMM messages is to be used.

***** Next change *****
9.4.9.x
Message authentication code
This IE is included if integrity protection and replay protection of GMM messages is to be used.

***** Next change *****
9.4.10
Authentication and ciphering response

This message is sent by the MS to the network in response to an Authentication and ciphering request message. See table 9.4.10/3GPP TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING RESPONSE

Significance:

dual

Direction:


MS to network

Table 9.4.10/3GPP TS 24.008: AUTHENTICATION AND CIPHERING RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Authentication and ciphering response message identity
	GPRS message type

10.4
	M
	V
	1

	
	A&C reference number
	A&C reference number

10.5.5.19
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

10.5.1.8
	M
	V
	1/2

	22
	Authentication parameter Response 
	Authentication Response parameter 

10.5.3.2
	O
	TV
	5

	23
	IMEISV
	Mobile identity

10.5.1.4
	O
	TLV
	11

	29
	Authentication Response parameter (extension)
	Authentication Response parameter 10.5.3.2.1
	O
	TLV
	3-14

	XX
	Message authentication code
	Message authentication code

10.5.5.x
	O
	TLV
	6


***** Next change *****
9.4.10.x
Message authentication code
This IE is included if integrity protection and replay protection of GMM messages is to be used.

***** Next change *****
10.5.1.2
Ciphering Key Sequence Number

In a GSM authentication challenge, the purpose of the Ciphering Key Sequence Number information element is to make it possible for the network to identify the ciphering key Kc which is stored in the mobile station without invoking the authentication procedure. 

The ciphering key sequence number is allocated by the network and sent with the AUTHENTICATION REQUEST or AUTHENTICATION AND CIPHERING REQUEST message to the mobile station where it is stored together with the calculated keys, e.g. Kc, CK, IK, Kc128, Kint.

The Ciphering Key Sequence Number information element is coded as shown in figure 10.5.2/3GPP TS 24.008 and table 10.5.2/3GPP TS 24.008.

In a UMTS authentication challenge, the purpose of the Ciphering Key Sequence Number information element is to make it possible for the network to identify the ciphering key CK and integrity key IK which are stored in the MS without invoking the authentication procedure. CK and IK form a Key Set Identifier (KSI) (see 3GPP TS 33.102 [5a]) which is encoded the same as the CKSN and is therefore included in the CKSN field.

The ciphering key sequence number is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	              Ciphering Key


           Sequence Number



                IEI

	0

spare
	key sequence
	octet 1


Figure 10.5.2/3GPP TS 24.008 Ciphering Key Sequence Number information element

Table 10.5.2/3GPP TS 24.008: Ciphering Key Sequence Number information element

	Key sequence (octet 1)

Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	Possible values for the ciphering key

	1
	1
	0
	sequence number

	
	
	
	

	1
	1
	1
	No key is available (MS to network);

	
	
	
	Reserved (network to MS)


***** Next change *****
10.5.5.3a
Integrity protection algorithm

The purpose of the integrity protection algorithm information element is to specify which integrity protection algorithm shall be used.

The integrity protection algorithm is a type 1 information element.

The integrity protection algorithm information element is coded as shown in figure 10.5.119/3GPP TS 24.008 and table 10.5.136/3GPP TS 24.008.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Integrity protection algorithm

IEI
	0

spare
	Type of

algorithm
	octet 1


Figure 10.5.x/3GPP TS 24.008: Integrity protection algorithm information element

Table 10.5.x/3GPP TS 24.008: Integrity protection algorithm information element

	Type of integrity protection algorithm (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	GPRS Integrity Algorithm GIA/4

	0
	0
	1
	
	GPRS Integrity Algorithm GIA/5

	0
	1
	0
	
	GPRS Integrity Algorithm GIA/6

	0
	1
	1
	
	GPRS Integrity Algorithm GIA/7

	All other values are reserved.

	


***** Next change *****
10.5.5.12
MS network capability

The purpose of the MS network capability information element is to provide the network with information concerning aspects of the mobile station related to GPRS. The contents might affect the manner in which the network handles the operation of the mobile station. The MS network capability information indicates general mobile station characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.

The MS network capability is a type 4 information element with a maximum of 10 octets length.

The value part of a MS network capabilityinformation element is coded as shown in figure 10.5.128/3GPP TS 24.008 and table 10.5.145/3GPP TS 24.008.

NOTE: 
The requirements for the support of the GEA algorithms in the MS are specified in 3GPP TS 43.020 [13].

	8
	7
	6
	5
	4
	3
	2
	1
	

	MS network capability IEI
	octet 1

	Length of MS network capability contents
	octet 2

	MS network capability value
	octet 3-10


Figure 10.5.128/3GPP TS 24.008 MS network capability information element

Table 10.5.145/3GPP TS 24.008 MS network capability information element

	<MS network capability value part> ::=


<GEA1 bits>
<SM capabilities via dedicated channels: bit>
<SM capabilities via GPRS channels: bit>

<UCS2 support: bit>
<SS Screening Indicator: bit string(2)>
<SoLSA Capability : bit>
<Revision level indicator: bit>

<PFC feature mode: bit>

<Extended GEA bits>

<LCS VA capability: bit>

<PS inter-RAT HO from GERAN to UTRAN Iu mode capability: bit>
<PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability: bit>
<EMM Combined procedures Capability: bit>
<ISR support: bit>

<SRVCC to GERAN/UTRAN capability: bit>
<EPC capability: bit>
<NF capability: bit>
<GERAN network sharing capability: bit>
<User plane integrity protection support: bit>
<GIA/4: bit>

<GIA/5: bit>
<GIA/6: bit>

<GIA/7: bit>
<Spare bits>;

<GEA1 bits> ::= < GEA/1 :bit>;

<Extended GEA bits> ::= <GEA/2:bit><GEA/3:bit>< GEA/4:bit >< GEA/5:bit >< GEA/6:bit ><GEA/7:bit>;

<Spare bits> ::= null | {<spare bit> < Spare bits >};

SS Screening Indicator

0 0
defined in 3GPP TS 24.080 [24] 


0 1
defined in 3GPP TS 24.080 [24] 


1 0
defined in 3GPP TS 24.080 [24]

1 1
defined in 3GPP TS 24.080 [24] 

SM capabilities via dedicated channels

0
Mobile station does not support mobile terminated point to point SMS via CS domain


1
Mobile station supports mobile terminated point to point SMS via CS domain

SM capabilities via GPRS channels

0
Mobile station does not support mobile terminated point to point SMS via PS domain

1
Mobile station supports mobile terminated point to point SMS via PS domain

UCS2 support
This information field indicates the likely treatment by the mobile station of UCS2 encoded character strings.

0
the ME has a preference for the default alphabet (defined in 3GPP TS 23.038 [8b])


over UCS2.

1
the ME has no preference between the use of the default alphabet and the


use of UCS2.

GPRS Encryption Algorithm GEA/1 (NOTE)
The MS shall set this bit to '0'.
The network shall accept any received value in order to support MSs that are compliant to earlier versions of this specification.
0
encryption algorithm GEA/1not available
1
Not used. This value was allocated in earlier versions of the protocol.
SoLSA Capability

0
The ME does not support SoLSA.

1
The ME supports SoLSA.


Revision level indicator 

0
used by a mobile station not supporting R99 or later versions of the protocol


1
used by a mobile station supporting R99 or later versions of the protocol 

PFC feature mode

0 Mobile station does not support BSS packet flow procedures

1 Mobile station does support BSS packet flow procedures

GEA/2 (NOTE)
0
encryption algorithm GEA/2 not available
1
encryption algorithm GEA/2 available

GEA/3 (NOTE)
0
encryption algorithm GEA/3 not available
1
encryption algorithm GEA/3 available

GEA/4 (NOTE)
0
encryption algorithm GEA/4 not available
1
encryption algorithm GEA/4 available

GEA/5 (NOTE)
0
encryption algorithm GEA/5 not available
1
encryption algorithm GEA/5 available

GEA/6 (NOTE)
0
encryption algorithm GEA/6 not available
1
encryption algorithm GEA/6 available

GEA/7 (NOTE)
0
encryption algorithm GEA/7 not available
1
encryption algorithm GEA/7 available

LCS VA capability (LCS value added location request notification capability)

This information field indicates the support of the LCS value added location request notification via PS domain as defined in 3GPP TS 23.271 [105].
0
location request notification via PS domain not supported
1
location request notification via PS domain supported

PS inter-RAT HO from GERAN to UTRAN Iu mode capability

This information field indicates the support of the PS inter-RAT HO from GERAN to UTRAN Iu mode.
0
PS inter-RAT HO from GERAN to UTRAN Iu mode not supported
1
PS inter-RAT HO from GERAN to UTRAN Iu mode supported

PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability

This information field indicates the support of the PS inter-RAT HO from GERAN to E-UTRAN S1 mode. A mobile station not compliant to the UE E-UTRA capability requirements as defined in 3GPP TS 36.306 [153] shall set this field to '0'.
0
PS inter-RAT HO from GERAN to E-UTRAN S1 mode not supported
1
PS inter-RAT HO from GERAN to E-UTRAN S1 mode supported

EMM Combined procedures capability

This information field indicates the support of EMM combined procedures. The MS shall not change this information field from the one that was included in the GMM or EMM ATTACH REQUEST message.
0
Mobile station does not support EMM combined procedures
1
Mobile station supports EMM combined procedures
ISR support
0
The mobile station does not support ISR.
1
The mobile station supports ISR.
SRVCC to GERAN/UTRAN capability
0
SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN not supported
1
SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported

EPC capability
This information field indicates if the MS supports access to the EPC via access networks other than GERAN or UTRAN.The network can use this information to decide whether to select a PDN Gateway or a GGSN. The MS shall set the indication to "0" if a SIM is inserted in the MS.

0
EPC not supported
1
EPC supported

NF capability
This information field indicates if the MS supports the notification procedure.
0
Mobile station does not support the notification procedure.
1
Mobile station supports the notification procedure.
GERAN network sharing capability
This information field indicates if the MS supports GERAN network sharing.
0
Mobile station does not support GERAN network sharing.
1
Mobile station supports GERAN network sharing.
User plane integrity protection support
0
The mobile station does not support user plane integrity protection.
1
The mobile station supports user plane integrity protection.
GIA/4 (NOTE)
0
integrity algorithm GIA/4 not available
1
integrity algorithm GIA/4 available

GIA/5 (NOTE)
0
integrity algorithm GIA/5 not available
1
integrity algorithm GIA/5 available 

GIA/6 (NOTE)
0
integrity algorithm GIA/5 not available
1
integrity algorithm GIA/5 available 

GIA/7 (NOTE)
0
integrity algorithm GIA/5 not available
1
integrity algorithm GIA/5 available


	NOTE:
The requirements for the support of the GEA and the GIA algorithms in the MS are specified in 3GPP TS 43.020 [13].


***** Next change *****
10.5.5.x
Message authentication code
The purpose of the Message authentication code information element is to protect the integrity of a NAS message.

The Message authentication code is a type 3 information element with 6 octets length.

The Message authentication code information element is coded as shown in figure 10.5.x/3GPP TS 24.008 and table 10.5.x/3GPP TS 24.008.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Message authentication code IEI
	octet 1

	Length of message authentication code contents
	octet 2

	Message authentication code value


	octet 3

octet 6


Figure 10.5.x/3GPP TS 24.008: Message authentication code information element

Table 10.5.x/3GPP TS 24.008: Message authentication code information element

	Message authentication code value (octet 3 to 6)

This field contains the 32 bit message authentication code calculated for GMM integrity protection. Bit 1 of octet 3 contains the most significant bit, and bit 8 of octet 6 the least significant bit of these 4 octets.

	


***** End of changes *****
