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***** First change *****
1
Scope

The present document defines the Logical Link Control (LLC) layer protocol to be used for packet data transfer between the Mobile Station (MS) and Serving GPRS Support Node (SGSN).

It defines the frame structure, elements of procedure, format of fields, and procedures for the proper operation of the logical link control layer. It is based on ideas contained in IS-130 [21], ISO 3309 [16], ISO 4335 [17], and ISO 7809 [18, 19, 20] (HDLC of ISO), as well ITU-T Q.920 [13] and Q.921 [14] (LAPD). The concepts, the overview description of LLC layer functions and procedures, and the relationship with other Technical Specifications are described in general terms in 3GPP TS 23.060 [5].

LLC spans from the Mobile Station (MS) to the Serving GPRS Support Node (SGSN). LLC is intended for use with both acknowledged and unacknowledged data transfer.

The frame formats defined for LLC are based on those defined for LAPD and RLP. However, there are important differences between LLC and other protocols, in particular with regard to frame delimitation methods and transparency mechanisms. These differences are necessary for independence from the radio path.

The LLC procedures are modelled upon the concepts of HDLC as outlined in ISO 4335. Data sequence integrity between the data source and data sink is effected by means of a cyclic numbering scheme. An independent numbering scheme is used for each logical data link, as identified by the a data link connection identifier. LLC supports two modes of operation:

-
Unacknowledged peer-to-peer operation:


A logical link entity may initiate transmissions to a peer entity without prior establishment of a logical connection with the peer entity. LLC does not guarantee in-order delivery. LLC can detect errors in a received frame, and, depending on whether the frame is sent in protected mode or not, either discard or deliver the erroneous frame. No error recovery procedures are defined at the LLC layer. Higher-layer protocols can be used to provide reliability, if needed. This mode of operation is known as Asynchronous Disconnected Mode (ADM).

-
Acknowledged peer-to-peer operation:


A balanced data link involves two participating entities, and each entity assumes responsibility for the organisation of its data flow and for error recovery procedures associated with the transmissions that it originates. Each entity operates as both a data source and data sink in a balanced link, allowing information to flow in both directions. This mode of operation is known as Asynchronous Balanced Mode (ABM), and provides a reliable service with in-order delivery.

In unacknowledged operation, LLC can provide integrity protection.
The present document is organised as follows:

-
An overview of the LLC layer functions is given in clause 4.

-
The frame structure for peer-to-peer communication is given in clause 5.

-
The elements of procedure and formats of fields are given in clause 6.

-
The elements of layer-to-layer communication are contained in clause 7.

-
The details of the peer-to-peer ABM procedures are given in clause 8.

-
The details of LLC frame ciphering are given in annex A.

-
The details of the TOM protocol layer are contained in annex B.

-
An overview of the LLC layer states is provided in annex C.

***   Next Change   ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TS 21.905 [1] and 3GPP TS 23.060 [5], and the following apply:

ABM
Asynchronous Balanced Mode

ACK
ACKnowledgement

ADM
Asynchronous Disconnected Mode

CNF
CoNFirm

DISC
DISConnect

DM
Disconnected Mode
FCS field
Frame Check Sequence field
FRMR
FRaMe Reject

GMM
GPRS Mobility Management

GRR
GPRS Radio Resources service access point

I
Information

IND
INDication

IOV
Input Offset Value

Kc
64-bit ciphering key

Kc128
128-bit ciphering key

LAPD
Link Access Procedure on the D-channel

LCS
Location Services
LL
Logical Link

LLC
Logical Link Control

LLE
Logical Link Entity

LLGMM
LLC to GPRS Mobility Management service access point

LLM
Logical Link Management

LLME
Logical Link Management Entity
MAC layer
Medium Access Control layer
MAC field
Message Authentication Code field
MOCN
Multi-Operator Core Network
REQ
REQuest

RES
RESponse

RLC layer
Radio Link Control  layer

RNR
Receive Not Ready

RR
Receive Ready

RRLP
Radio Resource LCS Protocol

S
Supervisory

SABM
Set Asynchronous Balanced Mode

SACK
Selective ACKnowledgement

TIA
Telecommunications Industry Association

TOM
Tunnelling Of Messages

UA
Unnumbered Acknowledgement

UI
Unconfirmed Information

XID
eXchange IDentification
***   Next Change   ***
4.0
General
The requirements of the LLC layer can be summarised as folows:

-
LLC shall provide a highly reliable logical link between the MS and the SGSN.

-
LLC shall be independent of the underlying radio interface protocols in order to allow introduction of alternative GPRS radio solutions with minimal change to the NSS.

-
LLC shall support variable-length information frames.

-
LLC shall support peer-to-peer data transfers.

-
LLC shall support both acknowledged and unacknowledged data transfers.

-
LLC shall permit information transfer between the SGSN and one or more MSs using the same physical (e.g. radio) resources. Thus each LLC frame shall uniquely identify the MS sending (uplink) or receiving (downlink) the information.

-
LLC shall allow information transfer with different service criteria, such that high-priority data transfers may take precedence over lower-priority transfers to the same MS.

-
LLC shall provide user data confidentiality by means of a ciphering function.

-
LLC shall support user identity confidentiality.
-
LLC may support integrity protection.
***   Next Change   ***
4.2.0
LLC protocol functions
LLC is considered to be a sublayer of layer 2 in the ISO 7-layer model. The purpose of LLC is to convey information between layer‑3 entities in the MS and SGSN. Specifically, LLC shall support:

-
multiple MSs at the Um interface;

-
multiple layer‑3 entities within an MS.

LLC includes functions for:

-
the provision of one or more logical link connections discriminated between by means of a DLCI;

-
sequence control, to maintain the sequential order of frames across a logical link connection;

-
detection of transmission, format and operational errors on a logical link connection;

-
recovery from detected transmission, format, and operational errors;

-
notification of unrecoverable errors;

-
flow control;
-
ciphering; and

-
integrity protection.

LLC layer functions provide the means for information transfer via peer-to-peer logical link connections between an MS and SGSN pair.

***   Next Change   ***
4.3
Unacknowledged operation

With this type of operation, layer‑3 information is transmitted in numbered Unconfirmed Information (UI) frames. The UI frames are not acknowledged at the LLC layer. Neither error recovery nor reordering mechanisms are defined, but transmission and format errors are detected. Duplicate UI frames are discarded.

Flow control procedures are not defined.

Two modes of unacknowledged operation are defined:

-
protected mode in which the FCS field protects the frame header and information field, including the MAC field, if any; and

-
unprotected mode in which the FCS field protects the frame header and only the first N202 octets of the information field, including the MAC field, if any.

The MAC field, when used, protects the frame header and the information field. Unacknowledged operation is allowed for all SAPIs that are not reserved (see table 2).

***   Next Change   ***
4.5.1
Data link connection identification

A logical link connection is identified by a DLCI consisting of two identifiers: a SAPI and a TLLI.

The SAPI is used to identify the service access point on the SGSN side and the MS side of the LLC interface. SAPI is carried in the address field of each LLC frame.

The TLLI is used to identify a specific MS. TLLI assignment is controlled by GMM. TLLI is not carried in LLC frames, but in BSSGP messages as defined in 3GPP TS 48.018 [12], and in RLC/MAC layer blocks as defined in 3GPP TS 44.018 [8].

***   Next Change   ***
4.6
Data confidentiality
The LLC layer shall provide data confidentiality by ciphering the information and FCS fields of data frames:

-
The information and FCS fields of I frames shall be ciphered whenever ciphering information has been assigned to the TLLI.

-
The information field (including the MAC field if integrity protection is used) and the FCS field of UI frames shall be ciphered whenever layer 3 indicates that the UI frame shall be ciphered and ciphering information has been assigned to the TLLI.
For details and usage of ciphering, see Annex A.
4.6a
Integrity protection
The LLC layer may provide integrity protection of the frame header and the information field (including the MAC field if integrity protection is used) of data frames:

-
The frame header and the information field (including the MAC field if integrity protection is used) of UI frames shall be integrity protected whenever layer 3 indicates that the UI frame shall be integrity protected and integrity protection information has been assigned to the TLLI.
For details and usage of integrity protection, see 3GPP TS 43.020 [27].
***   Next Change   ***
4.7.0
General
The LLC layer structure is shown in figure 2. This figure is a model shown for illustrative purposes only, and does not constrain implementations.




Figure 2: Functional model of the LLC layer

4.7.1
Logical Link Entity

The logical link procedures consist of multiple Logical Link Entities (LLEs) that control the information flow of individual connections. There may be multiple LLEs per TLLI. Functions provided by each LLE are:

-
unacknowledged information transfer;

-
acknowledged information transfer;

-
flow control in ABM operation;
-
frame error detection; and
-
integrity protection (in unacknowledged information transfer).

The LLE analyses the control field of the received frame (see subclause 6.3) and provides appropriate responses and layer-to-layer indications. In addition, LLE analyses the LLC layer service primitives and transmits the appropriate command and response frames. There is one logical link entity for each DLCI.

4.7.2
Multiplex procedure

On frame transmission, the multiplex procedure generates and inserts the FCS field and the MAC field if integrity protection is used, performs the frame ciphering function, and provides SAPI-based logical link control layer contention resolution between the various LLEs.

On frame reception, the multiplex procedure performs the frame decipher function and checks the FCS field and the MAC field if integrity protection is used. If the frame passes the FCS field and the MAC field checks, the multiplex procedure distributes the frame to the appropriate logical link entity based on the DLCI.

3GPP TS 41.061 [2] contains the requirements for the GPRS ciphering algorithm.

***   Next Change   ***
5.1
General

All logical link control layer peer-to-peer exchanges shall be in frames conforming to the format shown in figure 3 and figure 3a. The frame header shall consist of the address and control fields, and is a minimum of 2 octets and a maximum of 37 octets long.

	8
	7
	6
	5
	4
	3
	2
	1

	Address field (1 octet)

	

	Control field

	(variable length, max. 36 octets)

	

	

	Information field

	(variable length, max. N201 octets)

	

	

	

	Frame Check Sequence field

	(3 octets)


Figure 3: LLC frame format
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	2
	1

	Address field (1 octet)

	

	Control field

	(variable length, max. 36 octets)

	

	

	Information field

	(variable length, max. N201 octets)

	

	

	

	Message Authentication Code field

	(4 octets)

	

	

	Frame Check Sequence field

	(3 octets)


Figure 3a: LLC frame format with integrity protection
NOTE:
For an LLC frame with integrity protection, the MAC field is included in the information field. When the MAC field is included in the message, the maximum length of the integrity protected message is N201 – 4 octets.
***   Next Change   ***
5.4
Information field

The information field of a frame, when present, follows the control field (see subclause 6.4). The maximum number of octets in the information field (N201) is defined in subclause 8.9.5.

***   Next Change   ***
5.5a
Message Authentication Code (MAC) field

The MAC field, when present, shall contain the integrity protection information for the frame. The MAC field shall be included in the security protected frames when integrity protection has been activated. For usage and detailed coding of the MAC field, see 3GPP TS 43.020 [27].
MAC calculation shall be done before the CRC calculation at the transmitting side, and after CRC calculation at the receiving side.
***   Next Change   ***
5.6.2
Information protection

The information carried within a UI frame may be considered as either "protected" or "unprotected" (see subclause 6.3.5.5.2). CRC error detection procedures are only used on the first N202 octets of the information content within unprotected UI frames, supporting applications that can tolerate bit errors.

***   Next Change   ***
5.7.3
Field mapping convention

When a field is contained within a single octet, the lowest bit number of the field represents the lowest-order value. When a field spans more than one octet, the order of bit values within each octet progressively decreases as the octet number increases. In that part of the field contained in a given octet the lowest bit number represents the lowest-order value.

For example, a bit number can be identified as a couple (o, b) where o is the octet number and b is the relative bit number within the octet. Figure 5 illustrates a field that spans from bit (1, 3) to bit (2, 7). The high-order bit of the field is mapped on bit (1, 3) and the low-order bit is mapped on bit (2, 7).
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Figure 5: Field mapping convention

An exception to the preceding field mapping convention is the FCS field and the MAC field. In this case bit 1 of the first octet is the high-order bit and bit 8 of the last octet is the low-order bit. The field mapping for a 24 bit FCS field is shown in figure 6, and the field mapping for a 32 bit MAC field is shown in figure 6a.
Editor’s Note: It must be verified if the field mapping convention for the MAC field is aligned with the mapping for other instances of MAC fields.
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Figure 6: FCS field mapping convention
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Figure 6a: MAC field mapping convention
5.8
Invalid frames

An invalid frame is a frame that:

-
contains fewer octets than necessary to include the address field, control field, information field (including the MAC field if integrity protection is used), and FCS field necessary to constitute a complete frame according to the contents of the control field;

-
has the PD bit set to 1;

-
contains a reserved SAPI or a SAPI that is not supported or not assigned to a layer‑3 entity;
-
contains an FCS field error (see subclause 6.3.5.5.2 for details on FCS field error); or
-
contains a MAC field error (see subclause  6.3.5.5.2a for details on MAC field error).
An invalid frame shall be discarded without notification to the sender. No action shall be taken as the result of that frame.

***   Next Change   ***
6.2.0
Address field format
The address field consists of

-
the Protocol Discriminator bit PD;

-
the Command/Response bit C/R; and

-
the SAPI.

The format of the address field is shown in figure 7.
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Figure 7: Address field format

***   Next Change   ***
6.3.0
Control field formats
The control field identifies the type of frame. Four types of control field formats are specified:

-
confirmed information transfer (I format);

-
supervisory functions (S format);

-
unconfirmed information transfer (UI format); and

-
control functions (U format).

The control field formats for LLC are shown in figure 8 and figure 9. For definition of values for supervisory bits and unnumbered function bits, see table 4.
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Figure 8: Control field format
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Figure 9: SACK I and S frame control field format

6.3.1
Information transfer format - I

The I format shall be used to perform an information transfer between layer‑3 entities with acknowledgement. The functions of N(S), N(R), and A are independent; that is, each I frame has an N(S) sequence number, an N(R) sequence number that may or may not acknowledge additional I frames received by the LLE, and an A bit that may be set to 0 or 1. The use of N(S), N(R), and A is defined in clause 8.Each I frame also contains supervisory information, in effect "piggy-backing" an S frame with each I frame, so that it may be considered to be an I+S frame.

***   Next Change   ***
6.3.3
Unconfirmed Information format - UI

The UI format shall be used to perform an information transfer between layer‑3 entities without acknowledgement. No verification of sequence numbers is performed for UI frames. Therefore, a UI frame may be lost without notification to the layer‑3 entity if a logical link exception occurs during transmission of the frame. The information field may be encrypted or not as indicated by the E bit (see subclause 6.3.5.5.1). The frame also includes a PM bit that allows the transfer of unprotected information (see subclause 6.3.5.5.2). If integrity protection is intended to be used, the frame may be integrity protected or not as indicated by the IP bit (see subclause 6.3.5.2a).
***   Next Change   ***
6.3.5.2a
Integrity Protection bit (IP)

UI frames contain the Integrity Protection (IP) bit.
The IP bit set to 1 is used by an LLE to indicate integrity protected frames that include the 4 octet MAC field. The IP bit set to 0 is used by an LLE to indicate non-integrity protected frames.
***   Next Change   ***
6.3.5.5.2
Protected Mode bit (PM)

The PM bit is used to indicate whether the FCS field shall be calculated using both the frame header and information fields.

The PM bit is set to 1 to indicate that the FCS field covers the frame header field and the information field (including the MAC field if any).

The PM bit is set to 0 to indicate that the FCS field covers only the frame header field and the first N202 octets of the information field. If the length of the information field is less than N202 octets then the FCS field shall cover the complete information field. This permits UI frames to transport "unprotected" information, such that errors beyond the first N202 octets of the information field do not result in the frame being discarded.
Table 3: UI frame content, relationship between PM bit and E bit
	PM
	E
	UI frame information field

	0
	0
	unprotected, non-ciphered information

	0
	1
	unprotected, ciphered information

	1
	0
	protected, non-ciphered information

	1
	1
	protected, ciphered information


***   Next Change   ***
6.4.1
General
The following commands and responses are used by the MS and the SGSN LLEs and are represented in table 4. Each logical link connection shall support the appropriate set of commands and responses for the type of operation desired (see clause 8).

Those frame types not identified in figure 8, figure 9, or table 4, shall be identified as having undefined command and/or response control fields, and shall be treated as defined in subclause 8.8.2.

Table 4: Commands and responses

	Format
	Commands
	Responses
	Encoding

	
	
	
	S1
	S2
	M4
	M3
	M2
	M1

	Supervisory
	RR
	RR
	0
	0
	-
	-
	-
	-

	Supervisory
	ACK
	ACK
	0
	1
	-
	-
	-
	-

	Supervisory
	RNR
	RNR
	1
	0
	-
	-
	-
	-

	Supervisory 

or

Information + Supervisory
	SACK
	SACK
	1
	1
	-
	-
	-
	-

	Unnumbered
	-
	DM
	-
	-
	0
	0
	0
	1

	Unnumbered
	DISC
	-
	-
	-
	0
	1
	0
	0

	Unnumbered
	-
	UA
	-
	-
	0
	1
	1
	0

	Unnumbered
	SABM
	-
	-
	-
	0
	1
	1
	1

	Unnumbered
	-
	FRMR
	-
	-
	1
	0
	0
	0

	Unnumbered
	XID
	XID
	-
	-
	1
	0
	1
	1

	Unnumbered
	NULL
	-
	-
	-
	0
	0
	0
	0


The commands and responses in table 4 are defined in the following subclauses.

***   Next Change   ***
6.4.2.2
Unconfirmed Information (UI) Dummy command

The UI Dummy command is a special UI command that shall never be transmitted by an LLC entity, but it can be received by the LLC entity at the MS.

If the LLC entity at the MS receives a UI Dummy command, it shall discard it without any further actions.

NOTE 1:
The UI Dummy command may be used by the network for different  purposes which are specified in 3GPP TS 44.060 [23] (e.g. to delay the release of a downlink TBF).

The format of the UI Dummy command is illustrated in figure 11a. The length of the UI Dummy command is variable, with a minimum value of 6 octets and a maximum value of 79 octets. All octets from octet 4 to the last octet N shall be encoded with a hexadecimal value of 2B. 

NOTE 2:
The format specified for the UI Dummy command ensures that a receiving LLC entity will always discard it, since the FCS field check always fails (no matter what the length of the UI Dummy command is).

	Bit
	

	8
	7
	6
	5
	4
	3
	2
	1
	

	PD=0
	C/R=1
	0
	0
	SAPI=3
	Octet 1

	1
	1
	D=0
	0
	0
	N(U) =0
	Octet 2

	N(U) =0
	E=0
	PM=1
	Octet 3

	0
	0
	1
	0
	1
	0
	1
	1
	Octet 4

	0
	0
	1
	0
	1
	0
	1
	1
	Octet 5

	0
	0
	1
	0
	1
	0
	1
	1
	Octet 6

	·
	

	·
	

	·
	

	0
	0
	1
	0
	1
	0
	1
	1
	Octet N-2 
(LLC FCS field)

	0
	0
	1
	0
	1
	0
	1
	1
	Octet N-1 
(LLC FCS field)

	0
	0
	1
	0
	1
	0
	1
	1
	Octet N 
(LLC FCS field)


Figure 11a: Format of the UI Dummy command

***   Next Change   ***
7
Elements for layer-to-layer communication

7.1
Definition of service primitives and parameters

7.1.0
General
Communications between layers and between entities within the logical link control layer are accomplished by means of service primitives. Service primitives represent, in an abstract way, the logical exchange of information and control between the logical link control layer and adjacent layers. They do not specify or constrain implementations.

Service primitives consist of commands and their respective responses associated with the services requested of another layer. The general syntax of a primitive is:

XXX ‑ Generic name ‑ Type (Parameters)

where XXX designates the service access point between the LLC layer and the layer providing or using the service. For the present document XXX is:

-
"LLGMM" for the SAP between the LLC layer and the GPRS mobility management function;

-
"LL" for the SAPs between the LLEs and layer 3;

-
"GRR" for the SAP between the LLC layer and the RLC/MAC layer; and

-
"BSSGP" for the SAP between the LLC layer and the BSSGP layer.

***   Next Change   ***
7.1.2
LLC layer service primitives

A service primitive specifies the activity that the identified layer should perform. Table 7 lists the primitives defined in the present document.

Table 7: LLC layer service primitives

	Generic Name
	Location
	Type
	Parameters

	
	MS
	SGSN
	REQ
	IND
	RES
	CNF
	

	GMM ( LLME

	LLGMM-ASSIGN
	X
	X
	X
	
	
	
	TLLI Old, TLLI New, Ciphering Key, Ciphering Algorithm

	LLGMM-RESET
	
	X
	X
	
	
	X
	TLLI

	LLGMM-TRIGGER
	X
	
	X
	
	
	
	TLLI, Cause

	LLGMM-SUSPEND
	X
	
	X
	
	
	
	TLLI

	LLGMM-SUSPEND
	
	X
	X
	
	
	
	TLLI, Page

	LLGMM-RESUME
	X
	X
	X
	
	
	
	TLLI

	LLGMM-PAGE
	
	X
	
	X
	
	
	TLLI

	LLGMM-IOV
	
	X
	X
	
	
	X
	TLLI

	LLGMM-STATUS
	X
	X
	
	X
	
	
	TLLI, Cause

	LLGMM-PSHO
	X
	
	
	X
	
	
	TLLI, Ciphering Algorithm

	LLGMM-PSHO
	
	X
	X
	
	
	
	TLLI, Ciphering Key, Ciphering Algorithm 

	LLGMM-PSHO
	
	X
	
	
	
	X
	TLLI, IOV-UI, old XID indicator

	GMM ( LLE, SNDCP ( LLE, SMS ( LLE, and TOM ( LLE

	LL-RESET
	X
	X
	
	X
	
	
	TLLI, old XID indicator

	LL-ESTABLISH
	X
	X
	X
	
	
	
	TLLI, XID Req

	LL-ESTABLISH
	X
	X
	
	X
	
	
	TLLI, XID Req, N201‑U, N201‑I

	LL-ESTABLISH
	X
	X
	
	
	X
	
	TLLI, XID Neg

	LL-ESTABLISH
	X
	X
	
	
	
	X
	TLLI, XID Neg, N201‑U, N201‑I

	LL-RELEASE
	X
	X
	X
	
	
	
	TLLI, Local

	LL-RELEASE
	X
	X
	
	X
	
	
	TLLI, Cause

	LL-RELEASE
	X
	X
	
	
	
	X
	TLLI

	LL-XID
	X
	X
	X
	
	
	
	TLLI, XID Req

	LL-XID
	X
	X
	
	X
	
	
	TLLI, XID Req, N201‑U, N201‑I

	LL-XID
	X
	X
	
	
	X
	
	TLLI, XID Neg

	LL-XID
	X
	X
	
	
	
	X
	TLLI, XID Neg, N201‑U, N201‑I

	LL-DATA
	X
	
	X
	
	
	
	TLLI, L3‑PDU, Reference, QoS Parameters, Radio Priority

	LL-DATA
	
	X
	X
	
	
	
	TLLI, L3‑PDU, Reference, QoS Parameters

	LL-DATA
	X
	X
	
	X
	
	
	TLLI, L3‑PDU

	LL-DATA
	X
	X
	
	
	
	X
	TLLI, Reference

	LL-UNITDATA
	X
	
	X
	
	
	
	TLLI, L3‑PDU, QoS Parameters, Radio Priority, Cipher

	LL-UNITDATA
	
	X
	X
	
	
	
	TLLI, L3‑PDU, QoS Parameters, Cipher, Redirect indication, IMSI, GMM cause, Redirect complete

	LL-UNITDATA
	X
	
	
	X
	
	
	TLLI, L3‑PDU, Cipher

	LL-UNITDATA
	
	X
	
	X
	
	
	TLLI, L3‑PDU, Cipher, Redirect attempt, IMSI

	LL-STATUS
	X
	X
	
	X
	
	
	TLLI, Cause

	LLE ( RLC/MAC

	GRR-DATA
	X
	
	X
	
	
	
	TLLI, LL‑PDU, SAPI, Cause, QoS Parameters, Radio Priority

	GRR-DATA
	X
	
	
	X
	
	
	TLLI, LL‑PDU

	GRR-UNITDATA
	X
	
	X
	
	
	
	TLLI, LL‑PDU, SAPI, QoS Parameters, Radio Priority

	GRR-UNITDATA
	X
	
	
	X
	
	
	TLLI, LL‑PDU

	LLE ( BSSGP

	BSSGP-DL-UNITDATA
	
	X
	X
	
	
	
	TLLI, LL‑PDU, QoS Parameters, RLC Confirm, SAPI, Redirect indication, IMSI,GMM cause, V(U) for redirect, Redirect complete

	BSSGP-UL-UNITDATA
	
	X
	
	X
	
	
	TLLI, LL‑PDU, Cell Id, Redirect attempt, IMSI, V(U) for redirect

	NOTE:
Parameters related to MOCN configuration, i.e. Redirect indication, IMSI, GMM cause, Redirect attempt, V(U) for redirect, and Redirect complete are applicable only to SAPI 1.


Editor’s Note: The affected primitives must be updated.
***   Next Change   ***
7.2.2.5
LL-DATA

The LL-DATA primitives shall only be used for LLEs in ABM. The following operations are defined:

-
LL-DATA-REQ shall be used to request the confirmed transmission of an L3‑PDU to the peer. QoS Parameters in the SGSN includes precedence class, delay class, and peak throughput. QoS Parameters in the MS includes peak throughput. QoS Parameters is defined as part of the Quality of Service information element in 3GPP TS 24.008 [8a]. Radio Priority indicates the radio priority level to be used by the RLC/MAC layer.

-
LL-DATA-IND shall be used to deliver a correctly received L3‑PDU to layer 3.

-
LL-DATA-CNF shall be used to confirm the delivery of an L3‑PDU to layer 3 in the peer. The Reference parameter shall be set to the same value as the Reference parameter received in the corresponding LL-DATA-REQ.

7.2.2.6
LL-UNITDATA

LL-UNITDATA-REQ shall be used to request the unconfirmed transmission of an L3‑PDU to the peer. QoS Parameters in the SGSN includes precedence class, delay class, reliability class, and peak throughput. QoS Parameters in the MS includes peak throughput and reliability class. Reliability class indicates whether the UI frame carrying the L3‑PDU shall be transmitted in protected or unprotected mode, and whether the RLC/MAC layer acknowledged or unacknowledged mode shall be used. Radio Priority indicates the radio priority level to be used by the RLC/MAC layer. Cipher indicates whether the UI frame shall be ciphered or not.
Redirect indication, if included, indicates that the SGSN in a multi-operator core network (MOCN) configuration (see 3GPP TS 23.251 [5b]) cannot serve the L3 request. IMSI indicates the IMSI of the UE that is associated with the LLE. GMM cause is the cause code in the L3 message. Redirect complete, if included, indicates that the SGSN will serve the L3 request. Redirect indication and redirect complete shall not both be included.
LL-UNITDATA-IND shall be used to deliver an L3‑PDU received in a UI frame to layer 3. Cipher indicates whether the received UI frame was ciphered or not. Redirect attempt and IMSI indicate parameters related to MOCN configuration that are to be forwarded with the L3-PDU received in the associated BSSGP-UL-UNITDATA-IND primitive.

NOTE:
The MOCN parameters map to BSSGP information elements as described in 3GPP TS 48.018 [12]

***   Next Change   ***
7.2.3.1
GRR-DATA

GRR-DATA-REQ shall be used by an LLE in an MS to request the reliable transmission of an LL‑PDU. SAPI indicates the SAPI of the LLE. Cause indicates whether GRR-DATA-REQ is sent due to a page response. QoS Parameters includes peak throughput. For UI frames, peak throughput shall be set according to the QoS parameters of the layer‑3 entity requesting the transmission of the UI frame. For all other LLC frames, peak throughput may be set according to the QoS parameters for any layer‑3 entity that is using the SAPI. Radio Priority indicates the radio priority level to be used by the RLC/MAC layer.

GRR-DATA-IND shall be used by the RLC/MAC layer in an MS to indicate the successful reception of an LL‑PDU. The LL‑PDU was completely received without errors detected by the RLC layer.

All LLC frames except UI frames for SAPIs 3, 5, 9, and 11 shall be transferred with GRR-DATA primitives. All UI frames for SAPIs 3, 5, 9, and 11 shall be transferred with GRR-DATA or GRR-UNITDATA primitives.

7.2.3.2
GRR-UNITDATA

GRR-UNITDATA-REQ shall be used by an LLE in an MS to request the unreliable transmission of a UI frame. SAPI indicates the SAPI of the LLE. QoS Parameters includes peak throughput. Peak throughput shall be set according to the QoS parameters of the layer‑3 entity requesting the transmission of the UI frame. Radio Priority indicates the radio priority level to be used by the RLC/MAC layer.

GRR-UNITDATA-IND shall be used by the RLC/MAC layer in an MS to indicate the reception of a UI frame.

Only UI frames for SAPIs 3, 5, 9, and 11 shall be transferred with GRR-UNITDATA primitives.

***   Next Change   ***
8.3.0
General
TLLI assignment and unassignment is further described in clause 7 and annex C. The following two subclauses illustrate the TLLI assignment and unassignment procedures.

***   Next Change   ***
8.4.0
General
The procedures that apply to the unacknowledged transmission of information are defined below. No LLC layer error recovery procedures are defined for unacknowledged operation.
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Figure 13: Unacknowledged information transmission

***   Next Change   ***
8.6.0
General
Having either transmitted the UA response to a received SABM command or received the UA response to a transmitted SABM, I frames and supervisory frames may be transmitted and received. The procedures that apply to the transmission of I frames are defined below.

NOTE:
The term "transmission of an I frame" refers to the delivery of an I frame by the LLC layer to the RLC/MAC layer or BSSGP layer.

Each LLE shall store the history of the transmitted I frames, i.e., the LLE shall remember the I‑frame transmission sequence. The history is used to decide which I frames to retransmit. Due to retransmission, the history is not necessarily an in-order sequence.

A frame within the receive window is either:

-
received: the frame has been correctly received; or

-
not received: the frame has not been correctly received.

A frame within the transmit window is either:

-
not yet transmitted: the frame has not yet been transmitted;

-
transmitted: the frame has been (re‑)transmitted, but the LLE does not know if the frame has been received in the peer LLE;

-
acknowledged: the frame has been acknowledged by the peer LLE; or

-
marked for retransmission: the LLE has decided to retransmit this I frame.

I frames shall be transmitted in ascending N(S) order. When I frames are retransmitted, the frame with the lowest N(S) shall be retransmitted first. This is used by the receiving LLE to detect lost frames as described in subclause 8.6.3.1.

***   Next Change   ***
A.2.0
General
The ciphering algorithm has three input parameters:

-
the ciphering key (Kc or Kc128);

-
the frame-dependent input (Input); and

-
the transfer direction (Direction).

The ciphering algorithm has one output parameter:

-
Output.

The relationship between the input and output parameters and the ciphering algorithm is illustrated in figure A.1.


[image: image10.emf]Ciphering Algorithm

Ciphering Algorithm

Ciphering Key

Ciphering Key

Input Direction

Unciphered 

Frame

Deciphered 

Frame

Ciphered 

Frame

MS or SGSN

 

Output

Input Direction

SGSN or MS

 

Output


Figure A.1: GPRS ciphering environment

The input and output parameters and the other elements from figure A.1 are defined in table A.1.

Table A.1: Ciphering parameters and frames

	Parameter
	Length
	Description

	Kc
	64 bits
	The LLGMM-ASSIGN-REQ Ciphering Key parameter received from GMM.

	Kc128
	128 bits
	The LLGMM-ASSIGN-REQ Ciphering Key parameter received from GMM.

	Input
	32 bits
	A modulo counter as defined in subclause A.2.1.

	Direction
	1 bit
	Set to 0 if the direction of LLC frame transmission is from the MS to the SGSN.
Set to 1 if the direction of LLC frame transmission is from the SGSN to the MS.

	Ciphering Algorithm
	-
	A GPRS ciphering algorithm as determined by the LLGMM-ASSIGN-REQ Ciphering Algorithm parameter received from GMM.

	Output
	maximum 1 523 octets
	The output of Ciphering Algorithm — a sequence of octets.

	Unciphered Frame
	maximum 1 523 octets
	An LLC layer I or UI frame to be ciphered.

	Ciphered Frame
	maximum 1 523 octets
	A ciphered LLC layer I or UI frame. Only the information field and the FCS field shall be ciphered. Ciphered Frame shall be generated by XORing the octets of Output and the information field and the FCS field of Unciphered Frame, starting with the lowest numbered octet of Unciphered Frame.

	Deciphered Frame
	maximum 1 523 octets
	A deciphered LLC layer I or UI frame. Deciphered Frame shall be generated by XORing the octets of Output and the ciphered part of Ciphered Frame, starting with the lowest numbered octet of Ciphered Frame. When transmitting an LLC frame, Deciphered Frame shall be identical to Unciphered Frame if no transmission errors have occurred.


It is an implementation option to optimise the ciphering algorithm by for example producing only as many Output octets as is needed to cipher Unciphered Frame.

***   Next Change   ***
B.1.0
TOM Protocol Envelope format
All TOM protocol peer-to-peer exchanges shall be in TOM Protocol Envelopes conforming to the format shown in figure B.1. The TOM Protocol Header shall consist of the TOM Protocol Discriminator, Remaining Length of TOM Protocol Header, and Remaining Octets of TOM Protocol Header fields, and is a minimum of 1 octet and a maximum of 15 octets long.

	8
	7
	6
	5
	4
	3
	2
	1

	Remaining Length of TOM Protocol Header
	TOM Protocol Discriminator

	

	Remaining Octets of TOM Protocol Header

	(variable length, max. 14 octets)

	

	

	Message Capsule

	(variable length, max. application specific)

	(variable length, max. 220 octets)

	

	


Figure B.1: TOM Protocol Envelope format 

NOTE:
When the TOM Protocol Discriminator indicates TIA/EIA-136, the maximum size of the message capsule is 220 octets (see TIA/EIA-136 [22]). 
When the TOM Protocol Discriminator indicates RRLP, the maximum size of the message capsule is 242 octets (see 3GPP TS 44.031 [24]).

B.1.1
TOM Protocol Discriminator

TOM Protocol Discriminator indicates the specific protocol using TOM, and is coded as follows:

bits
4 3 2 1

0 0 0 0

Not specified

0 0 0 1

TIA/EIA‑136 (see TIA/EIA-136 ([22])
0 0 1 0

RRLP (see 3GPP TS 44.031 [24])
1 1 1 1

Reserved for extension

All other values are reserved

If any other value than '0 0 0 1' or '0 0 1 0'  is received, then the TOM Protocol Envelope shall be discarded with no further action.
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