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1. Abstract
This document identifies that GMS determination of the MCPTT ID of sender of the HTTP requests and SIP requests is not clear in TS 33.179.
This document also identifies that GMS determination of CSK used for decryption of XML elements included in SIP requests is not clear in TS 33.179.

2. Discussion
33.179 states:
-----------

5.6
MCPTT User Authorization

5.6.1
General

This clause expands on the MCPTT User Service Authorization step shown in figure 5.1-1 step C.

MCPTT User Service Authorization is the MCPTT function that validates whether or not a MCPTT user has the authority to access certain MCPTT services. In order to gain access to MCPTT services, the MCPTT client in the UE presents an access token (acquired during user authentication as described in subclause 5.5) to each service of interest (i.e. MCPTT Key Management, MCPTT user services, etc.). If the access token is valid, then the user is granted the use of that service. Figure 5.6.1-1 shows the flow for user authorization, which covers key management authorization, MCPTT user service authorization, configuration management authorization, and group management authorization.

NOTE:
All HTTP traffic between the UE and KMS, and all HTTP traffic between the UE and HTTP proxy is protected using HTTPS.

For key management authorization, the KM client in the UE presents an access token to the KMS over HTTP. The KMS validates the access token and if successful, provides user specific key material back to the UE KM client based on the MCPTT ID of the user. This includes identity based key information used for media and signalling protection.

For user service authorization, the MCPTT client in the UE presents an access token to the MCPTT server over SIP. The MCPTT server validates the access token and if successful, authorizes the user for full MCPTT services and sends an acknowledgement back to the MCPTT client. The MCPTT server then maps and maintains the IMPU to MCPTT ID association. The MCPTT ID to IMPU association shall only be known to the application layer. The SIP message used to convey the access token from the MCPTT client to the MCPTT server may be either a SIP REGISTER or SIP PUBLISH message.

The UE can now perform configuration management authorization and download the user profile. Following the flow described in subclause 10.1.4.2 of 3GPP TS 23.179 "MCPTT user obtains the user profile (UE initiated)", the Configuration Management (CM) client in the UE sends an access token in the user profile query to the Configuration Management server over HTTP. The CM server receives the request and validates the access token, and if valid, the CM server uses the MCPTT ID to obtain the user profile from the MCPTT user database. The CM server then sends the user profile back to the CM client over HTTP.

Upon receiving the user's profile, the Group Management (GM) client in the UE can now perform group management authorization. The GM client obtains the user's group membership information from the user's profile, and following the flow shown in clause 10.1.5.2 of 3GPP TS 23.179 "Retrieve group configurations at the group management client", the Group Management (GM) client in the UE sends an access token in the Get group configuration request to the host GM server of the group membership over HTTP. The GM server validates the access token, and if valid, completes the flow. As part of group management authorization, group key information is provided as per subclause 7.3.2 of the present document.
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Figure 5.6.1-1: MCPTT user authorization

The user authorization procedure in Step C of Figure 5.1-1 is further detailed into 5 sub steps that comprise the MCPTT user service authorization process:

Step C-1:
If not already done, establish a secure HTTP tunnel using HTTPS between the MCPTT UE and MCPTT proxy server. Subsequent HTTP messaging makes use of this tunnel.

Step C-2:
The KMS client in the UE presents an access token to the KMS over HTTP. The KMS authorizes the user for key management services and replies to the client with identity specific key information.

Step C-3:
The MCPTT client in the UE presents an access token to the MCPTT server over SIP as defined in clause 5.6.2 of the present document.

Step C-4:
The CM client in the UE follows the "MCPTT user obtains the user profile (UE initiated)" flow from clause 10.1.4.2 of 3GPP TS 23.179, presenting an access token in the Get MCPTT user profile request over HTTP. If the token is valid, then the CM server authorizes the user for configuration management services. Completion of this step results in the CM server providing the user's profile to the CM client.

Step C-5:
The GM client in the UE follows the "Retrieve group configurations at the group management client" flow as shown in clause 10.1.2 of 3GPP TS 23.179, presenting an access token in the Get group configuration request over HTTP. If the token is valid, the CM server authorizes the user for group management services. Completion of this step results in the GMS sending the user's group policy information and group key information to the GM client.

-----------
The following issues were identified:

Question-1)
if the GMC accesses several group documents in sequence, would the GMC provide the access token in every Get group configuration request of every the "Retrieve group configurations at the group management client" flow as shown in clause 10.1.2 of 3GPP TS 23.179, to enable GMS to determine the MCPTT ID of the sender of the Get group configuration request?
Question-2)
if the answer according to TS 33.179 to question-1 is "No", if the GMS receives a Get group configuration request without an access token, how will the GMS be able to determine the MCPTT Group ID of the sender of the Get group configuration request?

Question-3)
if the GMC creates a new group documents later on, would the GMC provide the access token in Group creation request in the "Group creation" flow as shown in clause 10.4.3 of 3GPP TS 23.179, to enable GMS to determine the MCPTT ID of the sender of the Group creation request?
Question-4)
if the answer according to TS 33.179 to question-3 is "No", if the GMS receives a Group creation request without an access token, how will the GMS be able to determine the MCPTT Group ID of the sender of the Group creation request?

Question-5)
the GMC can subscribe to notification of changes of the MCPTT group documents using the "Subscription and notification for group configuration data" flow as shown in clause 10.1.5.3 of 3GPP TS 23.179. Is GMC expected to provide the access token in every Subscribe group configuration request of every "Subscription and notification for group configuration data" flow as shown in clause 10.1.5.3 of 3GPP TS 23.179, to enable GMS to determine the MCPTT ID of the sender of the Subscribe group configuration request?
Question-6)
if the answer according to TS 33.179 to question-5 is "No", if the GMS receives a Subscribe group configuration request without an access token, how will the GMS be able to determine the MCPTT Group ID of the sender of the Subscribe group configuration request? Is GMS expected to use the access token included by the UE of GMC in REGISTER request? And if so, how will the GMS find the access token if the UE of the GMC does not include it in REGISTER request (and instead MCPTT client includes the access token in SIP PUBLISH request sent to MCPTT server)?
Further on, 33.179 states:

-----------

9.1.1
Identity based Key management for Client Server key (CSK)

The MCPTT Service provider may require that MCPTT related identities and other sensitive information transferred between the MCPTT client and MCPTT service on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signaling layer. Symmetric key based protection of SIP payload using CSK may be used to satisfy this requirement.

Identity based Public Key Cryptography (IDPKC) based on MIKEY-SAKKE IETF RFC 6509 [11] may be used to establish the CSK between two SIP endpoints. Before IDPKC can be used by MCPTT Client to securely share the encryption key, the MCPTT user shall first be authorized by KMS for MCPTT key management services. Once the MCPTT user is authorized, the KMS distributes the user's key material to the MCPTT client as specified in clause 7.2.3.

If protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, then MIKEY-SAKKE IETF RFC 6509 [11] shall be used by the MCPTT Client to securely transport the CSK over SIP to all the servers within an MCPTT domain.

The server receives the SIP message with the protected CSK and retrieves it from the message. It associates the MCPTT User's SIP Core identity (IMPU), MCPTT Id and the received CSK. Identity binding is used to uniquely identify the CSK used in protection of the SIP payload in subsequent SIP messages sent by both the MCPTT Client and the servers within an MCPTT domain.

The purpose of the CSK is the following:

-
Protection of sensitive MCPTT Application data in the Signaling plane.

-
Protection of the Access Token in the Signaling plane.

-----------

and

-----------

9.1.3.0
General

The CSK is created by the MCPTT Client and distributed to the servers within an MCPTT domain using MIKEY-SAKKE IETF RFC 6509 [11].The shared CSK is distributed in the MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [11], which ensure the confidentiality, integrity and authenticity of the payload.

-----------

Question-7)
If protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, is the GMC expected to include CSK (secured using MIKEY-SAKKE) in Subscribe group configuration request of "Subscription and notification for group configuration data" flow as shown in clause 10.1.5.3 of 3GPP TS 23.179, to enable GMS to decrypt the XML elements included in the Subscribe group configuration request?
Question-8)
if the answer according to TS 33.179 to question-7 is "No", how can GMS decrypt the XML elements included in the Subscribe group configuration request?
Question-9)
if the answer according to TS 33.179 to question-7 is "Yes", is CSK indicated by GMC expected to be the same as CSK indicated by MCPTT client?
3. Proposal

It is proposed to discuss the questions above and send an LS to SA3 if answers to the questions above are not found.
MCPTT 
UE
KMS
C-1: Establish a secure tunnel
MCPTT
server
GMS
CMS
MCPTT
proxy
C-2: Key Management Authorisation
C-5: Group Management Authorisation
C-4: Configuration Management Authorisation
C-3: User Service Authorisation



