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7.a
Group Key Transport Payload

7.a.1
General

The requirements in the remaining subclauses of the parent subclause of this subclause apply for encoding of group key and related parameters using IETF RFC 3830 [rfc3830] and IETF RFC 6509 [rfc6509], as specified in 3GPP TS 33.179 [r33179].

7.a.2
Group Key Transport Payload Structure

The group key transport payload is an I_MESSAGE as specified in IETF RFC 3830 [rfc3830], with additional fields as specified in IETF RFC 6509 [rfc6509], composed with the following clarification:

a)
the common header payload specified in IETF RFC 3830 [rfc3830] is included and the CDB_ID field of the common header payload contains GUK-ID as specified in 3GPP TS 33.179 [r33179];

b)
the timestamp payload specified in IETF RFC 3830 [rfc3830] is included and the TS type field of the timestamp payload is set to 'NTP-UTC';

c)
the RAND payload specified in IETF RFC 3830 [rfc3830] is included;

d)
if MCPTT identifiers are not protected, the IDRi payload specified in IETF RFC 6509 [rfc6509] is included and:

1)
the ID Type field of the IDRi payload is set to the 'URI'; and

2)
the ID Data field of the IDRi payload is set to the GMS's URI, consisting of the HTTP URI identifying the directory of the application unique ID as specified in subclause 7.2.3 under the XCAP root URI;

e)
if MCPTT identifiers are protected, the ID Payload with role indicator specified in IETF RFC 6043 [rfc6043] is included and:

1)
the ID Role field of the ID Payload is set to the 'IDRuidi' as specified in subclause 7.b.2;

2)
the ID Type field of the ID Payload is set to the 'Byte string'; and

3)
the ID Data field of the ID Payload is set to the UID generated from the GMS's URI as specified in 3GPP TS 33.179 [r33179], consisting of the HTTP URI identifying the directory of the application unique ID as specified in subclause 7.2.3 under the XCAP root URI;

f)
if MCPTT identifiers are not protected, the IDRr payload specified in IETF RFC 6509 [rfc6509] is included and:

1)
the ID Type field of the IDRr payload is set to the 'URI';

2)
if an MCPTT user is targeted, the ID Data field of the IDRr payload is set to the MCPTT ID of the targeted MCPTT user; and

3)
if an constituent MCPTT group is targeted, the ID Data field of the IDRr payload is set to the MCPTT Group ID of the targeted constituent MCPTT group;

g)
if MCPTT identifiers are protected, the ID Payload with role indicator specified in IETF RFC 6043 [rfc6043] is included and:

1)
the ID Role field of the ID Payload is set to the 'IDRuidr' as specified in subclause 7.b.2;

2)
the ID Type field of the ID Payload is set to the 'Byte string';

3)
if an MCPTT user is targeted, the ID Data field of the ID Payload is set to the UID generated from the MCPTT ID of the targeted MCPTT user; and

4)
if an constituent MCPTT group is targeted, the ID Data field of the ID Payload is set to the UID generated from the MCPTT Group ID of the targeted constituent MCPTT group;

h)
the IDRkmsi payload specified in IETF RFC 6509 [rfc6509] is included and:

1)
the ID Type field of the IDRkmsi payload is set to the 'URI'; and

2)
the ID Data field of the IDRkmsi payload is set to the URI of the MCPTT KMS used by the group management server;

i)
the IDRkmsr payload specified in IETF RFC 6509 [rfc6509] is included and:

1)
the ID Type field of the IDRkmsr payload is set to the 'URI';

2)
if an MCPTT user is targeted, the ID Data field of the IDRkmsr payload is set to the URI of the MCPTT KMS used by targeted MCPTT user; and

2)
if an constituent MCPTT group is targeted, the ID Data field of the IDRkmsr payload is set to the URI of the MCPTT KMS used by targeted constituent MCPTT group;

j)
the SAKKE Payload specified in IETF RFC 6509 [rfc6509] is included and:

1)
the SAKKE Params field of the SAKKE Payload is set to 'Parameter Set 1';

2)
the ID Scheme field of the SAKKE Payload is set to 'MCPTT-ID-scheme' as specified in subclause 7.b.3; and

3)
the SAKKE Data field of the SAKKE Payload contains the GMK specified in 3GPP TS 33.179 [r33179];

k)
the SIGN payload specified in IETF RFC 6509 [rfc6509] is included and the S type field of the SIGN payload is set to the 'ECCSI';

l)
the Security Policy payload specified in IETF RFC 3830 [rfc3830] can be included;

m)
the General Extension Payload specified in IETF RFC 3830 [rfc3830] with the type field set to the 'GMK-associated-parameters' as specified in subclause 7.b.4 is included and the Data field of the General Extension Payload contains the associated parameters of GMK as specified in 3GPP TS 33.179 [r33179] figure E.6.1-1; and

n)
the General Extension Payload specified in IETF RFC 3830 [rfc3830] with the type field set to the 'SAKKE-to-self' as specified in subclause 7.b.4 can be included and the Data field of the General Extension Payload contains a SAKKE Payload specified in IETF RFC 6509 [rfc6509]. In the SAKKE Payload included in the General Extension Payload:

1)
the SAKKE Params field of the SAKKE Payload is set to 'Parameter Set 1';

2)
the ID Scheme field of the SAKKE Payload is set to 'MCPTT-SAKKE-to-self-ID-scheme' as specified in subclause 7.b.3; and

3)
the SAKKE Data field of the SAKKE Payload contains the GMK specified in 3GPP TS 33.179 [r33179].
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7.b
MIKEY Parameters Value Assignment

7.b.1
General

The sections of this subclause describe the requirements for registration of the new values in IANA registries required to support the group key payload structure as described in section 7.a.  The IANA registrations for new values for the ID Role field in IETF RFC 6043 [rfc6043], the ID Scheme field in IETF RFC 6509 [rfc6509] and the Type field of the General Extensions Payload Field in IETF RFC 3830 [rfc3830], required to support MCPTT, are detailed. 
7.b.2
ID Role field assignment

IETF RFC 6043 [rfc6043] defines values of the ID Role field. Table 7.b.2-1 shows the new values of the ID Role field for usage in MCPTT. 
Editor's note: It is FFS whether to (a) assign the new values from the "Reserved for Private Use" range, (b) describe the new values in this specification and request IANA to assign the code points, or (c) create an IETF draft specifying the new values and related IANA registration.

Table 7.b.2-1: Usage of new values of the ID Role field of the ID Payload with role indicator
	ID Role name
	ID Role value
	ID Role descriptions

	IDRuidr
	X
	The ID Data field of an ID Payload with the ID Role field set to 'IDRuidr' contains UID generated from the MCPTT ID of an MCPTT user or a UID generated from the MCPTT Group ID of an MCPTT group, as specified in 3GPP TS 33.179 [r33179].

	IDRuidi
	X+1
	The ID Data field of an ID Payload with the ID Role field set to 'IDRuidi' contains a UID generated from the GMS's URI as specified in 3GPP TS 33.179 [r33179].


7.b.3
ID Scheme field assignment

IETF RFC 6509 [rfc6509] defines the ID Scheme field of the SAKKE Payload. Table 7.b.3-1 shows the values of the ID Scheme field of the SAKKE Payload for usage in MCPTT. 
Editor's note: It is FFS whether to (a) assign the new values from the "Reserved for Private Use" range, (b) describe the new values in this specification and request IANA to assign the code points, or (c) create an IETF draft specifying the new values and related IANA registration.

Table 7.b.3-1: Usage of new values of the ID Scheme field of the SAKKE Payload

	ID Scheme name
	ID Scheme value
	ID Scheme descriptions

	MCPTT-ID-scheme
	Y
	The SAKKE Data field of a SAKKE Payload with the ID Scheme field set to 'MCPTT-ID-scheme' contains the GMK encapsulated to the UID generated from the IDRr payload or extracted from the IDRuidr payload according to 3GPP TS 33.179 [r33179] subclause F.2.1.

	MCPTT-SAKKE-to-self-ID-scheme
	Y+1
	The SAKKE Data field of a SAKKE Payload with the ID Scheme field set to 'MCPTT-SAKKE-to-self-ID-scheme' contains the GMK encapsulated to the UID generated from the IDRi payload or extracted from the IDRuidi payload according to 3GPP TS 33.179 [r33179] subclause F.2.1.


7.b.4
Type field of the General Extensions Payload Field assignment

IETF RFC 3830 [rfc3830] defines the Type field as a General Extensions Payload Field Name. Table 7.b.4-1 shows the two new values of the Type field for usage in MCPTT. 

Editor's note: It is FFS whether to (a) assign the new values from the "Reserved for Private Use" range, (b) describe the new values in this specification and request IANA to assign the code points, or (c) create an IETF draft specifying the new values and related IANA registration.

Table 7.b.4-1: Usage of new values of the Type field of the General Extension Payload Field
	TYPE 
	Type  value
	Descriptions

	SAKKE-to-self
	Z
	The Data field of a General Extension Payload with the type field set to 'SAKKE-to-self' contains a SAKKE Payload as specified in IETF RFC 6509 [rfc6509].

	GMK-associated-parameters
	Z+1
	The Data field of a General Extension Payload with the type field set to 'GMK-associated-parameters' contains the associated parameters of GMK as specified in 3GPP TS 33.179 [r33179] figure E.6.1-1.
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7.c
Group Key Transport Payload Failure

7.c.1
General

The requirements in the remaining subclauses of the parent subclause of this subclause apply for coding of group key transport payload failure.

7.c.2
Group key transport payload structure

The group key transport payload is an Error payload as specified in IETF RFC 3830 [rfc3830].

