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1. Introduction

This paper intends to analyze NAS impact related to ciphering of CIoT data. 
2. Discussion
In SA3#82 meeting, CR S3-1160308 was agreed. It specifies general security mechanisms needed for supporting user data transfer via the MME for CIoT devices. Following are the specific requirements related integrity protection and ciphering:

All user data packets sent via the MME shall be integrity protected.

User data sent via MME may be confidentiality protected.

NOTE 4:
Confidentiality protection of user data sent via MME is recommended to be used.

i.e., for CIoT data transfer, it is recommended that "Data via MME has mandatory integrity protection and a ‘should’ for confidentiality, i.e. encryption".

When the UE is in the EMM_CONNECTED mode, the secure exchange of NAS messages has been established for a NAS signalling connection, the UE sends all NAS messages integrity protected and ciphered until the NAS signalling connection is released. So above integrity confidentiality protection requirements can already be met for the UEs in EMM_CONNECTED mode.
However when the UE is in EMM_IDLE mode, 24.301 currently specifies that initial NAS message is sent unciphered:
When the UE establishes a new NAS signalling connection, it shall send the initial NAS message unciphered.
When a UE in EMM-IDLE mode establishes a new NAS signalling connection and has a valid current EPS security context, secure exchange of NAS messages can be re-established in the following ways:
1)            Except for the case described in item 3 below, the UE shall transmit the initial NAS message integrity protected with the current EPS security context, but unciphered.
So for mobile initiated data transfer, changes in stage 3 are needed if confidentiality protection is to be applied.

Note however that only the user data included in the initial NAS service request message needs to be ciphered, the other fields (like eKSI, EPS bearer ID, etc.) should not be encrypted. So far all existing security header types are with respect to the entire NAS message, not at an individual IE level:

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	Plain NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new EPS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new EPS security context (NOTE 2)

	
	
	
	
	

	
	
	
	
	Non-standard L3 message:

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	to
	If received they shall be interpreted as '1100'. (NOTE 3)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:
This codepoint may be used only for a SECURITY MODE COMMAND message.

NOTE 2:
This codepoint may be used only for a SECURITY MODE COMPLETE message.

NOTE 3:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


None of the existing header field types can be used for the initial mobile originated CIoT data transfer if confidentiality protection is applied partially to a message.

There are two alternatives to resolve this issue:

Alternative 1). Introduce new security header type specifically for this partial encryption case (Integrity protected with ciphered application data container). If the UE chooses not to encrypt the container, then existing "Integrity protected" header type can be used.

Alternative 2).  Instead of introducing a new security header type, keep the security header type to be "integrity protected". Specifically for mobile originated initial data transfer, if the data encryption is to be applied all the time, then just like IP header compression, the UE could encrypt the user data right away using stored security context after header compression before including the data in the data message container. On the MME side, when the MME receives the message, it can apply the same security context to decrypt the message and then decompress the IP header. Whether encryption is to be applied for the initial message or not can be negotiated during attach like header compression.
Currently Alternative 1) "Introduce new security header type" is proposed in C1-161694:

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	Plain NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new EPS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new EPS security context (NOTE 2)

	0
	1
	0
	1
	Integrity protected DEVICE SERVICE REQUEST message with ciphered application container

	
	
	
	
	Non-standard L3 message:

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	to
	If received they shall be interpreted as '1100'. (NOTE 3)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:
This codepoint may be used only for a SECURITY MODE COMMAND message.

NOTE 2:
This codepoint may be used only for a SECURITY MODE COMPLETE message.

NOTE 3:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


3. Conclusion

It is proposed to discuss related initial CIoT data transfer security requirements and make a decision between these two alternatives. CR implementing Alternative 1) "Introduce new security header type" is provided in C1-161694.





































































