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Overall description
In LS C1-160622, CT1 asked SA6 to clarify the intended use of the "security level of the group" and the possible values of this information element in the on-network group configuration data stored in the group management server. SA6 responded in C1-161171 by asking SA3 to provide an answer to this question. SA3 provided an answer in C1-161089.
CT1 would like to make the following observations on the content of C1-161089: 

1)
For group calls, SA3 recommend that the group security level parameter be applied to all groups as a whole and stored as general service configuration data whereas SA6 still define this data per-group in the group management data in TS 23.179.

2)
For private calls, SA3 recommend that this data be stored in general service configuration data, but SA6 does not define this data in TS 23.179 for private calls. 

3)
SA3's understanding of the security level of groups appears to be a set of flags related to media protection, floor control protection and signalling protection.
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Actions
To SA3 and SA6 

ACTION: 
3GPP TSG CT WG1 asks SA6 and SA3 to answer the following questions and update their specifications if necessary.
1)
To SA6: for group calls, does SA6 agree with SA3 that this data should be stored as service configuration data applicable for all groups, or whether this data should be applied per-group (as currently stated in TS 23.179) stored in the group management server, and if in agreement to apply this data as a whole for all groups, to make the necessary modifications to TS 23.179.
2)
To SA6: for private calls, does SA6 agree with SA3 that this data should be stored as service configuration data and if so, to make the necessary modifications to TS 23.179.
3)
To SA6: if the security level of a group is to be represented as a set of flags (as stated by SA3 in C1-161089), then rename this data to "security flags for a group" or appropriate in TS 23.179, considering SA3's response.

4)
To SA3: to clarify if "signalling protection on/off" in C1-161089 refers to the protection of sensitive application data.

5)
To SA6: if "signalling protection on/off" refers to the protection of sensitive application data [following clarification from SA3 to question 4) above], to rename this flag as "application data protection on/off" or similar when defining this data in TS 23.179.

6)
To SA3 and SA6: Please consider the requirements in [R-6.6.2.2-003], [R-6.6.2.2-004], [R-6.6.2.2-005], [R-6.13.2-003] of TS 22.179 when providing your response to this LS on the security level of a group.
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