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1. Introduction
Some general description is needed in subclause 4.1 to provide context with respect to identity management for 3GPP TS 24.382. This pCR provides text for subclause 4.1 which provides a high level view of the identity management architecture as described in 3GPP TS 33.179 and points to the subclause in 24.382 that specifies the main identity management procedure which is in the scope of 24.382.
2. Reason for Change
< Explain the reason for change (mandatory)>

3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.382 V0.2.0.
* * * First Change * * * *

4
General

4.1
Identity management


The Identity Management functional model for MCPTT is shown in figure 4.1-1 below and consists of the identity management server located in the MCPTT common services core and the identity management client located in the MCPTT UE. The IdM server and the IdM client in the MCPTT UE establish the foundation for MCPTT user authentication and user authorisation.
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Figure 4.1-1: Functional model for MCPTT identity management
The CSC-1 reference point, between the MCPTT IdM client in the UE and the Identity Management server, provides the interface for user authentication.  CSC-1 uses the HTTP-1 reference point and supports OpenID Connect Core 1.0 [6] and IETF RFC 6749 [5].

The OpenID Connect profile for MCPTT is implemented as described in 3GPP TS 33.179 [2]. MCPTT user authentication, MCPTT user authorisation, OpenID Connect Core 1.0 and the OpenID Connect profile described in 3GPP TS 33.179 [2] for MCPTT forms the basis of the MCPTT identity management architecture.
Subclause 6.3 describes the procedures for MCPTT user authentication. OIDC is flexible with respect to the user authentication mechanism used. As 3GPP TS 33.179 [2] has indicated that username and password authentication is mandatory to support, that mechanism is included in subclause 6.3, although other mechanisms are possible.
When the MCPTT user is authenticated, the procedure will provide an id token, an access token and a refresh token, which are all described in 3GPP TS 33.179 [2]. The access token is scoped to the services the MCPTT user is authorised for, e.g., group management services, key management services and MCPTT services. The access token will be utilized for MCPTT service authorisation, the procedure for which is documented in 3GPP TS 24.379 [x].
* * * Next Change * * * *
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