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1. Introduction
3GPP TS 33.179 lists three methods that can be used for HTTP-1 authentication, specifically:
· one-way authentication of the HTTP Proxy based on the server certificate 

· mutual authentication based on certificates

· mutual authentication based on pre-shared key 

Any of these mechanisms will require some configuration data in order to perform the desired form of HTTP-1 authentication.
Note that a separate pCR for  3GPP TS 24.384 and possibly 3GPP TS 24.383 is required to specify the needed configuration data.

Table 1: HTTP-1 authentication type

	Configuration item
	Values
	Notes

	http-1 authentication type
	Authentication option
	Needed by both HTTP client and proxy


Table 2: HTTP-1 authentication options and required data
	Authentication option
	Configuration data required (HTTP client)
	Configuration data required (HTTP proxy)
	Notes

	one-way authentication based on the server certificate
	-certificate of the CA signing the certificate of the HTTP proxy

-public key of the CA
	-server certificate
	

	mutual authentication based on certificates
	-certificate of the CA signing the certificate of the HTTP proxy 
-public key of the CA signing the certificate of the HTTP proxy
-client certificate
	-server certificate
-certificate of the CA signing the certificate of the HTTP client

-public key of the CA signing the certificate of the HTTP client
	

	mutual authentication based on pre-shared key
	-pre-shared keys
	
	No specification of the pre-shared keys has been provided in 3GPP TS 33.179 [2]


2. Reason for Change
The specification in 3GPP TS 33.179 [2] provides some options for HTTP-1 authentication. All of those options require some configuration data to be retrieved in order to enable HTTP-1 authentication.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.382 V0.2.0.
* * * First Change * * * *

6.2
HTTP-1 authentication

The HTTP client shall authenticate with the HTTP proxy according to 3GPP TS 33.179 [2] with the following clarifications:

1)
determine by checking configuration which HTTP-1 authentication type is to be used according to 3GPP TS 24.284 [x];

NOTE:
The three options for HTTP-1 authentication:  a) one-way authentication of the HTTP proxy based on the server certificate, b) mutual authentication based on certificates and c) mutual authentication based on pre-shared key are further specified in 3GPP TS 33.179 [2] and 3GPP TS 33.310 [9].
2)
based upon the HTTP-1 authentication method configured, retrieve the required credentials according to 3GPP TS 24.284 [x]; 
3)
initiate the TLS session with the HTTP proxy according to TS 33.179 [2]; and
4)
the HTTP proxy, according to its configured HTTP-1 authentication type, shall retrieve the required credentials according to 3GPP TS 24.284 [x] and proceed with the TLS session according to TS 33.179 [2].
* * * Next Change * * * *

<Proposed change in revision marks>

* * * Next Change * * * *

<Proposed change in revision marks>

