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1.
Introduction

The P-Early-Media header field defined in RFC 5009 have been supported in the release-8 IMS networks for the purpose of requesting and authorizing requests for backward and/or forward early media. In this discussion paper, we would like to discuss an issues related to a fraudulent use of early media by UEs for free talk and a bad influence on the ring back tone at the originating UE.
2.
Discussion

2.1.
UE procedure for the P-Early-Media header field
2.1.1.
UE-originating case
The originating UE can send user generated media e.g. speech or DTMF as early media when the originating UE receives P-Early-Media header filed with "sendrecv" from the IMS network as specified in TS 24.628.



4.7.2.1
Actions at the originating UE
If the UE supports the P-Early-Media header field as defined in IETF RFC 5009 [12], and at least one P-Early-Media header field has been received on at least one early dialog, then the UE shall send any available user generated media, e.g. speech or DTMF, on media stream(s) associated with the early dialog for which the most recent P-Early-Media header field, as described in IETF RFC 5009 [12], contained a "sendrecv" header field value. If there is more than one such early dialog, the UE shall use the early dialog where the P-Early-Media header field was most recently received.


If the UE is authorized to send early media by receiving P-Early-Media header field containing the active direction parameter in the uplink direction (e.g., "sendrecv") from the IMS network, the UE can send early media.
On the other hand, there are no requirements, services and procedures that the originating UE requests early media authorization to the IMS network. However, the current 3GPP specifications allow that the originating UE sets the P-Early-Media header field with an arbitrary value, which will cause the fraudulent use of early media at the malicious UEs as follows.
For example, when the originating UE sends the P-Early-Media header field containing "sendrecv" in the PRACK request fraudulently, a fraudulent use of early media for free talk is possible if the originating and terminating P-CSCF opens the gate for early media in both directions based on the value of the received P-Early-Media header field as shown in Figure 1.


[image: image1]
Figure 1: The example call flow of a fraudulent use of early media by UEs for free talk.
2.1.2.
UE-terminating case
The current 3GPP specification allows any terminating UE to set the P-Early-Media header field with an arbitrary value. Therefore, the similar fraudulent use of early media will be possible for UE.

For example, when the terminating UE sends the P-Early-Media header field containing "sendrecv" in the 183 response fraudulently, a fraudulent use of early media for free talk is possible if the originating and terminating P-CSCF open the gate for early media in both directions based on the value of the received P-Early-Media header field as shown in Figure 2.


[image: image2]
Figure 2: The example call flow of a fraudulent use of early media by UEs for free talk.
2.1.3.
Proposed changes for the UE procedure
These cases cause a fatal security problem of free talk between users; therefore, requesting early media authorization from the UE that is not allowed by the operator via special agreement (e.g., corperate network) needs to be prohibited. The proposed text for the UE procedures in TS 24.229 is described below:


5.1.2A
Generic procedures applicable to all methods excluding the REGISTER method

5.1.2A.1
UE-originating case

5.1.2A.1.1
General

If the originating UE supports P-Early-Media header field, the UE shall be able to include the P-Early-Media header field only in the initial INVTE request.
5.1.2A.2
UE-terminating case

The terminating UE shall not include the P-Early-Media header field in any SIP messages, unless the terminating UE is a UE performing the functions of an external attached network that is allowed to send early media.


2.2.
P-CSCF procedure for the P-Early-Media header field
The P-CSCF (IMS-ALG) and IBCF (IMS-ALG) can authorize early media and perform gate control based on the value of P-Early-Media header field.
2.2.1.
UE-originating case

Even if the requesting early media authorization from the originating UE is prohibited in TS 24.229, there is a possibility that a malicious UE sends an early media authorization request. As a result, the same issue described in subclause 2.1 will be occurred. In order to solve the issue for sure, the P-CSCF needs to verify the P-Early-Media header field from the UE and do the modification/deletion if the UE is not allowed to send an early media authorization request..
2.2.2.
UE-terminating case
The P-CSCF shall not allow early media from the terminating UE. As exceptional cases, the terminating UE acting as corporate network may be allowed to send early media based on agreement between the user and the operator. To realize this, the following procedures were introduced from release-10 in TS 24.229 subclause 5.2.7.3.


5.2.7.3
UE-terminating case
If the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1) do not indicate the served UE is authorized to send early media, the P-CSCF shall not allow media flows in forward and backward direction before the 200 (OK) response to the initial INVITE is received.

If the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1) indicate that the served UE is authorized to send early media, the P-CSCF shall not remove the P-Early-Media header field if received in a 18x provisional response or in an UPDATE request.


Using the procedures, the terminating P-CSCF decides whether or not the P-CSCF allows early media flow from a terminating UE based on the user-related policies provisioned to the P-CSCF.
However, the terminating P-CSCF may transparently forward the P-Early-Media header field received from the terminating UE even if the user-related policies do not indicate the served UE is authorized to send early media. As a result, the following bad influence on the ring back tone at the originating UE could be caused.
For example, when the terminating P-CSCF receives the P-Early-Media header field containing "sendrecv" in a 183 response from a malicious UE, the terminating P-CSCF keep the gate closed and forward the received P-Early-Media header field transparently based on the user-related polices provisioned to the P-CSCF. Then the originating P-CSCF may open the gate for early media in both direction based on the value of the received P-Early-Media header field. After that, the originating UE receives the P-Early-Media header field including "sendrecv" in the 180 response and not generate the local ring back tone as defined in TS 24.628 subclause 4.7.2.1. As a result, the originating user cannot hear anything. This case is described in Figure 3.
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Figure 3: The example call flow of disabling ring back tone at the originating UE.
2.2.3.
Proposed changes for the P-CSCF procedure
In order to solve the issue, the procedure not to send the P-Early-Media header field including the active direction parameter from the UE towards the S-CSCF is needed in TS 24.229 subclause 5.2.7.3 as shown below:


5.2.7.2
UE-originating case

If the P-CSCF receives a SIP message from the originating UE containing P-Early-Media header field except for an initial INVITE request containing the P-Early-Media header field with the value "supported", then based on operator policy the P-CSCF may either remove the P-Early-Media header field or replace the value of the P-Early-Media header field with "inactive" before the 200 (OK) response to the initial INVITE is received.
5.2.7.3
UE-terminating case
If the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1) do not indicate the served UE is authorized to send early media, the P-CSCF shall not allow media flows in forward and backward direction before the 200 (OK) response to the initial INVITE is received, based on operator policy the P-CSCF may either remove the P-Early-Media header field or replace the value of the P-Early-Media header field with "inactive", if received from the terminating UE.

If the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1) indicate that the served UE is authorized to send early media, the P-CSCF shall not remove the P-Early-Media header field if received in a 18x provisional response or in an UPDATE request.



2.3.
AS procedure for the P-Early-Media header field
According to announcement procedure defined in TS 24.628 Annex G and CAT gateway procedure defined in TS 24.182, the AS sends a 18x response with the P-Early-Media header field containing either the "sendrecv" or the "sendonly" in order to request network provided early media authorization. On the other hand, the terminating P-CSCF may insert the P-Early-Media header field containing "inactive" based on local policy, which causes the problem in the following case.
When the announcement AS receives a 183 response and decides to send announcement, the AS send the P-Early-Media header field including "sendrecv" in the 183 response. When the originating P-CSCF receives the P-Early-Media header field, the originating P-CSCF opens the gate for early media in both direction based on the value of the received P-Early-Media header field. Then the terminating P-CSCF sends the P-Early-Media header field including "inactive" in a 200 OK response for PRACK request. When the originating P-CSCF receives the P-Early-Media header field including "inactive", the originating P-CSCF closes the gate for early media and blocks network provided announcement. As a result, the originating user cannot hear announcement. This case is described in Figure 4.
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Figure 4: The call flow example disabling announcement at the originating UE.
In order to solve the issue, the AS which wish to continue to send early media needs to remove the P-Early-Media header field or replace the value of the P-Early-Media header field with the value previously sent. Therefore, the correction of TS 24.628 and TS 24.182 is needed.
2.4.
Trust domain for the P-Early-Media header field

The trust domain applied for the P-Early-Media header field as defined in TS 24.229 subclause 4.4.11.


4.4.11
P-Early-Media

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Early-Media header field as defined in RFC 5009 [109] when SIP signalling crosses the boundary of the trust domain.


According to the definition of the trust domain for the P-Early-Media header field, the functional entity (e.g. P-CSCF/ IBCF) at the boundary of the trust domain will delete the P-Early-Media header field received from outside of the trust domain. However, because the P-CSCF needs to determine whether to remove P-Early-Media header field depending on the various conditions e.g. the received SIP message type and/or value of parameter, the procedure in subclause 4.4.11 is not sufficient.
3.
Conclusion

The issues discussed in the paper will cause a fatal security problem, which leads a loss of revenue to an operator and decreases customer satisfaction. Therefore, we propose CRs from release 8 which introduces the restriction of early media authorization request from UEs and the P-Early-Media header field removal/modification procedures at P-CSCF/AS.
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