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Introduction
SA2 has agreed on a new ePDG selection procedure based on DNS in S2-160892. The initial step in the new procedure is UE determination of the country it is located in. Based on this determination, the procedure branches out into a “home country branch” and a “visited country branch”. Therefore, the determination of the country the UE is located in is essential in the procedure.

In reality, the absolute accuracy of the location determination cannot be guaranteed. For example, in densely populated country border areas, indoor and out-of-coverage scenarios, the UE may not be able to unambiguously determine the country it is located in and therefore cannot confidently determine the correct path through the ePDG selection procedure. This could result in an undefined UE behavior and inconsistent user experience between different UE implementations. In order to avoid this, it is necessary to define a fallback/default UE behavior when the UE cannot determine the country it is located in with sufficient degree of confidence.

The following section presents four possible fallback UE behaviors and discussed their pros and cons.

Possible fallback UE behaviours

Option 1: UE stops ePDG selection 
Since the UE is not capable of confidently determining the country in which the UE is located, the UE stops the ePDG selection procedure. This would ensure no violation of the LI requirements. On the negative side, this option denies the user IP connectivity over untrusted access and has significant impact on user experience. 

Option 2: UE considers itself in the visited country 
If the UE is not capable of confidently determining the country in which the UE is located, the UE could make a hypothesis that the UE is located in the visited country and follow the “visited country branch” of the ePDG selection procedure in S2-160892. The following scenarios may occur according to the procedure in S2-160892:
a. The UE is indeed located in a visited country. The hypothesis would be correct and the UE would follow the correct procedure.
b. The UE is located in the home country. The UE would follow the “visited country branch” procedure. The detailed analysis of different scenarios of this branch reveals that the UE would select only the ePDGs in the home country. Whether the Home ePDG would be always preferred or not would depend on the configuration of the ePDG selection information. 

The advantage of this option is that it would provide the way to use the stage 2 ePDG selection procedure consistently and satisfy the LI requirements even if the UE cannot confidently determine the country in which it is located. The disadvantage is that in order to achieve this, the ePDG selection information would always have to be configured (see Appendix) and the ePDG identifier could not be used when the country of the location is uncertain. In addition, this option could help distinguish a home country form a visited country, but not between two visited countries.
Option 3: UE considers the country corresponding to the MCC of the RPLMN as the country the UE is located in

If the UE is not capable of confidently determining the country in which the UE is located, the UE could make hypothesis that the country the UE located in is the country of the RPLMN, determined based on the MCC. The UE could then proceed to use the stage 2 ePDG selection procedure unchanged. This option is not complex. The disadvantage is that the country determination would not be always reliable, such as in densely populated country border scenarios, and therefore the LI requirements would not be satisfied in such scenarios.

Option 4: User input
If the UE is not capable of confidently determining the country in which the UE is located, the UE could use the user input to confidently determine the country, if allowed by the local regulations. 
The advantage of this option is that it would provide the way to use the stage 2 ePDG selection procedure to its full extent and satisfy the LI requirements. The disadvantage is the need to engage the user and to consider another layer of regulatory requirements. 

Summary

There is a need to define the fallback UE behavior when the UE is not able to confidently determine the country it is located in.

Among the four presented options for the fallback solution, Option 1 seems the least desirable. Each of the remaining three options has its merits. A combination of Option 4 with the fallback to Option 2 seem as a reasonable approach.
Proposal

Proposal 1: Agree that there is a need to define the fallback UE behavior when the UE is not able to confidently determine the country it is located in.

Proposal 2: Agree that Option 4 and Option 2 are appropriate fallback options.

Appendix – detailed analysis of Option 2
If the UE is not capable of confidently determining the country in which the UE is located, the UE could make a hypothesis that the UE is located in the visited country and follow the “visited country branch” of the ePDG selection procedure in S2-160892. If the UE is in fact located in the home country, the following scenarios may occur according to the procedure in S2-160892:

a. The UE is registered to the HPLMN and the HPLMN figures in the ePDG selection information. Outcome: the UE selects ePDG of the HPLMN. 

b. The UE is registered to the HPLMN and the HPLMN does not figure in the ePDG selection information. The UE would perform a DNS query to “determine if the visited country mandates the selection of ePDG in this country”. The DNS response (sent from inside the home country) may:
i. Contain no records/PLMNs. Outcome: The UE selects ePDG of a PLMN in the home country from ePDG selection information, if any. Otherwise the UE selectes ePDG of the HPLMN.
ii. Contain a list of PLMNs with ePDGs in the home country. The UE analyses the list and determines, based on the MCC of the PLMNs in the list, that it is located in the home country. Outcome: the UE selects ePDG of the HPLMN. 
c. The UE is registered to a PLMN other than the HPLMN and the PLMN figures in the ePDG selection information. Outcome: the UE selects ePDG of the PLMN. 

d. The UE is registered to a PLMN other than the HPLMN and the PLMN does not figure in the ePDG selection information. The UE would perform a DNS query to “determine if the visited country mandates the selection of ePDG in this country”. The DNS response (sent from inside the home country) may:
i. Contain no records/PLMNs. Outcome: If the ePDG selection information contains the HPLMN or is empty, the UE selects ePDG of the HPLMN. Otherwise the UE selects ePDG of another PLMN in the home country from ePDG selection information.
ii. Contain a list of PLMNs with ePDGs in the home country. The UE analyses the list and determines, based on the MCC of the PLMNs in the list, that it is located in the home country. Outcome: the UE selects ePDG of the HPLMN.  
e. The UE is not registered to any PLMN. The UE would perform a DNS query to “determine if the visited country mandates the selection of ePDG in this country”. The DNS response (sent from inside the home country) may:
i. Contain no records/PLMNs. Outcome: The UE selects ePDG of a PLMN in the home country from ePDG selection information, if any. Otherwise the UE selects ePDG of the HPLMN.

ii. Contain a list of PLMNs with ePDGs in the home country. The UE analyses the list and determines, based on the MCC of the PLMNs in the list, that it is located in the home country. Outcome: the UE selects ePDG of the HPLMN.  
The UE always selects ePDG from the home country, which is correct. Additionally, if it is desired that the UE always selects the the ePDG of the HPLMN in the home country (red-fonted cases), the following needs to be configured:

· HPLMN should always be in the ePDG selection information (cases b and d.i. above)

· VPLMNs from the home country should not be in the ePDG selection information (cases c and e.i. above) 
