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Introduction

SA2 have agreed S2-160892 on "Updated ePDG Selection Procedure". This CR was at least partially inspired by the LS from SA, found in C1-160307 "LS to liaison “LS on ePDG Selection versus LI requirements” S2-154414 (SP-150596)".

The current paper discusses some problems with the SA2 CR.

Problems

Problem 1

The SA2 solution depends, according to subclause 4.5.4.4, bullet 3.b on DNS procedures:

3)
If the UE determines to be located in a country other than its home country (called the visited country), then:

a)
If the UE is registered via 3GPP access to a PLMN and this PLMN matches an entry in the ePDG selection information, then the UE shall select an ePDG in this PLMN. 

b)
In all other cases, (e.g. when the UE is not configured with the ePDG selection information, or the UE is registered via 3GPP access to a PLMN but this PLMN does not match an entry in the ePDG selection information, or the UE is not registered via 3GPP access to any PLMN), the UE shall select an ePDG by performing the DNS procedure specified in clause 4.5.4.5.
While DNS is normally available via any IP access, in the case of untrusted WLAN the DNS service may be obtained from a server in a country different from the current country. 

Even if the DNS service is handled by an entity in the same country, the DNS entity need not be trusted or regulated or upgrade to provide the DNS records needed. 

Moreover, the user or a third party unbeknownst to the regulator can control the DNS entity. E.g. the user or third party could manage and configure the access point. For example, the access point may be configured to obtain DNS via DDNS service providers.

There are many ways to bypass LI (maliciously or not).

Problem 2

It is unclear who will champion the needed extensions to DNS. It is possible this extension work will not complete anytime soon. 3GPP UE vendors will not be able to implement Rel-13 UEs while the DNS extensions for the purposes of LI have not been specified.
Note that subclause 4.5.4.5 of the CR specifies "If the DNS response contains no records, then the UE determines that the visited country does not mandate the selection of ePDG in this country".

UEs will not be able to determine that "the visited country mandates the selection of ePDG in this country", while the DNS extensions for the purposes of LI have not been specified.

LEAs will not be able to indicate that "the visited country mandates the selection of ePDG in this country", while the DNS extensions for the purposes of LI have not been specified. 

Problem 3

When it is unclear whether the "the visited country mandates the selection of ePDG in this country" and when the UE has ePDG selection information, the UE uses ePDG selection information (see subclause 4.5.4.4, bullet 3.a and 3.b). I.e., at least for the time being, clearly violating the following in TS 33.106:
The visited network shall be able to support the interception of all services without home network assistance or visibility.

Problem 4
Study may be needed before DNSSEC or other DNS extensions can be included in the 3GPP system.
Recommendation

Support for LI at a visiting country's ePDG may be urgent. Request SA3-LI to verify if SA3-LI requirements and urgency are met by S2-160892. 
