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1.
Introduction

The stage 2 procedure defined in TS 23.303 for one-to-one ProSe direct communication specifies the inclusion of a “User Info” parameter in the Direct Communication Request message and in the corresponding response message exchanged as part of the direct link setup. The content and format of this parameter are currently FFS in the stage 3 specification.
Additionally, the solution adopted by SA3 as working assumption for non-relay one-to-one ProSe direct communication security (see [1]) mentions the inclusion of a “User of UE-1 Info” and a “User of UE-2 Info” parameter in, respectively, the Direct Communication Request and Direct Communication Response messages exchanged as part of the direct link setup, and the solution adopted by SA3 as working assumption for ProSe UE-to-network relay security (see [2]) mentions the inclusion of a “Long term ID” in the Direct Communication Request message sent by the remote UE to the relay UE.
The purpose of this contribution is to discuss how to implement the above-mentioned stage 2 requirements in stage 3 and to propose a way forward.
2.
Discussion
2.1 SA2 requirements

In TS 23.303 subclause 5.4.5.2 (Establishment of secure layer-2 link over PC5), it is specified that during the direct link establishment procedure, the initiating UE shall include its User Info in the Direct Communication Request message sent to the target UE:
1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication. This message includes the User Info.

Then the target UE shall include its User Info in the message initiating the authentication procedure:
2.
UE-2 initiates the procedure for mutual authentication. The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5. As part of this step, UE-2 includes the User Info in a response to UE-1.

The two instances above are the only instances of “User Info” in TS 23.303: this identifier is not mentioned in the definitions subclause and it is also not mentioned in the provisioning parameters subclause.
It is to note that this “User Info” is not the same as the “User Info ID” for ProSe direct discovery for public safety, which can contain either the Announcer Info, the Discoverer Info or the Discoveree Info and whose length was agreed to be 48 bits at CT1#95.
2.2 SA3 requirements

2.2.1 Non-relay one-to-one ProSe direct communication security

At SA3#81, SA3 took the solution specified in [1] subclause 8.2.2.1.3 as working assumption for one-to-one ProSe direct communication security in the case when none of the two UEs on the direct link is a relay. In this solution:
-
the initiating UE includes the “User of UE-1 Info = upper layer information identifying the user of UE-1” which is “used to derive the Signer’s identifier” in the Direct Communication Request message

1.
UE-1 wishing to engage in one-to-one ProSe Direct Communication with UE-2 sends a Direct Communication Request message including the following parameters:

-
User of UE-1 Info = upper layer information identifying the user of UE-1. This information is used to derive the Signer’s identifier (used by ECCSI).

-
SIGN – an ECCSI signature of the Direct Communication Request message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User of UE-1 Info parameter.
-
the target UE includes the “User of UE-2 Info = upper layer information identifying the user of UE-2” which is is used to derive the Signer’s identifier” in the Direct Communication Response message

2.
Upon reception of the Direct Communication Request message, UE-2 verifies the signature payload SIGN. If the verification test is successful, UE-2 presents the authenticated identity (“User of UE-1 Info”) to the user of UE-2. If user of UE-2 decides to accept the request, UE-2 sends a Direct Communication Response message including the following parameters:

-
User of UE-2 Info = upper layer information identifying the user of UE-2.  This information is used to derive the Signer’s identifier (used by ECCSI).

-
SIGN – an ECCSI signature of the Direct Communication Response message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User of UE-2 Info parameter.
2.2.2 ProSe UE-to-Network relay security

At SA3#81, SA3 also took the solution described in [2] as a working assumption for ProSe UE-to-network relay security. The CR specifies that the remote UE shall include a “Long Term ID” in the Direct Communication Request message, which shall contain:

-
the PRUK ID assigned by the PKMF (ProSe Key Management Function) if the Remote UE has a PRUK for this relay and an attempt to connect to this relay has not been rejected due to the PRUK ID not being recognised; or

-
otherwise the IMSI.

3. The Remote UE sends a Direct Communication Request. The Long Term ID shall contain the PRUK ID of the PRUK that the Remote UE want to use to get relay connectivity if the Remote UE has a PRUK for this relay and an attempt to connect to this relay has not been rejected due to the PRUK ID not being recognised. Otherwise the Remote UE shall use its IMSI in the Long Term ID.
Moreover, the CR also specifies that if based on the response from the PKMF, the relay accepts the Direct Communication Request from the remote UE, the relay responds to the remote UE with a Direct Security Mode Command message including the KD derivation parameter and optionally the GPI received from the PKMF but not including any type of identity parameter:
5a. Using the supplied KD to protect the message, the UE-to-network relay sends a Direct Security Mode Command message to the Remote UE (see 6.5.2.2). This message shall contain the KD Derivation Parameter and the GPI if it received one from the PKMF.

2.3 Stage 3 implementation

2.3.1 Content of User Info

2.3.1.1 Non-relay case

When none of the two UEs on the direct link is a relay, per the SA2 specification, the DIRECT_COMMUNICATION_REQUEST and DIRECT_COMMUNICATION_ACCEPT messages defined in TS 24.334 shall contain the respective UE’s User info, and per the SA3 working assumption described in subclause 2.2.1 of this document, these messages shall contain the User Info of UE-1/UE-2 IDs.

It seems reasonable to assume that the User Info in the SA2 specification and the User Info of UE-1/UE-2 IDs in the SA3 specification are the same parameter (called from now on “User Info”). Per the definition of this parameter in [1], it is provided by upper layers ie by the application layer. For instance, in the case of an MCPTT application using one-to-one ProSe direct communication, the User Info could be a SIP-URI. As such the content of this parameter is out of the scope of the ProSe stage 3 specification, and the only thing that needs to be specified is its format.
Proposal #1: For non-relay one-to-one ProSe direct communication, the User Info parameter included in the DIRECT_COMMUNICATION_REQUEST and DIRECT_COMMUNICATION_ACCEPT messages is provided by the application layer.
2.3.1.2 Relay case

User Info sent by remote UE:

For the ProSe UE-to-network relay case, per the SA2 specification, the DIRECT_COMMUNICATION_REQUEST message defined in TS 24.334 shall contain the remote UE’s User Info, and per the SA3 working assumption described in subclause 2.2.2 of this document, the DIRECT COMMUNICATION_REQUEST message shall include the Long Term ID of the remote UE. There are 2 options on how to implement this in stage 3:

Option 1: The remote UE’s User Info parameter and the remote UE’s Long Term ID parameter are considered to be the same parameter

· Only one identity-related parameter is included in the DIRECT_COMMUNICATION_REQUEST message

· This identity-related parameter is set to the remote UE’s PRUK ID or to the remote UE’s IMSI

Option 2: The remote UE’s User Info parameter and the remote UE’s Long Term ID parameter are considered to be different parameters.
· Both the User Info and the Long Term ID are included in the DIRECT_COMMUNICATION_REQUEST message
· For consistency with the non-relay case, the User Info is provided by the application layer

· The Long Term is set to the remote UE’s PRUK ID, or to the remote UE’s IMSI

Option 1 requires fewer parameters than Option 2 in the DIRECT_COMMUNICATION_REQUEST message. On the other hand, with Option 1, the relay UE does not receive the application-layer User Info from the remote UE. This should however not be an issue because in the ProSe UE-to-Network relay use case, it is not the user of the relay UE that will decide whether or not to accept the direct link setup request from the remote UE. Instead whether to accept the request will be based on the relay UE provisioning and on information received from the PKMF. Consequently it is preferable to specify Option 1.
Proposal #2: For ProSe UE-to-network relay, the User Info parameter included by the remote UE in the DIRECT_COMMUNICATION_REQUEST message is the Long Term ID as defined by SA3, which contains either the PRUK ID or the IMSI.
User Info sent by relay UE:

For the ProSe UE-to-network relay case, per the SA2 specification, the DIRECT_COMMUNICATION_ACCEPT message defined in TS 24.334 shall contain the relay UE’s User Info. However per the SA3 working assumption described in subclause 2.2.2 of this document, there is no identity included by the relay UE in the response to the remote UE.

There are 2 options on how to implement this in stage 3:

Option 3: The relay UE includes a User Info parameter in its response to the remote UE

Option 4: The relay UE does not include any User Info parameter in its response to the remote UE

It is not clear how to specify Option 3 since the current stage 2 does not say which type of User Info should be sent by the relay. Moreover it does not seem useful for the remote UE to receive information identifying the user of the relay UE, since the remote UE is not trying to enter into communication with a particular user but instead is trying to connect to the EPC to obtain a certain service via the relay. Also, the remote UE can determine which relay is sending the response based on the L2 source address. Consequently it is preferable to specify Option 4.
Proposal #3: For ProSe UE-to-network relay, the relay UE does not include any User Info parameter in the DIRECT_COMMUNICATION_ACCEPT message sent to the remote UE.
2.3.2 Format of User Info

Based on Proposals #1 and #2 in subclause 2.3.1 of this document, the User Info parameter will contain either an identifier received from the application layer, a PRUK ID, or an IMSI. It is proposed to specify its format with a variable length and a ‘Type of User Info’ field (similar to the ‘Type of identity’ included in the Mobile Identity IE in TS 24.008 subclause 10.5.1.4) so as to accommodate these 3 types of identifier. Moreover, in the case when the User Info parameter contains an IMSI, it is propose to reuse the encoding specified in TS 24.008 subcause 10.5.1.4 for an IMSI included in the Mobile Identity IE (i.e. BCD encoding).
Proposal #4: The User Info parameter will be of variable length and contain:

· a ‘Type of User Info’ field; and
· either:

· a bitstring containing the User Info received from the application layer;

· a PRUK ID; or

· an IMSI encoded as specified in TS 24.008 subclause 10.5.1.4.
3.
Proposal
Based on the discussion in the previous subclause, it is proposed that:

· For the ProSe UE-to-Network relay case:

· the User Info of the remote UE is set to:

· the PRUK ID of the PRUK that the remote UE wants to use to connect to the relay, if the remote UE has received such PRUK from the PKMF, and an attempt to connect to this relay has not been rejected due to the PRUK ID not being recognised; or
· the remote UE’s IMSI (encoded in BCD) otherwise.
· the relay UE does not include any User Info in its response to the remote UE

· For the non-relay case, the User Info of each UE on the direct link is set to the value received from the application layer.
· The User Info parameter is of variable length and includes a ‘Type of User Info’ field allowing to discriminate between the case when the parameter contains a User Info received from the application layer, a PRUK ID, or an IMSI
· For the case when the User Info parameter contains an IMSI, the encoding specified in TS 24.008 subclause 10.5.1.4 is reused.
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