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1. Introduction
In CT1#94, Vodafone, Deutsche Telekom and Nokia Networks raised an issue [1] on potential Denial of Service (DoS) attack from a rogue eNodeB by sending EMM reject message without integrity protection. Some solutions were proposed and discussed in online and offline in the last meeting. In this paper, we would like to discuss a possible factor to detect a DoS attack from a rogue eNB and propose a mechanism utilizing that factor.
2. Discussion

Most of the proposals suggested during the last meetings, including Vodafone’s approach in C1-154088, suggested to start a new timer (e.g. T3445) for retrying EMM procedure to the network that rogue eNB falsely banned UE from. This approach would avoid the UE from being blocked for services for a long time. However this approach can just minimize the damage from the attack, cannot prevents the attack itself. Of course the prevention of this DoS attack by a malicious network is not a easy work though. 

When we see the scenario that can happen, there can be some cases that the UE may detect the existence of a rogue eNB in its coverage.
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Figure 1. Possible Scenario #1

For example, we can consider the following scenario (Figure 1):
1) There is no secured connection between UE and MME; or security context is not valid
2) UE sends EMM request (Attach, TAU, Service Request) to MME without integrity protection
3) Fake eNB can hear and decode the message
4) UE and MME conducts Authentication procedure
5) Fake eNB sends a malicious EMM Reject message without integrity protection
6) UE processes the fake reject message and becomes blocked from the service
7) Genuine message (it can be accept or reject message) arrives after step 6, with integrity protection. However UE already processed fake reject message and became out of service.
Even if there were a valid security context before EMM procedure started, the rogue eNB can decode unciphered message and send fake reject message to attach the UE (Figure 2).
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Figure 2. Possible Scenario #2, attack in case of secured connection

Or, instead of fake EMM reject message, the rogue eNB may send Authentication Reject message after UE sends Authentication Response message to the MME when there’s no valid security context. (Figure 3)

[image: image3.wmf]U

E

F

a

k

e

 

e

N

B

M

M

E

N

o

 

S

e

c

u

r

e

 

C

o

n

n

e

c

t

i

o

n

 

i

s

 

e

s

t

a

b

l

i

s

h

e

d

A

T

T

A

C

H

 

/

 

T

A

U

 

/

 

S

E

R

V

I

C

E

 

R

E

Q

U

E

S

T

(

n

o

t

 

i

n

t

e

g

r

i

t

y

 

p

r

o

t

e

c

t

e

d

 

n

o

r

 

c

i

p

h

e

r

e

d

)

F

a

k

e

 

e

N

B

 

c

a

n

 

h

e

a

r

 

a

n

d

d

e

c

o

d

e

 

t

h

e

 

R

E

Q

U

E

S

T

 

m

e

s

s

a

g

e

A

u

t

h

e

n

t

i

c

a

t

i

o

n

 

P

r

o

c

e

d

u

r

e

N

A

S

 

s

e

c

u

r

e

 

c

o

n

n

e

c

t

i

o

n

 

e

s

t

a

b

l

i

s

h

e

d

A

u

t

h

e

n

t

i

c

a

t

i

o

n

 

R

e

j

e

c

t

(

n

o

t

 

i

n

t

e

g

r

i

t

y

 

p

r

o

t

e

c

t

e

d

)

U

E

 

O

u

t

 

o

f

 

S

e

r

v

i

c

e

A

T

T

A

C

H

 

/

 

T

A

U

 

/

 

S

E

R

V

I

C

E

 

R

E

J

E

C

T

 

w

i

t

h

 

n

o

r

m

a

l

 

c

a

u

s

e

 

c

o

d

e

o

r

 

A

T

T

A

C

H

 

/

 

T

A

U

 

/

 

S

E

R

V

I

C

E

 

A

C

C

E

P

T

 

(

i

n

t

e

g

r

i

t

y

 

p

r

o

t

e

c

t

e

d

)

h

t

t

p

:

/

/

m

s

c

-

g

e

n

e

r

a

t

o

r

.

s

o

u

r

c

e

f

o

r

g

e

.

n

e

t

 

v

4

.

6

.

2


Figure 3. Possible Scenario #3, receiving fake Auth REJ message
In these three scenarios, UE sends only one EMM request message, but two different responses to that request arrives with interval. The point is that there can be a situation that genuine message with integrity protection and fake message without integrity protection can be received by the UE. This point can be a discriminating factor for detecting the existence of rogue eNB in the UE’s coverage.

Observation 1: The serial reception of integrity protected response and non-integrity protected message can be a discriminating factor for detecting the existence of a rogue eNB in the UE’s coverage.
The UE’s action on the reception of duplicate response to one request is not clear. In the scenarios above, we can consider following cases:

Case 1. When integrity protected message arrives first

In this case, the UE should process firstly received EMM message. So the UE will process integrity protected message, and then receive another response message which is not integrity protected. Since the UE already processed a response to UE requested EMM procedure, UE may ignore second message (in this case, fake message) and problem does not occur. However this action is not clear and may need clarification.
Case 2. When non integrity protected message arrives first

If non integrity protected message arrives first, the UE shall process the message even if it’s not integrity protected, according to the current TS 24.301. Once the UE processed non integrity protected message, then the UE cannnot receive the following integrity protected message. So the scenarios in figure 1~3 can happen and need some solutions to prevent or restore from the malicious attack from the roque eNB.
Observation 2: Depending on the order of reception, the problem of duplicate response may not happen, but may need more clarification.
It is clear that the integrity protected message should be chosen between duplicate response, if the other one is not integrity protected. If the UE can hold the firstly received message (not integrity protected message) for a while and wait for second message, then the UE can compare two message and select to process integrity protected message. This can be done by implementing a guard timer or modifying NAS timer for waiting EMM response (e.g. T3410, T3430..). But the impact of waiting second message shall be further analyzed. Also if the UE pends the process when non integrity protected message arrives, there may be another problem of processing delay if there’s no attack. If we assume that the time interval between duplicate messages is not that long, the proper value of a guard timer may prevent severe impact on the processing delay.
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Figure 4. Holding non integrity protected message
Comparing the possible mechanism and legacy handling, on the reception of non integrity protected message:
	
	Wait for following message
	Don’t wait (legacy)

	Duplicate response

(potential 
DoS attack)
	Compare two message, 
and process the integrity protected one

Prevent the DoS attack
	May have DoS problem

Cannot prevent the attack

	No Duplicate response
	May have some delay, but not that long
	No Problem


Proposal: Discuss and Analyze the feasibility and applicability of the pending non integrity protected EMM response message.

3. Conclusion

In this discussion paper, we analyzed some possible scenarios when the rogue eNB sends fake EMM reject message without integrity protection. The duplicate reception of response to one EMM request may help the UE to detect the existence of malicious attack. Following observations were made from these scenarios:

Observation 1: The serial reception of integrity protected response and non-integrity protected message can be a discriminating factor for detecting the existence of a rogue eNB in the UE’s coverage.

Observation 2: Depending on the order of reception, the problem of duplicate response may not happen, but may need more clarification.
With the knowledge of the rogue eNB, the UE may not only restore from the attack, but also prevent the attack itself. We suggested CT1 to discuss and analyze the feasibility and applicability of the pending non integrity protected EMM response message.
Reference

[1] C1-153654 – 57, Correction of handling the NAS reject messages without Integrity protection, CT1#94, October 2015.

_1513157597.bin

_1513433013.bin

_1513601443.bin

_1513157309.bin

