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1. Introduction

This paper aims to discuss potential conflict between 3GPP specification TS 23.038 and local regulation of the US, regarding the display of message class 0.
2. Discussion
In the state of California, the United States of America, a new act legistlated by Senate Bill 962 [1] has been in active since last year, which is also known as “Kill Switch Act”. The main purpose of the act is to avoid theft of smartphone by disabling some essential functionality of smartphone when it is used by an unauthorized user. The act mandates the device manufacturer and operating system provider to implement an antitheft technological solution to fulfill the purpose of the act. (See Annex) This essential feature includes ability to use the smartphone for voice communications, text messaging, and the ability to browse the Internet.

In CT1’s perspective, it may seem okay with this act since it’s upon the device manufacturer, OS provider or network operator to implement this solution for the device, not a communication standards. 

However, when we see the specification regarding the definition of message class, there might be a conflict with the act. In TS 23.038 [2], the classes of messages (SMS and CBS) are defined as below:
In clause 4, TS 23.038 (SMS),
When a mobile terminated message is class 0 and the MS has the capability of displaying short messages, the MS shall display the message immediately and send an acknowledgement to the SC when the message has successfully reached the MS irrespective of whether there is memory available in the (U)SIM or ME. The message shall not be automatically stored in the (U)SIM or ME.
In clause 5, TS 23.038 (CBS),

When a CBS message received by the MS is message class 0 and the MS has the capability of displaying CBS messages, the MS shall display the message immediately. The message shall not be automatically stored in the (U)SIM or ME.
According to those paragraphs, when the MS receives class 0 message the MS shall display the message immediately. This can be a violation of the Kill Switch Act since the act mandates to disable functionality of using text messaging when it is used by an unauthorized user while class 0 message shall be displayed immediately, which is “using text messaging functionality”. For example, when an MS is owned by unauthorized used and therefore theft-locked, the unauthorized user is still able to check text messages with message class 0. 
Observation 1: It seems clear that current requirement of message class 0 can violate the local regulation in certain country.
There are some exceptions from the act (see Annex), including emergency usage, public warning and functionality needed for the operation of the technological solution, e.g. unlocking the kill switch. It is not clear whether class 0 messages belongs to any of those categories. For example, CBS message in E-UTRAN is utilised only for public warning message at this moment, but it is not limited to PWS usage only. Since message class is defined long time ago (since or before GSM period), the use case or purpose of class 0 is not clear. If the purpose of message class 0 can be categorized to those exceptions of the Kill Switch Act, the conflict doesn’t happen. 
Question 1: Is message class 0 (both SMS and CBS) related to emergency or public warning purpose?

If the answer to the Question 1 is YES, then there seems to be no conflict since class 0 message can be handled as the exception of the law. Some clarification may be needed.
If the answer to the Question 1 is NO, the current specification may need to be modified, but it is not clear whether the specification has to be modified in accordance with the local regulation or not.
If CT1 agrees for the necessity to modify the current specification, it may be needed to clarify the stage 1 requirement (e.g. [3]) as well as the stage 3 work [2]. The way forward to modify current specifications may be discussed first.
3. Conclusion

It is introduced that the current specification and the local regulation can have conflict on display of class 0 message. Some questions to CT1 are addressed to define the stage 3 problems and the way forward. If 3GPP specification needs to be modified and CT1 agrees to the way forward, LG Electronics will bring contributions to resolve this issue in the next meeting.
Annex. Clauses from California Senate Bill 962
Sec 2. (a)-(2)

“Essential features” of a smartphone are the ability to use the smartphone for voice communications, text messaging, and the ability to browse the Internet, including the ability to access and use mobile software applications. “Essential features” do not include any functionality needed for the operation of the technological solution, nor does it include the ability of the smartphone to access emergency services by a voice call or text to the numerals “911,” the ability of a smartphone to receive wireless emergency alerts and warnings, or the ability to call an emergency number predesignated by the owner.
Sec 2 (b)-(1)

Except as provided in paragraph (3), any smartphone that is manufactured on or after July 1, 2015, and sold in California after that date, shall include a technological solution at the time of sale, to be provided by the manufacturer or operating system provider, that, once initiated and successfully communicated to the smartphone, can render the essential features of the smartphone inoperable to an unauthorized user when the smartphone is not in the possession of an authorized user. The smartphone shall, during the initial device setup process, prompt an authorized user to enable the technological solution. The technological solution shall be reversible, so that if an authorized user obtains possession of the smartphone after the essential features of the smartphone have been rendered inoperable, the operation of those essential features can be restored by an authorized user. A technological solution may consist of software, hardware, or a combination of both software and hardware, and when enabled, shall be able to withstand a hard reset or operating system downgrade and shall prevent reactivation of the smartphone on a wireless network except by an authorized user.
Sec 2. (g)

Nothing in this section requires a technological solution that is incompatible with, or renders it impossible to comply with, obligations under state and federal law and regulation related to any of the following:

(1) The provision of emergency services through the 911 system, including text to 911, bounce-back messages, and location accuracy requirements.

(2) Participation in the wireless emergency alert system.

(3) Participation in state and local emergency alert and public safety warning systems.
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