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	Reason for change:
	Per subclause 4.5.2 of TS 23,303, the UE’s subscription information contains a dedicated subscription for restricted ProSe Direct Discovery Model A with application-controlled extension. Thus, the Prose Function needs check whether the UE is authorized for this feature, before accepting the announce request or monitor request.
Also, regarding restricted Prose direct discovery announce request, TS 24.334 currently does not specify what action the ProSe Function shall take if the ACE enabled indicator in the announce-request is inconsistent with the application configuration at the network side. For example, what if
1)  The UE sets the ACE Enabled Indicator to "normal", but the ProSe Function (or the ProSe Application Server) is configured to use ACE for this application?
2) The UE sets the the ACE Enabled Indicator to "application-controlled extension enabled", but the ProSe Function (or ProSe Application Server) indicates that the application does not support ACE?

These cases must be handled in a standardized way to ensure consistent user experience..
Proposed Approach:

if the UE and the network side are not entirely in sync about whether  the application-controlled extension is supported/authorized, the ProSe Function shall proceed as follows:
1. If the application only uses non-ACE mode and the UE requests ACE, the ProSe Function shall treat the ACE request as a non-ACE request and allocate a normal ProSe Restricted Code (instead of rejecting the request).
2. If the UE is not authorized for ACE, and the application only supports ACE, then the request shall be rejected with authorization failure.

3. If the UE requests ACE, but does not include the ALC (Application-Level Container) parameter, then the request shall be rejected with “missing ALC” error.
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· added description of the error cases where the ProSe Function rejects the announce request with incorrect ACE indicator.
Subclause 12.2.2.8 was also updated to have two new cause values introduced.
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***** First change *****
6.2.2A.3
Announce request procedure accepted by the ProSe Function

Upon receiving a DISCOVERY_REQUEST message with the command set to "announce" and the Discovery Type set to "Restricted discovery", the ProSe Function shall check that the application corresponding to the Application Identity contained in the DISCOVERY_REQUEST message is authorised for restricted ProSe direct discovery model A announcing. If the application is authorised for restricted ProSe direct discovery model A announcing, the ProSe Function shall check whether there is an existing context for the UE.

If there is no associated UE context, the ProSe Function checks with the HSS whether the UE is authorised for restricted ProSe direct discovery model A announcing as described in 3GPP TS 29.344 [3]. If the check indicates that the UE is authorised, the ProSe Function creates a UE context that contains the UE's subscription parameters obtained from the HSS. The HSS also provides to the ProSe Function the PLMN ID of the PLMN in which the UE is currently registered. If the UE context exists, the ProSe Function shall then check whether the UE is authorised for restricted ProSe direct discovery model A announcing in the currently registered PLMN.

If the UE is authorised and the Discovery Entry ID included in the DISCOVERY_REQUEST message is set to 0 then:

-
the ProSe Function shall check whether the UE is authorised to announce the RPAUID contained in the DISCOVERY_REQUEST message. Optionally this can include checking with the ProSe Application Server as described in 3GPP TS 29.343 [31] to obtain the binding between the RPAUID and PDUID, and then verifying that the PDUID belongs to the requesting UE; 

-
if the UE is authorised to announce the RPAUID, the ACE Enabled Indicator is set to "application-controlled extension enabled", the Application Level Container is included in the DISCOVERY_REQUEST message and the requested application uses application-controlled extension, the ProSe Function shall check whether the UE is authorized to use ACE. If the UE is authorized for ACE, the ProSe Function shall invoke the procedure described in 3GPP TS 29.343 [31] to check whether the UE is authorised to announce the requested RPAUID with application-defined suffix(es), and obtain suffix-related information from the ProSe Application Server. The ProSe Function shall then allocate a ProSe Restricted Code Prefix and a value for validity timer T4007 to be used with the ProSe Restricted Code Suffix(es) obtained from the ProSe Application Server for the given RPAUID as specified in 3GPP TS 29.343 [31];
-
if the UE is authorised to announce the RPAUID, the ACE Enabled Indicator is set to "normal" in the DISCOVERY_REQUEST message and the requested application does not use application-controlled extension, the ProSe Function shall allocate the corresponding ProSe Restricted Code and a value for validity timer T4007; 

-
if the UE is authorised to announce the RPAUID, the ACE Enabled Indicator is set to "normal" in the DISCOVERY_REQUEST message, the Application Level Container is included in the DISCOVERY_REQUEST and the requested application only uses application-controlled extension, the ProSe Function shall check whether the UE is authorized to use ACE. If the UE is authorized for ACE, the ProSe Function shall invoke the procedure described in 3GPP TS 29.343 [31] to check whether the UE is authorised to announce the requested RPAUID with application-defined suffix(es), and obtain suffix-related information from the ProSe Application Server. The ProSe Function shall then allocate a ProSe Restricted Code Prefix and a value for validity timer T4007 to be used with the ProSe Restricted Code Suffix(es) obtained from the ProSe Application Server for the given RPAUID as specified in 3GPP TS 29.343 [31].
-
if the UE is authorised to announce the RPAUID, the ACE Enabled Indicator is set to "application-controlled-extension enabled" and the Application Level Container is included in the DISCOVERY_REQUEST message but the requested application does not use application-controlled extension, the ProSe Function shall allocate the corresponding ProSe Restricted Code and a value for validity timer T4007; and

-
the ProSe Function associates the allocated ProSe Restricted Code or ProSe Restricted Code Prefix and its validity timer T4007 with a new discovery entry in the UE's context, and starts timer T4008. The HSS also provides to the ProSe Function the PLMN ID of the PLMN in which the UE is currently registered. For a given ProSe Restricted Code, timer T4008 shall be longer than timer T4007. By default, the value of timer T4008 is 4 minutes greater than the value of timer T4007.

If the Discovery Entry ID included in the DISCOVERY_REQUEST message is not set to 0 and if there is an existing discovery entry for this Discovery Entry ID value in the UE's context, the ProSe Function shall either update the discovery entry with a new validity timer T4007, or allocate a new ProSe Restricted Code or ProSe Restricted Code Prefix for the requested RPAUID with a new validity timer T4007, restart timer T4008, and clear any existing on demand announcing enabled indicator.
If the announcing type is set to "on demand" in the DISCOVERY_REQUEST message, the ProSe Function shall check if "on demand" announcing is authorised and enabled based on the Application Identity and the operator's policy. If "on demand" announcing is authorised and enabled, and there is no ongoing monitoring request for this RPAUID, then the ProSe Function shall set the on demand announcing enabled indicator to 1 for the corresponding discovery entry in the UE's context.
If a new UE context was created or an existing UE context was updated, the UE is currently roaming and the on demand announcing enabled indicator is not set to 1 for this discovery entry in the UE's context, the ProSe Function checks with the ProSe function of the VPLMN whether the UE is authorised for restricted ProSe direct discovery model A announcing as described in 3GPP TS 29.345 [5].
The ProSe Function shall then send a DISCOVERY_RESPONSE message containing a <restricted-announce-response> element with:

-
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message from the UE;

-
if the on demand announcing enabled indicator is not set to 1 in the UE's context for this discovery entry, either the ProSe Restricted Code set to the ProSe Restricted Code or the ProSe Restricted Code Prefix allocated by the ProSe Function, and optionally one or more ProSe Restricted Code Suffix Ranges which contain the suffix(es) for the RPAUID received in the DISCOVERY_REQUEST message;

-
a Validity Timer T4007 set to the T4007 timer value assigned by the ProSe Function to the ProSe Restricted Code;

-
optionally, the Discovery Type set to "Restricted discovery";

-
 the ACE Enabled Indicator set to "application-controlled extension enabled" if application-controlled extension is used, or "normal" if application-controlled extension is not used;

-
the Restricted Security set to a value containing the security-related information for restricted discovery provided by the ProSe Function;

-
the On Demand Announcing Enabled Indicator indicating whether the on demand announcing is enabled or not for this discovery entry if the Announcing Type is set to "on demand" in the DISCOVERY_REQUEST message; and

-
the Discovery Entry ID set to the ID of the discovery entry associated with this announce request in the UE's context.

If timer T4008 expires, the ProSe Function shall remove the discovery entry associated with the corresponding RPAUID from the UE's context.
. 
***** Next change *****
6.2.2A.5
Announce request procedure not accepted by the ProSe Function

If the DISCOVERY_REQUEST message cannot be accepted by the ProSe Function, the ProSe Function sends a DISCOVERY_RESPONSE message containing a <response-reject> element to the UE including an appropriate PC3 Control Protocol cause value.
If the application corresponding to the Application Identity contained in the DISCOVERY_REQUEST message is not authorised for ProSe direct discovery announcing, the ProSe Function shall send the DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #1 "Invalid application".

If the RPAUID contained in the DISCOVERY_REQUEST message is unknown to the ProSe Function or ProSe Application Server, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #9 "Unknown RPAUID".
If the Discovery Entry ID contained in the DISCOVERY_REQUEST message is not found in the UE context or there is no UE context in the ProSe Function for the related request, or the RPAUID contained in the DISCOVERY_REQUEST message does not match the stored RPAUID for the requested Discovery Entry, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #10 "Unknown or Invalid Discovery Entry ID".
If the UE is not authorised for restricted ProSe direct discovery model A announcing or "on demand" restricted ProSe direct discovery model A announcing, the ProSe Function shall send the DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #3 "UE authorisation failure".
If the RPAUID contained in the DISCOVERY_REQUEST message is not associated with the PDUID belonging to the requesting UE, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #3 "UE authorisation Failure".
If the the DISCOVERY_REQUEST message contains the ACE Enabled Indicator set to "application-controlled extension enabled" and the application indicated by the Application ID in DISCOVERY_REQUEST message uses application-controlled extension but the UE is not authorized to use ACE, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #X "UE unauthorised for discovery with Application-Controlled Extension".

If the DISCOVERY_REQUEST message contains the ACE Enabled Indicator set to "application-controlled extension enabled" but does not contain the Application Level Container parameter, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #Y "Missing Application Level Container".

***** Next change *****
 6.2.3A.3
Monitor request procedure accepted by the ProSe Function

Upon receiving a DISCOVERY_REQUEST message with the command set to "monitor" and the Discovery Type set to "Restricted discovery", the ProSe Function shall check that the application corresponding to the Application Identity contained in the DISCOVERY_REQUEST message is authorised for ProSe direct discovery model A monitoring. If the application is authorised for restricted ProSe direct discovery model A monitoring, the ProSe Function shall check whether there is an existing UE context.

If there is no associated UE context, the ProSe Function checks with the HSS whether the UE is authorised for restricted ProSe direct discovery model A monitoring as described in 3GPP TS 29.344 [3]. The HSS provides to the ProSe Function the PLMN ID of the PLMN in which the UE is currently registered. If the subscription check indicates that the UE is authorised, the ProSe Function creates a new UE context containing the UE's subscription parameters obtained from the HSS.

If the Discovery Entry ID included in the DISCOVERY_REQUEST is set to 0 then:

-
the ProSe Function shall use the procedure described in 3GPP TS 29 343 [31] to pass the Application Level Container included in the DISCOVERY_REQUEST message to the ProSe Application Server and obtain a list of PDUID(s) corresponding to the authorised target RPAUID(s) from the ProSe Application Server;

-
if the ACE Enabled Indicator in the DISCOVERY_REQUEST message is set to "application-controlled extension enabled" and the requested application uses application-controlled extension, the ProSe Function shall check whether the UE is authorized to use ACE. If the UE is authorized for ACE, the ProSe Function shall also use the procedure described in 3GPP TS 29.343 [31] to obtain the mask(s) for monitoring a ProSe Restricted Suffix Pool corresponding to each of the Target RPAUIDs. 

NOTE 1: The ProSe Application Server can reject the request for some of the target RPAUIDs included in the Application Level Container in the DISCOVERY_REQUEST message because they are ineligible to be monitored by the requesting UE. Depending on the operator policy and application layer permissions, it is possible that only a subset of valid RPAUIDs are authorised by the ProSe Application Server.

-
for each of the PDUIDs corresponding to an authorised target RPAUID, if the PLMN ID of the PDUID is not the same as that of the PLMN to which the ProSe Function belongs, then the ProSe Function executes the procedures defined in 3GPP TS 29.345 [5] to obtain the ProSe Restricted Code or ProSe Restricted Code Prefixfor the target RPAUID and creates Restricted Discovery Filter(s). Otherwise, for each target RPAUID, the ProSe Function shall allocate one or more Restricted Discovery Filter(s). If the ACE Enabled Indicator in the DISCOVERY_REQUEST message does not match the ACE configuration in the ProSe Function or ProSe Application Server for this application, the ACE configuration in the ProSe Function or ProSe Application Server shall be used to create Restricted Discovery Filter(s). Each Restricted Discovery Filter consists of a ProSe Restricted Code, one or more masks, a TTL timer T4009 and optionally metadata associated with this RPAUID;

-
the ProSe Function associates the Restricted Discovery Filters with a new discovery entry in the UE's context; and

-
the ProSe Function starts timer T4010 assigned for each Restricted Discovery Filter. For a given Restricted Discovery Filter, timer T4010 shall be longer than timer T4009. By default, the value of timer T4010 is 4 minutes greater than the value of timer T4009.

NOTE 2: For each target RPAUID, the ProSe Function either allocates one Restricted Discovery Filter for full-matching the ProSe Restricted Code assigned to this RPAUID, or allocates one or more Restricted Discovery Filter(s) for matching the ProSe Restricted Code Prefix and Suffix Pool assigned to this RPAUID.  

If the Discovery Entry ID included in the DISCOVERY_REQUEST message is not set to 0 and if there is an existing discovery entry for this Discovery Entry ID in the UE's context, the ProSe Function shall process the request as above-mentioned and update this discovery entry with the contents of the Restricted Discovery Filter(s) associated with this discovery entry and restart timer T4010(s) for each filter. The update of a Restricted Discovery Filter content includes setting new TTL timer(s) and if necessary, obtaining new ProSe Restricted Code and ProSe Restricted Mask(s) via the procedure defined in 3GPP TS 29.345 [5].

Then the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <restricted-monitor-response> element with:

-
the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message from the UE;

-
one or more Restricted Discovery Filter(s) allocated by the ProSe Function(s) for the target RPAUID(s); 

-
optionally, the Discovery Type set to "Restricted discovery";

-
the ACE Enabled Indicator set to "application-controlled extension enabled" if application-controlled extension is used, or "normal" if application-controlled extension is not used; and

-
the Discovery Entry ID set to the ID of the discovery entry associated with this monitor request.
If T4010 expires, the ProSe Function shall remove the corresponding Restricted Discovery Filter from the discovery entry in the UE's context. Furthermore, if there are no valid Restricted Discovery Filters associated with the discovery entry (e.g, all Restricted Discovery Filters have expired), the ProSe Function shall delete the discovery entry from the UE's context.
***** Next change *****
6.2.3A.5
Monitor request procedure not accepted by the ProSe Function 

If the DISCOVERY_REQUEST message is not accepted by the ProSe Function, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element to the UE including an appropriate PC3 Control Protocol cause value.
If the application corresponding to the Application Identity contained in the DISCOVERY_REQUEST message is not authorised for ProSe direct discovery monitoring, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #1 "Invalid application".

If the RPAUID contained in the DISCOVERY_REQUEST message is unknown to the ProSe Application Server, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #9 "Unknown RPAUID".

If none of the RPAUID(s) contained in the Application Level Container in the DISCOVERY_REQUEST message is eligible to be discovered by the requesting RPAUID, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #11 "Invalid Discovery Target".

If the Discovery Entry ID contained in the DISCOVERY_REQUEST message is not found in the UE context or there is no UE context in the ProSe Function for the related request,  the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #10 "Unknown or Invalid Discovery Entry ID".
If the UE is not authorised for restricted ProSe direct discovery monitoring, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #3 "UE authorisation failure".

If the RPAUID contained in the DISCOVERY_REQUEST message is not associated with a PDUID belonging to the requesting UE, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #3 "UE authorisation Failure".
If the the DISCOVERY_REQUEST message contains the ACE Enabled Indicator set to "application-controlled extension enabled" and the application indicated by the Application ID in DISCOVERY_REQUEST message uses application-controlled extension but the UE is not authorized to use ACE, the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #X "UE unauthorised for discovery with Application-Controlled Extension".

***** Next change *****
12.2.2.8
PC3 Control Protocol cause value
This parameter is used to indicate the particular reason why a DISCOVERY_REQUEST or MATCH_REPORT message from the UE has been rejected by the ProSe Function. It is an integer in the 0-255 range encoded as follows:

0
Reserved

1
Invalid Application
2
Unknown ProSe Application ID
3
UE authorisation failure
4
Unknown ProSe Application Code

5
Invalid MIC

6
Invalid UTC-based counter

7
Invalid Message Format
8
Scope violation in ProSe Application ID

9
Unknown RPAUID

10
Unknown or Invalid Discovery Entry ID

11
Invalid discovery target
X
UE unauthorised for discovery with Application-Controlled Extension

Y
Missing Application Level Container 
-(Y+1)-255

Unused

***** End of changes *****
