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1. Introduction

The Protocol configuration options IE in NAS is used to transfer configuration and data associated with an external protocol or application. As more functionality is added to the system, the PCO IE is continuously updated to support transfer of more information. However the maximum size of the PCO IE in NAS is limited to 253 octets which potentially could become a problem when increasing amount of information needs to be included.
This discussion paper highlights some issues that can arise when the PCO IE is extended and identifies some possible solutions to minimize problems.

2. Problem description
The PCO IE is defined in 3GPP TS 24.008 as a type 3 information element of variable size. The length of PCO contents is indicated with a one octet length parameter as commonly done in GPRS NAS. This limits the total size of included PCO contents to 255 octets, but the definition of the PCO specifies a slightly lower maximum of 251 octets. This is not possible to extend as only one octet length parameters are supported in GPRS NAS protocol.
In EPS NAS larger IEs are supported via the extended length IEs where the length parameter is two octets. However the PCO IE was defined for GPRS NAS and reused in EPS NAS, thus inheriting the maximum value size of 255 octets. Thus it is not possible to change the type of a defined IE in a backwards compatible way.
Observation 1: The defined PCO IE cannot be extended to support larger contents than 251 octets, neither for GPRS, nor for EPS.

The PCO IE is included in a number of NAS messages used in procedures where external protocol and application information transfer is needed. The PCO IE is used both uplink and downlink. The information included in a PCO IE can be assumed to apply to and needed for the procedure which the NAS message including the PCO IE is part of. Not all information may be vital for procedure execution and successful completion, but is the responsibility of the source of the PCO contents to include correct and sufficient information and also to limit the contents to the maximum supported size.

The PCO IE contents are not parsed or processed on NAS level, which is just being the means for transport of higher layer information.
Observation 2: The information included in a PCO IE is needed for the procedure which the NAS message including the PCO IE is part of and the contents of PCO IE cannot be modified on NAS level.
It should also be noted that no specification related to the applicability of parameters in PCO IE is available. Thus, it is not clear whether the complete set of PCO parameters needs to be included every time a PCO IE is included in a message, or whether PCO parameters that were included in a previous procedure still apply if not present in a subsequent procedure.
Observation 3: It is not clear whether PCO IE contents shall be treated by the receiver as a complete set of PCO parameters or as a “delta” set including new and changed parameters.

As functionality is added to the 3GPP system there is often a need to update PCO IE with additional parameter for information transfer related to external protocols or applications. The result is that the size of PCO contents increases as new functionality is introduced. Depending on deployed functionality the needed PCO content size varies, but it seems safe to assume that the needed PCO content size will increase over time.
There is also a range of PCO parameters defined for operator specific usage for which no definitions are specified. Thus, the actual needed size for PCO not only increases over time, but it also depends on deployment specific factors that in combination makes it very hard to predict when the available PCO content size is not sufficient.
Observation 4: It is hard to predict when available PCO content size will be insufficient, but the risk increases as functionality and operator specific usages are introduced.
3. Analysis and Possible Solutions 
As described in section 2 above, the required size to transfer PCO contents in NAS messages needed by external protocols and applications increases. Even if there in theory can be cases when the available size is insufficient already today, the risk will be even bigger as new functionality and new options are added.

To address insufficient PCO content size needed to transfer information there are two main remedies:
1. Reduce size information included in PCO IE; and
2. Increase available size of PCO contents.

3.1. Reduction of PCO information size.

To limit the amount of information included in a PCO IE, a significant improvement would be to address observation 3 above and to specify that included PCO contents are valid until explicitly updated. The source of PCO content could then limit included information to the information actually required for the current procedure and additionally exclude contents previously transferred to which no changes are needed. This will not only reduce the required PCO content size needed, but also reduce the amount of signalling by avoiding repeated transfer of unchanged PCO contents. For this solution to be acceptable, analysis of existing implementations is needed to minimize the risk on interoperability problems.
Proposal 1: It should be analysed whether specification of PCO content as containing “delta” information can be accepted.

An additional enhancement to reduction of PCO information size could be to not add further content to PCO IE and thereby not increase the risk of running out of PCO content size compared to the current situation.

Proposal 2: It should be discussed whether further additions to the PCO IE should be restricted.

3.2. Increase PCO content size
If it is not seen acceptable or sufficient to reduce or limit the amount of information included in a PCO IE, it can be possible to extend the available size for PCO content. The problem is to do this in a backwards compatible way so that it would work for legacy implementations. According to observation 1 it will not be possible to extend the existing PCO IE, but another alternative must be found. In particular this is an issue for UEs where update of deployed units is a major challenge. Given observation 4, it could be acceptable to maintain the currently supported size for PCO contents for legacy implementations and to extend PCO contents size for new implementations only that are more likely to need additional content due to additional feature support.
Proposal 3: It should be discussed whether an extension of usable PCO content size is needed and if so, whether it is sufficient to support such extension for new implementations only.
To increase supported PCO content size possible solutions could be:

· Add an Extended PCO IE;

· Introduce a new session management procedure dedicated for PCO transfer;

· Specify usage of an existing procedure, e.g. PDP Context Modification, that only results in PCO transfer without other side effects.
Proposal 4: It is proposed to discuss whether any of the possible solutions above can be accepted to extend PCO content size and whether additional solutions can be identified.
4. Conclusion and proposed way forward
It is proposed to discuss the issue highlighted in this paper and the proposals indicated. If it can be agreed to further pursue any solutions applicable for standardization, Ericsson volunteers to prepare more detailed papers and CRs to next CT1 meeting.
