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	Reason for change:
	Based on the TS 29.273 subclause 7.1.2.1.2, there is the following definition:
“If a Visited- Network-Identifier is present in the request and if the user is not allowed to roam in the visited network, then the 3GPP AAA Server shall return Experimental-Result-Code set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED.”
It means the 3GPP AAA Server may send the DIAMETER_ERROR_ROAMING _NOT_ ALLOWED AVP to the ePDG indicating the current visited network is not allowed to roam for this UE. In order to solve this problem, the UE may select the ePDG from HPLMN when it is allowed by the operator. In sum, the UE’s reattemp to the HPLMN ePDG can solve this problem if the H-ePDG is allowed to use in roaming.
Additionally, about the indication sent to the UE side for this case, considering the 3GPP side definition, it has the same failure case. The mapping between the Diameter AVP and NAS IE is defined in TS 29.272 Table B.1, as follows:
DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004) , without Error Diagnostic
#11 "PLMN not allowed"
 Therefore, it is also proposed to use the “PLMN not allowed” mapping the DIAMETER_ERROR_ROAMING _NOT_ ALLOWED AVP for the non 3GPP access. 

	
	

	Summary of change:
	1) Define a new cause code mapping the “DIAMETER_ERROR_ROAMING_NOT_ALLOWED” AVP.

2) Define the UE behaviour. 

	
	

	Consequences if not approved:
	The network cannot notify the UE that the VPLMN is not allowed to access as the roaming agreement restriction. So the UE may retry the same ePDG which cannot solve this problem.
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***** Next change *****
7.2.2.2
Tunnel establishment not accepted by the network
If the UE receives the IKE_AUTH response message from the HPLMN’s ePDG, including a Notify Payload with a Private Notify Message Type – "Non-3GPP access to EPC not allowed" as defined in subclause 8.1.2.2. Then after the UE authenticates the network, the UE shall not retry the authentication procedure to an ePDG from the same PLMN until switching off or the UICC containing the USIM is removed. If the above Private Notify Message Type is received from the VPLMN's ePDG, the UE is allowed to try the ePDG deployed by the HPLMN.

If the UE receives the IKE_AUTH response message, including a Notify Payload with a Private Notify Message Type – "Network failure" as defined in subclause 8.1.2.2, the UE shall start an implementation specific backoff timer, and shall not try again with the same ePDG until the backoff timer expires.
If the UE receives the IKE_AUTH response message, including a Notify Payload with a Private Notify Message Type – "PLMN _NOT_ALLOWED" as defined in subclause 8.1.2.2, the UE shall not retry the authentication procedure to an ePDG from the same PLMN. The UE may select the ePDG deployed by the HPLMN if it is allowed by the operator.
NOTE 1:
The UE can perform NSWO from the current untrusted WLAN access network even though the tunnel establishment procedure to the ePDG is not accepted by the network.
NOTE 2: 
Switching off and USIM change conditions are implemented taking into consideration the user experience aspect.
Editor's note:
How the UE authenticates the network without authentication vector from the HSS is FSS, maybe to ues the certificate and AUTH parameters sent by the ePDG.

Editor's note:
The usage of back off timer and the corresponding UE behaviour are FFS.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 that includes an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection with the same IP address while connected to the current ePDG and the UE shall close the related IKEv2 security association states.

If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 and no Notification Data field, the UE shall not attempt to establish additional PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections to the given APN if one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this PDN connection is the first PDN connection for the given APN, the UE shall not attempt to establish PDN connection to the given APN.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2, the UE shall not attempt to establish any additional PDN connections while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections if one or more existing PDN connections are released.
If the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Error Type “NO_APN_SUBSCRIPTION” as defined in subclause 8.1.2.2 the UE shall close the related IKEv2 security association states and start an implementation-specific backoff timer. The UE shall not retry the authentication procedure with the same ePDG for the same APN until the timer expires.

Editor’s note (WID ASI_WLAN CR#480): The need for network-signalled timers is FFS.
***** Next change *****
7.4.1.2
Tunnel establishment not accepted by the network
In the tunnel establishment procedures, the ePDG can receive DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION sent by the 3GPP AAA Server as specified in 3GPP TS 29.273 [17]. It means the network refuses service to the UE because the user subscription data does not support EPS services from non-3GPP access. In this case, the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Private Notify Message Type – "Non-3GPP access to EPC not allowed" as defined in subclause 8.1.2.2.
In the tunnel establishment procedures, the ePDG can receive DIAMETER_UNABLE_TO_ COMPLY sent by the 3GPP AAA Server as specified in 3GPP TS 29.273 [17]. In this case, the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Private Notify Message Type – "Network failure" as defined in subclause 8.1.2.2.

In the tunnel establishment procedures, the ePDG can receive DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the 3GPP AAA Server as specified in 3GPP TS 29.273 [17]. In this case, the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Private Notify Message Type – "PLMN_NOT_ALLOWED" as defined in subclause 8.1.2.2.
If NBM is used and if the ePDG needs to reject a PDN connection due to conditions as specified in 3GPP TS 29.273 [17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2. Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in subclause 7.2.2, the Notification Data field of the Notify Payload shall include the IP address information from the Handover Attach indication. If the UE indicated Initial Attach, the Notification Data field shall be omitted.

If the ePDG needs to reject a PDN connection due to the network policies or capabilities to indicate that no more PDN connection request with any APN can be accepted for the UE, the ePDG shall include in the IKE_AUTH response message containing the IDr payload a Notify Payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2.
If the ePDG receives the DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION error code from the 3GPP AAA Server as specified in 3GPP TS 29.273 [17] the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify Payload with a Private Notify Message Type "NO_APN_SUBSCRIPTION" as defined in subclause 8.1.2.2.
***** Next change *****
8.1.2.2
Private Notify Message - Error Types

The Private Notify Message, Error Types defined in table 8.1.2.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA for the PDN connection to the APN requested by the UE. Refer to table 8.1.2.2-1 for more details on what each error type means.

Table 8.1.2.2-1: Private Error Types

	Notify Message
	Value
	Descriptions

	PDN_CONNECTION_REJECTION
	8192
	With an IP address information in Notification Data field: 

The PDN connection corresponding to the IP address information has been rejected.

Without Notification Data field:

The PDN connection corresponding to the requested APN has been rejected. No additional PDN connections to the given APN can be established. 

If the rejected PDN connection is the first PDN connection for the given APN, this APN is not allowed for the UE.

	MAX_CONNECTION_REACHED
	8193
	The PDN connection has been rejected. No additional PDN connections can be established for the UE due to the network policies or capabilities. 

The maximum number of PDN connections per UE allowed to be established simultaneously is 11 due to a limitation in the network mobility procedures.

	PLMN_NOT_ALLOWED
	10002
	Corresponds to DIAMETER_ERROR_ROAMING_NOT_ALLOWED failure as specified in 3GPP TS 29.273 [17].

	NO_APN_SUBSCRIPTION
	10004
	Corresponds to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION failure specified in 3GPP TS 29.273 [17].


***** End of change *****
