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	Reason for change:
	The following editor’s note needs to be removed from the current specification. 

Editor's note:
How the UE authenticates the network without authentication vector from the HSS is FSS, maybe to ues the certificate and AUTH parameters sent by the ePDG.

 Based on TS 33.402 subclause 8.2.2, the ePDG can send the ePDG ID, certificate and AUTH parameter to the UE in the IKE_AUTH Response, quote:

8.2.2
Tunnel full authentication and authorization
6. IKE_AUTH Response
    [Header, ePDG ID, Certificate, AUTH, EAP-Request/AKA-Challenge]
Figure 8.2.2-1: Tunnel full authentication and authorization
Step 6:The ePDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.

The UE can use the ePDG ID, its certificate and AUTH to authenticate the ePDG, making sure the security session is built with the real ePDG, see the following definition from TS 33.402 subclause 8.2.1:

“8.2
Mechanisms for the set up of UE-initiated IPsec tunnels

8.2.1
General

-
Public key signature based authentication with certificates, as specified in RFC 5996 [30], shall be used to authenticate the ePDG. The ePDG shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the ePDG determined by the ePDG selection procedures defined in TS 23.402 [5]. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the ePDG's certificate. ”
Therefore, even though the UE will not receive the authentication vector from the HSS in the UE authentication failure case, there is still a security tunnel between the UE and the real ePDG which can be authenticated by the UE. So the UE can trust the cause value sent by this ePDG.

	
	

	Summary of change:
	Define that, in the UE authentication failure case, the UE can authenticate the network by using the ePDG ID, certificate and AUTH parameters sent by the ePDG.

	
	

	Consequences if not approved:
	An editor’s note exists in the current specification.
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***** Next change *****
7.2.2.2
Tunnel establishment not accepted by the network
If the UE receives the IKE_AUTH response message from the HPLMN’s ePDG, including a Notify Payload with a Private Notify Message Type – "Non-3GPP access to EPC not allowed" as defined in subclause 8.1.2.2. Then after the UE authenticates the network by using the ePDG ID, certificate and AUTH parameters sent by the ePDG as specified in 3GPP TS 33.402 [15], the UE shall not retry the authentication procedure to an ePDG from the same PLMN until switching off or the UICC containing the USIM is removed. If the above Private Notify Message Type is received from the VPLMN's ePDG, the UE is allowed to try the ePDG deployed by the HPLMN.

If the UE receives the IKE_AUTH response message, including a Notify Payload with a Private Notify Message Type – "Network failure" as defined in subclause 8.1.2.2, the UE shall start an implementation specific backoff timer, and shall not try again with the same ePDG until the backoff timer expires.
NOTE 1:
The UE can perform NSWO from the current untrusted WLAN access network even though the tunnel establishment procedure to the ePDG is not accepted by the network.
NOTE 2: 
Switching off and USIM change conditions are implemented taking into consideration the user experience aspect.

Editor's note:
The usage of back off timer and the corresponding UE behaviour are FFS.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 that includes an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection with the same IP address while connected to the current ePDG and the UE shall close the related IKEv2 security association states.

If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 and no Notification Data field, the UE shall not attempt to establish additional PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections to the given APN if one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this PDN connection is the first PDN connection for the given APN, the UE shall not attempt to establish PDN connection to the given APN.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2, the UE shall not attempt to establish any additional PDN connections while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections if one or more existing PDN connections are released.
If the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Error Type “NO_APN_SUBSCRIPTION” as defined in subclause 8.1.2.2 the UE shall close the related IKEv2 security association states and start an implementation-specific backoff timer. The UE shall not retry the authentication procedure with the same ePDG for the same APN until the timer expires.

Editor’s note (WID ASI_WLAN CR#480): The need for network-signalled timers is FFS.
***** End of change *****
