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	Reason for change:
	For feature parity and consistency across 3GPP and WLAN accesses, the EPC should be able to retrieve, over the WLAN access, the Mobile Equipment Identity, if available, of devices accessing a trusted WLAN.

The 3GPP AAA Server will retrieve the IMEI/IMEISV from the UE via a new EAP-AKA (EAP-AKA') extension for trusted WLAN accesses, for both Single-Connection and Multi-Connection modes.


	
	

	Summary of change:
	- Define a new EAP-AKA attribute AT_DEVICE_IDENTITY to allow the UE to signal its IMEI or IMEISV to the AAA server.

- Provide IANA registration for the AT_DEVICE_IDENTITY attribute
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	*** First Change ***


4.4.1
User identities

The user identification shall be either the root NAI, or the decorated NAI, when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. For handover of an emergency session from E-UTRAN to a S2a based cdma2000® HRPD access network, if IMSI is not available (i.e. a UE without USIM) or IMSI is unauthenticated, the IMEI shall be used for the identification, as part of the emergency NAI as defined.
The UE's Mobile Identity IMEI or IMEISV, if available, is conveyed to the network (see subclause 6.4 and subclause 7) and used to enable consistent services for the UE accessing the network via non-3GPP access, 
NOTE 1:
IMEI and IMEISV are untrusted user identities stored on the UE.
User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.
IETF RFC 4187 [33] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly different terms. Similar terms are also used in 3GPP TS 33.402 [15]. The following list provides term equivalencies and describes the relation between various user identities.

-
The Root NAI is to be used as the permanent identity as specified in 3GPP TS 33.402 [15].

-
The Fast-Reauthentication NAI is to be used as the Fast-Reauthentication Identity or the re-authentication ID as specified in 3GPP TS 33.402 [15].

-
The Pseudonym Identity is to be used as the Pseudonym as specified in 3GPP TS 33.402 [15].
	*** Next Change ***


6.4.2.x
Mobile Equipment Identity Signalling
If the UE receives an EAP-Request/AKA'-Challenge message containing the AT_DEVICE_IDENTITY attribute and the Identity Type field of the received AT_DEVICE_IDENTITY attribute is set to either 'IMEI' or 'IMEISV' and the Identity Value field is empty, then if the UE's Mobile Equipment Identity IMEI or IMEISV is available, the UE shall include IMEI or IMEISV in the AT_DEVICE_IDENTITY attribute in the EAP-Response/AKA'-Challenge message as follows:

-
if IMEISV are available, the UE shall include IMEISV in the AT_DEVICE_IDENTITY attribute. The Identity Type field of the AT_DEVICE_IDENTITY attribute shall be set to 'IMEISV': and
-
if IMEI is available and IMEISV is not available, the UE shall include IMEI in the AT_DEVICE_IDENTITY attribute. The Identity Type field of the AT_DEVICE_IDENTITY attribute shall be set to 'IMEI'.
The AT_DEVICE_IDENTITY attribute shall be sent as an encrypted attribute and included in the value field of the AT_ENCR_DATA attribute  as described in IETF RFC 4187 [33].    

The detailed coding of the AT_DEVICE_IDENTITY attribute is described in subclause 8.2.x.1.
	*** Next Change ***


6.4.3.x
Mobile Equipment Identity Signalling
If the network supports Mobile Equipment Identity signalling over trusted WLAN, the 3GPP AAA server shall include the AT_DEVICE_IDENTITY attribute in the EAP-Request/AKA'-Challenge message with the Identity Type field set to either 'IMEI' or 'IMEISV' and an empty Identity Value field to request the UE to provide the Mobile Equipement Identity indicated in the Identity Type.
Upon receiving the EAP-Response/AKA'-Challenge message from the UE, if the AT_DEVICE_IDENTITY attribute is included and Identity Type field is set to either 'IMEI' or 'IMEISV', then the 3GPP AAA server shall forward the received Mobile Equipment Identity to the TWAN as specified in 3GPP TS 29.273 [17] to allow TWAN to forward it further to the PDN GW via the S2a interface as specified in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50]
	*** Next Change ***


8.2.x
Device Identity

8.2.x.1
AT_DEVICE_IDENTITY attribute

The AT_DEVICE_IDENTITY attribute is coded according to figure 8.2.x.1-1 and table 8.2.x.1-1.
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Figure 8.2.x.1-1: AT_DEVICE_IDENTITY attribute

Table 8.2.x.1-1: AT_DEVICE_IDENTITY attribute

	Octet 1 indicates the type of attribute as AT_DEVICE_IDENTITY with a value of xxx. This attribute is skippable.



	Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].


	Octet 3 indicates the type of Device Identity.

Identity Type (octet 3)

Bits
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All other values are reserved.



	Octet 4 is Identity length field and contains the length of the Identity value in octets.


	The Identity Value field starts at octet 5 and its length is indicated by the Identity length field. The Identity value field represents the device identity digits of the corresponding Identity type and is coded using BCD coding. The Identity Value field is optional. 
For Identity Type 'IMEI' and 'IMEISV', Identity value digits are coded based on the IMEI and IMEISV structure defined in 3GPP TS 23.003 [3]. IMEI is 15 BCD digits and IMEISV is 16 BCD digits. Both IMEI and IMEISV are TBCD encoded. Bits 5 to 8 of octet i+4 (where i represents the octet of the IMEI(SV) being encoded) encodes digit 2i, bits 1 to 4 of octet i+4 encodes digit 2i-1 (i.e the order of digits is swapped in each octet compared to the digit order defined in 3GPP TS 23.003 [2]). Digits are packed contiguously with no internal padding. For IMEI, bits 5 to 8 of the last octet shall be filled with an end mark coded as '1111'.


	The optional padding field starts after the last octet of the Identity value field. Each octet of this field is set to zero by sending entity and ignored by receiving entity.


	*** Next Change ***


G.2.x
AT_DEVICE_IDENTITY EAP-AKA attribute
In order to register the AT_DEVICE_IDENTITY attribute, the following information will be inserted in form at http://www.iana.org/cgi-bin/assignments.pl:

Contact name: 

 <MCC Name>

Contact Email:

 <MCC email>

What type of assignment/registration are you requesting?

New item in the "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-SIM Parameters" as shown at http://www.iana.org/assignments/eapsimaka-numbers/eapsimaka-numbers.xml#eapsimaka-numbers-3 and as specified in RFC 4187.

Which registry are you requesting this assignment/registration be made in?

The "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-SIM Parameters" as shown at http://www.iana.org/assignments/eapsimaka-numbers/eapsimaka-numbers.xml#eapsimaka-numbers-3 and as specified in RFC 4187.

If possible, please give a brief description of why you need this assignment/registration:

Further information needs to be provided during authentication using EAP-AKA'.

Additional Information. Please include a reference to the specification or RFC (if available) that defines this number or name space: 

RFC 4187 defines the registry for the "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-SIM Parameters".

The following attribute is requested to be registered:

-
numbering space: EAP-AKA and EAP-SIM Parameters, Attribute Types (Skippable Attributes 128-255)

-
attribute description: AT_DEVICE_IDENTITY

-
reference to specification where the attribute is described: http://www.3gpp.org/ftp/Specs/html-info/24302.htm

-
attribute type: (number to be assigned by IANA)
	*** End Change ***


