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	Reason for change:
	We recently had the CR (TS 24.229 CR 5095) to change that if the UE sends a new REGISTER before the reg-await timer expires, S-CSCF shall respond with a new 401 (and not 403).
However, there is another statement about MAC failure in UE that says that the S-SCSF shall respond with 403.

The problem is that there is no means to distinguish between the case where the UE sends a new Initial REGISTER because of some general problem, like connectivity, or due to MAC/XMAC verification failure. At least, there is no way for the S-CSCF to understand that the REGISTER " … was supposed to carry the response to the challenge ". There are no special elements in the REGISTER to indicate that. So the sending of the 403 can be removed 

	
	

	Summary of change:
	The sending of 403 (Forbidden) response due to MAC address error is removed.


	
	

	Consequences if not approved:
	Procedure in the specification that can't be used since the trigger condition can never be fulfilled.
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	Other comments:
	JH: Renumber NOTEs and include XCRnumber to previous CR.


***** Next change *****
5.4.1.2.3A
Abnormal cases – IMS AKA as security mechanism
In the case that the REGISTER request, that contains the authentication challenge response from the UE does not match with the expected REGISTER request (e.g. wrong Call-Id or authentication challenge response) and the request has the "integrity-protected" header field parameter in the Authorization header field set to "yes", the S-CSCF shall:

-
send a 403 (Forbidden) response to the UE. The S‑CSCF shall consider this authentication attempt as failed. The S-CSCF shall not update the registration state of the subscriber.

NOTE 1:
If the UE was registered before, it stays registered until the registration expiration time expires.



In the case that the REGISTER request from the UE containing an "auts" Authorization header field parameter, indicating that the SQN was deemed to be out of range by the UE), the S-CSCF will fetch new authentication vectors from the HSS. In order to indicate a resynchronisation, the S-CSCF shall include the value of the "auts" header field parameter received from the UE and the stored RAND, when fetching the new authentication vectors. On receipt of the new authentication vectors from the HSS, the S-CSCF shall either:

-
send a 401 (Unauthorized) response to initiate a further authentication attempt, using these new vectors; or

-
respond with a 403 (Forbidden) response if the authentication attempt is to be abandoned. The S-CSCF shall not update the registration state of the subscriber.
NOTE 2:
If the UE was registered before, it stays registered until the registration expiration time expires.

NOTE 3:
Since the UE responds only to two consecutive invalid challenges, the S-CSCF will send a 401 (Unauthorized) response that contains a new challenge only twice.

NOTE 4:
In the case of an "auts" Authorization header field parameter being present in the REGISTER request, the "response" Authorization header field parameter in the same REGISTER request will not be taken into account by the S-CSCF.

In the case that the S-CSCF receives a REGISTER request with the "integrity-protected" header field parameter in the Authorization header field set to "yes", for which the public user identity received in the To header field and the private user identity received in the "username" Authorization header field parameter of the REGISTER request do not match to any registered user at this S-CSCF, if the S-CSCF supports S-CSCF restoration procedures, the S-CSCF shall behave as described in subclause 5.4.1.2.2, otherwise the S-CSCF shall:

-
respond with a 500 (Server Internal Error) response to the UE.

NOTE 5:
This error is not raised if there is a match on the private user identity, but no match on the public user identity.
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