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***** First change *****
4.5
Fixed Broadband Access System

The fixed broadband access system is a type of high-speed Internet access for multi-service broadband packet networking. The fixed broadband access system is specified by the Broadband Forum, including addressing interoperability, architecture and management. 

For support of fixed broadband access interworking, the EPC network procedures are specified in 3GPP TS 24.139 [51].
The UE procedures for support of fixed broadband access are specified in 3GPP TS 24.139 [51] and can be used when the EPC network uses the fixed broadband access interworking or the fixed broadband access convergence.


The architecture of the fixed broadband access convergence is specified in 3GPP TS 23.203 [5A].
***** Next change *****
6.5.2.2
UE procedures
6.5.2.2.1
General
When accessing the EPC via the ePDG, the UE shall exchange EAP-AKA signalling with the 3GPP AAA server as specified in 3GPP TS 33.402 [15].

NOTE:
the EAP payload exchanged between UE and 3GPP AAA server is transported within the IKEv2 messages exchanged with ePDG as described in subclause 7.2.2.
***** Next change *****
6.5.2.2.2
EAP AKA

6.5.2.2.2.1
Identity management

The support of user identity privacy as defined in IETF RFC 4187 [33] and based on temporary identity is mandatory for the UE.

As defined in 3GPP TS 33.402 [15], the UE sends the user identity (in the IDi payload) in the first message of the IKE_AUTH phase. The user identity sent by the UE in the IDi payload depends on the presence of the temporary identity as defined in IETF RFC 4187 [33].
The UE after successful EAP authentication may store the new temporary identity(ies) received in AT_ENCR_DATA attribute together with the fast re-authentication parameters (new master key, transient EAP keys and counter value) in the USIM as specified in 3GPP TS 31.102 [45].. In this case the pseudonym is stored in the "Pseudonym" data file and the fast re-authentication identity, new master key, transient EAP keys and counter value in the "Re-authentication identity" data file.
If no new temporary identity was received in AT_ENCR_DATA attribute of a successful EAP authentication, the stored temporary identity becomes invalid and the UE shall not send this temporary identity at the next EAP authentication. In case the temporary identity is stored in the USIM, the UE shall set the username of the corresponding temporary identity field to the "deleted" value to indicate that this temporary identity is invalid as specified in 3GPP TS 23.003 [3]. 
6.5.2.2.2.2
Protected result indications

The UE shall support protected result indications (i.e. MAC protected) as specified in IETF RFC 4187 [33]. 

***** Next change *****
6.5.2.3
3GPP AAA server procedures
6.5.2.3.1
General
During the authentication of the UE for accessing the EPC via the ePDG, the 3GPP AAA server shall initiate EAP-AKA based authentication with the UE as specified in 3GPP TS 33.402 [15].
***** Next change *****
6.5.2.3.2
EAP-AKA

6.5.2.3.2.1
Identity management

The support of user identity privacy is mandatory for the 3GPP AAA server. However, the usage of this feature is optional for the 3GPP AAA server and depends on operator's policies.

If user identity privacy is enabled, the 3GPP AAA server shall send new encrypted temporary identity (pseudonym and/ or fast re-authentication identity) to the UE in every EAP authentication procedure. The 3GPP AAA selects the pseudonym identity or the Fast Re-authentication Identity and returns the identity to the UE during the Authentication procedure as specified in 3GPP TS 33.402 [15]. The 3GPP AAA server shall maintain a mapping between the UE's permanent identity and the pseudonym identity and between the UE's permanent identity and the Fast Re-authentication Identity. 
6.5.2.3.2.2
EAP AKA based authentication

The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [33].

6.5.2.3.2.3
Fast re-authentication
The 3GPP AAA server shall support fast re-authentication as specified in the IETF RFC 4187 [33]. Fast re-authentication should be enabled in the 3GPP AAA server. The decision of using fast re-authentication is taken in the 3GPP AAA server depending on operator's policies. The 3GPP AAA server indicates to the UE the decision of using fast re-authentication by means of sending the fast re-authentication identity in the EAP authentication procedure (i.e. in EAP-Request/AKA/Challenge or EAP‑Request/AKA-re-authentication). When the 3GPP AAA server sends a fast re-authentication identity to the UE, the 3GPP AAA server shall also include a pseudonym when allowed by the IETF RFC 4187 [33]. In this way, the UE retains a pseudonym if the 3GPP AAA server defers to full authentication.

6.5.2.3.2.4
Protected result indications

The 3GPP AAA server should support protected result indications (i.e. MAC protected) for EAP AKA as specified in IETF RFC 4187 [33]. If the 3GPP AAA server supports protected result indications, the usage of this feature is optional and depends on operator's policies.
