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INTRODUCTION

This paper proposes the framework for the work on the authentication signalling improvements within the ASI_WLAN work item and also proposes the way forward.
FAILURE TYPES
Our objective is to define the UE behaviour in relation to the failures raised by the AAA server. So it makes sense to define the failure categories in relation to the expected UE behaviour. The following categories could be defined:

Authentication failures

These failures are associated with invalid subscription at various levels (APN, PLMN, RAT etc.) and it is unlikely that the authentication will subsequently succeed after the initial failure until the changes to the UE subscription settings are made (e.g. customer service call, UICC change etc.). For these failures the UE should have a limited number of re-tries before giving up completely until WLAN is disabled/enabled or USIM replaced.

The following SWm/STa Diameter failure codes fall in this category:

−         DIAMETER_ERROR_USER_UNKNOWN

−         DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION

−         DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION

−         DIAMETER_ERROR_ROAMING_NOT_ALLOWED

−         DIAMETER_ERROR_USER_AUTORIZATION_REJECTED

−         DIAMETER_RAT_TYPE_NOT_ALLOWED

These failures could be assigned individual IKEv2 Notify error types. The IKEv2 error code #24 AUTHENTICATION_FAILED also falls in this category and could be sued as a generic authentication failure code. 
Network failures

These failures are network-related. The resolution does not require change in user settings but may require intervention in the network. The UE should keep re-trying but with large backoff between the re-tries. The DIAMETER_UNABLE_TO_COMPLY failure could fall into this category. A more generic NETWORK_FAILURE IKEv2 Notify message error type could also be defined to be used for generic network-related failures.  
The following two additional categories could be considered depending on the time available in Rel-13:

Network/ePDG congestion failures (optional)

Although not explicitly covered in 29.273, this type of failure is partly covered in the ePDG selection procedure in 24.302 in the case of failed IKEv2 request from the UE towards ePDG and it could fall under the WID objective of “To specify the device’s behavior upon receipt of some reject cause values to avoid unnecessary signaling to the network”. Also, in the field deployments, we have seen proprietary Diameter failures related to congestion over SWm. A new “NETWORK_BUSY” IKEv2 Notify message error type could be defined in the standards for this case.

The UE should keep re-trying, potentially with increasing backoffs between the re-tries. 

Other/unspecified failures (optional)

All other failures would fall in this category, including failures without the error type and failures before the UE authenticates the NW. A new IKEv2 Notify message error type could be assigned for this case. The UE should keep re-trying, potentially with increasing backoffs between the re-tries. 

UE BEHAVIOR

In case of a failure, the subsequent UE behavior is defined by two parameters:

· Number of re-tries (0..infinite): and

· Backoff between the re-tries (0..infinite)

These parameters could be configured as follows:

· The ePDG provides the UE via IKEv2 with the back-off timer upon each failure and the UE applies it; or

· The ePDG provides the UE with a re-try pattern for each failure type e.g.:

· Authentication failures: number of re-tries = 3; backoff after each re-try: 0,0,infinite;

· Network failures: number of re-tries: infinite: backoff: 1 hour;

· Congestion and unspecified failures: number of re-tries: infinite; backoff: 0,1,2,4,8,15.. (minutes); or

· The UE is pre-configured with the re-try pattern for each failure type.

PROPOSED WAY FORWARD

Proposal 1: Categorize the failures as proposed above. 

Proposal 2: Reserve the range of Notify message error type numbers for each category

Proposal 3: Define one generic Notify message error type number for each category.

Proposal 4: Provide the means for the ePDG to signal to the UE a back-off timer upon each failure

Proposal 5: Specify that the UE may use implementation-specific timers or back-off patterns if the NW does not provide the back-off timer upon failure. Specifically, the UE may use the same backoff timer value across one failure category.

