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1. Introduction

This paper discusses a specification issue related to inclusion of optional payload in IKEv2 messages when EAP is used and propose a way forward to resolve this issue.
2. Discussion
In order to support Mobile Equipment Identity signalling over un-trusted WLAN access,  IKEv2 extensions are needed so that the IMEI/IMEISV can be signalled (encryption protected) from the UE to the ePDG.  
When working on related stage 3 changes, the following issue has been discovered.
For un-trusted WLAN access, EAP-AKA within IKEv2 (as specified in RFC 5996) is used to authenticate UEs as specified in TS 33.402. Sub-clause 8.2.2 of TS 33.402 defines the message flow for the full authentication as follows:
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Here in the diagram, after step 6, network is authenticated. Therefore step 7 represents the earliest point where encryption protected information (such as IMEI/IMEISV) can be sent securely via optional parameters like configuration payload.
However for step 7, currently TS 33.402 specifies that the only payload (apart from the header) in the IKEv2 message is the EAP message:

6.
The ePDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.

7.
The UE checks the authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

8.
The ePDG forwards the EAP-Response/AKA-Challenge message to the 3GPP AAA Server.

meaning no other payload, including optional payload, can be included in the IKE_AUTH request at step 7.

Upon further checking, there does not appear to be any justification for imposing such payload restriction:

1). According to RFC 5996, from IKE server side, no AUTH payload from UE's IKE_AUTH request at step 2 would indicate that EAP needs to be used:
An initiator indicates a desire to use EAP by leaving out the AUTH
payload from the first message in the IKE_AUTH exchange. (Note that
the AUTH payload is required for non-EAP authentication, and is thus
not marked as optional in the rest of this document.) By including
an IDi payload but not an AUTH payload, the initiator has declared an
identity but has not proven it. If the responder is willing to use
an EAP method, it will place an Extensible Authentication Protocol
(EAP) payload in the response of the IKE_AUTH exchange and defer
sending SAr2, TSi, and TSr until initiator authentication is complete
in a subsequent IKE_AUTH exchange. In the case of a minimal EAP
method, the initial SA establishment will appear as follows:

Therefore at step 7, on subsequent IKE_AUTH request, including optional parameters in addition to EAP payload should not affect the authentication process via EAP.
Observation 1: including optional parameters in addition to EAP payload should not affect the authentication process via EAP
2). RFC5596 appendix C.3 shows sample call flow for IKE AUTH exchange with EAP where after initial exchanges, EAP payload is transported via IKEv2 messages:
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Here only EAP payload is shown for illustration purpose to show the tunnelling of EAP messages. Also as specified in RFC 5996, Appendix C.3 is informative:
Appendix C. Exchanges and Payloads

This appendix contains a short summary of the IKEv2 exchanges, and
what payloads can appear in which message. This appendix is purely
informative; if it disagrees with the body of this document, the
other text is considered correct.
So having no other payloads shown in above steps in Appendix C.3 call flow do not mean other optional payloads are forbidden. 
Observation 2: There is no requirement in RFC 5996 to forbid optional payloads to be sent along with EAP payload.
3). According to RFC 5996, Configuration Payload is for exchanging configuration (static) information to its peer. Since IMEI/IMEISV information is a type of configuration information, transmitting IMEI/IMEISV via configuration payload is appropriate:
The CFG_REQUEST and CFG_REPLY pair allows an IKE endpoint to request
information from its peer. If an attribute in the CFG_REQUEST
Configuration payload is not zero-length, it is taken as a suggestion
for that attribute. The CFG_REPLY Configuration payload MAY return
that value, or a new one. It MAY also add new attributes and not
include some requested ones. Unrecognized or unsupported attributes
MUST be ignored in both requests and responses.
However RFC5996 does not have any restriction on when configuration payload can be sent. 

Observation 3: RFC 5996 does not have any restriction on when configuration payload can be sent.
Based on above analysis and observations, mandatory restriction to forbid inclusion of optional parameters is not necessary and should be removed from TS 33.402. 
3. Way Forward
We can conclude based on above analysis/observations that mandatory restriction to forbid inclusion of optional parameters is not necessary. It is therefore proposed to send an LS to SA3 so that such restriction can be removed from TS33.402 to avoid confusion.

Related draft LS to SA3 is provided in C1-152789. 
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