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*********************  First Change  *********************
5.2.6.3.4
Responses to an initial request for a dialog

When the P-CSCF receives any 1xx or 2xx response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header field;

2)
store the list of Record-Route header fields from the received response;

3)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

4)
if a security association or TLS session exists, in the response rewrite its own Record Route entry to its own SIP URI that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

NOTE 1:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

5)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, in the response rewrite its own Record-Route entry to its own SIP URI that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE;
6)
if the response corresponds to an INVITE request, save the Contact, From, To and Record-Route header field values received in the response such that the P-CSCF is able to release the session if needed; and
7)
remove the Service-Interact-Info header field if present.
before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

NOTE 2:
The P-CSCF can find the IMS communication service supported for the dialog, as determined by the originating home network, in the topmost occurance of the "+g.3gpp.icsi-ref" header field parameter of the Feature-Caps header field(s) of 18x or 2xx response. The information can be used for charging purpose or resource reservation purpose.

*********************  Next Change  *********************
5.2.6.3.8
Responses to a request for a standalone transaction

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header field; and
2)
remove the Service-Interact-Info header field if present.
before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

NOTE:
The P-CSCF can find the IMS communication service supported for the standalone transaction, as determined by the originating home network, in the topmost occurance of the "+g.3gpp.icsi-ref" header field parameter of the Feature-Caps header field(s) of 18x or 2xx response. The information can be used for charging purpose.

*********************  Next Change  *********************
5.2.6.4.1
General for all requests

When the P-CSCF receives, destined for the UE, an initial request for a dialog or a request for a standalone transaction, and the request matches a trigger for starting logging of SIP signalling, as described in draft-dawes-sipping-debug [140], the P-CSCF shall start to log SIP signalling for this dialog according to its debug configuration.
When the P-CSCF receives, destinged for the UE, a request sent on a dialog for which logging of signalling is in progress, the P-CSCF shall check whether a trigger for stopping logging of SIP signalling has occurred, as described in draft-dawes-sipping-debug [140]. If a stop trigger event has occurred then the P-CSCF shall stop logging of signalling, else the P-CSCF shall determine, by checking its debug configuration, whether to log the request.
If the serving network supports PCRF based P-CSCF restoration and the Restoration-Info header field is included in the incoming request, and the P-CSCF has no binding for the identity in the Request-URI, the P-CSCF shall:

-
initiate the PCRF based P-CSCF restoration procedure as specified in 3GPP TS 23.380 [7D] using the IMSI value contained in the Restoration-Info header field; and

-
reject the request with a 404 (Not Found) response.
If the P-CSCF supports PCRF based P-CSCF restoration procedures, the P-CSCF shall remove the Restoration-Info header field, if included in the incoming request.

If the serving network supports HSS based P-CSCF restoration procedures and the P-CSCF has no binding for the identity in the Request-URI, the P-CSCF shall reject the request with a 404 (Not Found) response.


*********************  Next Change  *********************
5.2.6.4.2
General for all responses

When the P-CSCF receives, destined for the UE, a response sent on a dialog for which logging of signalling is in progress, the P-CSCF shall check whether a trigger for stopping logging of SIP signalling has occurred, as described in draft-dawes-sipping-debug [140]. If a stop trigger event has occurred then the P-CSCF shall stop logging of signalling, else the P-CSCF shall determine, by checking its debug configuration, whether to log the request.
The P-CSCF shall forward the response to the UE using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the "received" header field parameter and, in case UDP is used, to the port indicated in the "rport" header field parameter (if present) of the Via header field associated with the UE. In case TCP is used, the P-CSCF shall use the TCP connection on which the REGISTER request was received for sending the response back to the UE.

*********************  Next Change  *********************
5.2.6.4.3
Initial request for a dialog

When the P-CSCF receives, destined for the UE, an initial request for a dialog, prior to forwarding the request, the P-CSCF shall:

1)
if an indication has been received from the PCRF that the signalling bearer to the UE is lost, and has not recovered, reject the request by sending 500 (Server Internal Error) response;

NOTE 1:
The signalling bearer can be considered as recovered by the P-CSCF when the registration timer expires in P-CSCF and the user is de-registered from the IM CN subsystem, a new REGISTER request from the UE is received providing an indication to the P-CSCF that the signalling bearer to that user has become available or a P-CSCF implementation dependent function which discovers that the signalling bearer is available to the UE.

NOTE 2:
The Retry-After header field value is set based on operator policy.
2)
convert the list of Record-Route header field values into a list of Route header field values and save this list of Route header fields;

3)
if the request is an INVITE request, save a copy of the Contact, CSeq and Record-Route header field values received in the request such that the P-CSCF is able to release the session if needed;

4)
if a security association or TLS session exists, when adding its own SIP URI to the top of the list of Record-Route header fields and save the list, build the P-CSCF SIP URI in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

5)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, when adding its own SIP URI to the top of the list of Record-Route header fields and saving the list, build the P-CSCF URI in a format that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE;

6)
if a security association or TLS session exists, when adding its own address to the top of the received list of Via header fields and save the list, build the P-CSCF Via header field entry in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

NOTE 3:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations or TLS session. For details of the usage of the two ports see 3GPP TS 33.203 [19].

7)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled athentication is used, when adding its own address to the top of the received list of Via header fields and saving the list, build the P-CSCF Via header field entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE;

7A)
if the recipient of the request is understood from information saved during registration or from configuration to always send and receive private network traffic from this source, remove the P-Private-Network-Indication header field containing the domain name associated with that saved information;

8)
store the values received in the P-Charging-Function-Addresses header field;

9)
store the "icid-value" header field parameter and if present, the "orig-ioi" header field parameter received in the P-Charging-Vector header field;
10)
save a copy of the P-Called-Party-ID header field; and
11)
save a copy of the Service-Interact-Info header field if present, and remove it.
before forwarding the request to the UE either in accordance with the procedures of RFC 3261 [26] or as specified in RFC 5626 [92].

If no security association exists between the P-CSCF and the UE performing the functions of an external attached network operating in static mode, the P-CSCF shall initiate a TLS session towards the UE performing the functions of an external attached network operating in static mode before sending the initial request in accordance with 3GPP TS 33.310 [19D].
NOTE 4:
The P-CSCF can identify that a call is directed to a UE performing the functions of an external attached network operating in static mode by evaluating the Route header field, the Request URI or other means.

Once the TLS session is set up (using the certificates) the P-CSCF shall send the initial request for dialog over the secure connection to the UE performing the functions of an external attached network operating in static mode.
*********************  Next Change  *********************
5.2.6.4.4
Responses to an initial request for a dialog

When the P-CSCF receives any 1xx or 2xx response to the above request, the P-CSCF shall:

0A)
if the response is originated from a UE which the P-CSCF considers as priviledged sender, remove any P-Preferred-Identity header field, and skip step 1) below;

NOTE:
The P-CSCF determines if the UE is considered priviledged sender using based on the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1).

1)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header field with the saved public user identity from the P-Called-Party-ID header field that was received in the request, plus the display name if previously stored during registration, representing the originator of the response;

2)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

3)
verify that the list of URIs received in the Record-Route header field of the request corresponding to the same dialog is included, preserving the same order, as a subset of the Record-Route header field list of this response. This verification is done on a per URI basis, not as a whole string.

If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Record-Route header field values with those received in the request, and if a security association or TLS session exists, add its own Record-Route entry with its own SIP URI with the port number where it awaits subsequent requests from the calling party. The P-CSCF shall include in the Record-Route header field either:

-
the P-CSCF FQDN that resolves to its IP address; or

-
the P-CSCF IP address.

The P-CSCF shall remove the "comp" SIP URI parameter from the Record-Route header field.


If the verification is successful, the P-CSCF shall rewrite its own Record-Route entry to its SIP URI in a format that contains the port number where it awaits subsequent requests from the calling party. The P-CSCF shall include in the Record-Route header field either:

a)
the P-CSCF FQDN that resolves to its IP address; or

b)
the P-CSCF IP address.

The P-CSCF shall remove the "comp" SIP URI parameter from the Record-Route header field;


When adding its SIP URI to the Record-Route header field, the P-CSCF shall also copy the flow token and the "ob" SIP URI parameter from the Route header field of the initial dialog-forming request destined for the UE to its SIP URI, if the Route header field contained these values;

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

5)
if the response corresponds to an INVITE request, save the Contact, To, From and Record-Route header field value received in the response such that the P-CSCF is able to release the session if needed. If the Contact header field in the response to the INVITE request contains a GRUU, the P-CSCF shall save the GRUU received in the Contact header field of the response and associate that GRUU with the contact address which was used to send the INVITE request or with the registration flow and the associated UE contact address which was used to send on which the INVITE request such that the P-CSCF is able to release the session if needed;
6)
include in the P-Charging-Vector header field:

-
an "icid-value" header field parameter set to the value received in the request;

-
the "orig-ioi" header field parameter, if received in the request; and

-
a type 1 "term-ioi" header field parameter that identifies the sending network; and
7)
if a Service-Interact-Info header field is stored as described in subclause 5.2.6.4.3, insert the stored Service-Interact-Info header field.
before forwarding the response in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

before forwarding the response in accordance with the procedures of RFC 3261 [26].

*********************  Next Change  *********************
5.2.6.4.7
Request for a standalone transaction

When the P-CSCF receives, destined for the UE, a request for a standalone transaction, or a request for an unknown method (that does not relate to an existing dialog), prior to forwarding the request, the P-CSCF shall:

1)
if an indication has been received from the PCRF that the signalling bearer to the UE is lost, and has not recovered, reject the request by sending 500 (Server Internal Error) response;

NOTE 1:
The signalling bearer can be considered as recovered by the P-CSCF when the registration timer expires in P-CSCF and the user is de-registered from the IM CN subsystem, a new REGISTER request from the UE is received providing an indication to the P-CSCF that the signalling bearer to that user has become available or a P-CSCF implementation dependent function which discovers that the signalling bearer is available to the UE.

NOTE 2:
The Retry-After header field value is set based on operator policy.
2)
if a security association or TLS session exists, add its own address to the top of the received list of Via header fields and save the list. The P-CSCF Via header field entry is built in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association or TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association or TLS session established from the UE to the P-CSCF;

NOTE 3:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations or TLS session. For details of the usage of the two ports see 3GPP TS 33.203 [19].

3)
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is used, when adding its own address to the top of the received list of Via header fields and saving the list, build the P-CSCF Via header field entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE;

3A)
if the recipient of the request is understood from information saved during registration or from configuration to always send and receive private network traffic from this source, remove the P-Private-Network-Indication header field containing the domain name associated with that saved information;

4)
store the values received in the P-Charging-Function-Addresses header field;
5)
store the "icid-value" header field parameter and if present, the "orig-ioi" header field parameter received in the P-Charging-Vector header field;
6)
save a copy of the P-Called-Party-ID header field; and
7)
save a copy of the Service-Interact-Info header field if present, and remove it.
before forwarding the request to the UE either in accordance with the procedures of RFC 3261 [26] or as specified in RFC 5626 [92].

If no security association exists between the P-CSCF and the UE performing the functions of an external attached network operating in static mode, the P-CSCF shall initiate a TLS session towards the UE performing the functions of an external attached network operating in static mode before sending the standalone SIP request in accordance with 3GPP TS 33.310 [19D].
NOTE 4:
The P-CSCF can identify that a call is directed to a UE performing the functions of an external attached network operating in static mode by evaluating the Route header field, the Request URI or other means.

Once the TLS session is set up (using the certificates) the P-CSCF shall send the standalone SIP request over the secure connection to the UE performing the functions of an external attached network operating in static mode.
*********************  Next Change  *********************
5.2.6.4.8
Responses to a request for a standalone transaction

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

1A)
if the response is originated from a UE which the P-CSCF considers as priviledged sender, remove any P-Preferred-Identity header field, and skip step 2) below;

NOTE:
The P-CSCF determines if the UE is considered priviledged sender using based on the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1)..

2)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert an P-Asserted-Identity header field with the saved public user identity from the P-Called-Party-ID header field of the request, plus the display name if previously stored during registration, representing the originator of the response;
3)
include in the P-Charging-Vector header field:

-
an "icid-value" header field parameter set to the value received in the request;

-
the "orig-ioi" header field parameter, if received in the request; and

-
a type 1 "term-ioi" header field parameter that identifies the sending network; and
4)
if a Service-Interact-Info header field is stored as described in subclause 5.2.6.4.7, insert the stored Service-Interact-Info header field.
before forwarding the response in accordance with the procedures of RFC 3261 [26].
