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1. Abstract
This document discusses how to fulfill objectives of the ASI_WLAN WI in untrusted non-3GPP access and trusted WLAN. 
It proposes to extend the non-3GPP access handling by re-using (a subset of) EMM causes defined in TS 24.301 and (a subset of) ESM causes defined in TS 24.301 along with 3GPP EPS NAS timer value IEs, procedures and UE timers.
It is proposed that the handling is analogous to 3GPP EPS NAS handling but separated (i.e. non-3GPP access handling does not influence 3GPP access handling and vice versa).

2. Discussion
2.1 Objectives
The objectives of the ASI_WLAN WID [1] states:

------------------------

The objective of this work item is to improve the performance of the system for effective handling of device’s behavior on authentication procedures, according to existing or new cause value sent by the network. 
The objectives of this work item include:

1. For untrusted WLAN access, extend EAP-AKA, and maybe IKEv2 if necessary protocol to support the authentication failure scenarios defined in 3GPP TS 29.273, such as user unknown, no non3GPP user subscription data, no APN subscription and roaming or RAT type not allowed scenarios.  

2. For trusted WLAN access, extend the EAP-AKA’ and WLCP protocol to support the authentication and authorization failure scenario defined in 3GPP TS 29.273, such as user unknown, no non 3GPP user subscription data, no APN subscription and roaming or RAT type not allowed scenarios.  

3. To specify the device’s behaviour upon receipt of some reject cause values to avoid unnecessary signalling to the network. 
Stage 3 changes that require stage 2 changes are out of scope of this work item.

------------------------

The error cases are marked above.

Regarding the "RAT type not allowed scenarios" - TS 24.302 does not have a concept of non-3GPP access RAT types. However, TS 23.402 subclause 7.2.4 "Initial Attach with GTP on S2b" and subclause 16.2.1 "Initial Attach in WLAN on GTP S2a" state "The RAT type indicates the non-3GPP IP access technology type." when ePDG/TWAN create GTP Create Session Request. 
In case of trusted non-3GPP access, the network and the UE can achieve the same understanding on the non-3GPP IP access technology type. In case of untrusted non-3GPP access, if the UE uses a non-3GPP access network not managed by operator, reaching the same understanding on the non-3GPP IP access technology type in the UE and ePDG might not be possible.
Observation 1: "RAT type not allowed scenarios" might result into a unreliable solution as the UE and the ePDG might have different understanding of the non-3GPP IP access technology type currently being used by the UE.

2.2 Solution principles

Errors similar to those identified in the section 2.1 can occur in 3GPP EPC NAS too and TS 24.301 already defines coding for those errors, procedures handling those errors and associated timers.
In 24.301, the errors comparable to non-3GPP access errors are handled using:

1)
EMM cause IE indicating the reason why an EMM request from the UE is rejected by the network;

2)
ESM cause IE indicating the reason why a session management request is rejected;

3)
UE disabling access till switch-off or removing of the UICC containing the USIM, associated with EMM #3 (Illegal UE), EMM #6 (Illegal ME) and EMM #7 (EPS services not allowed);
4)
UE "forbidden PLMN list" and UE T3245 timer associated with EMM cause #11 (PLMN not allowed) and EMM #35 (Requested service option not authorized in this PLMN);
5)
T3346 value IE and UE timer T3346 associated with EMM cause #22 (Congestion);
6)
UE implementation specific timer associated with EMM cause #42 (Severe network failure);
7)
the Back-off timer value IE and the UE timer T3396 (RAT independent) associated with ESM cause #26 (Insufficient resources);
8)
the Back-off timer value IE and the UE backoff timer (RAT independent or RAT dependent depending on the Re-attempt indicator IE) associated with ESM causes other than ESM cause #26 (Insufficient resources); and
9)
UE and MME procedures associated with the above.

NOTE 1:
There are further error handlings in 3GPP EPC NAS associated e.g. with TA, CSG or non-EPS services, but those do not seem to be applicable for non-3GPP access.
The progress of the ASI_WLAN WI would benefit from reusing of applicable subset of 3GPP EPC NAS coding, procedures and timers. Also, any future evolution of error handling mechanisms would be easier if 3GPP EPC NAS and non-3GPP access to EPC use similar mechanisms.
Proposal 1: The solution for ASI_WLAN WI in untrusted non-3GPP access and trusted WLAN will reuse principles of error handling in EPC NAS layer (TS 24.301). (A subset of) error handling of EPC NAS layer will be introduced in non-3GPP access.
Proposal 2: Given the discussion in section 2.1, the value of RAT dependent behaviour seems limited and thus the same RAT independent UE timer would be started for ESM #26 and ESM causes other than ESM #26.

2.3 Untrusted non-3GPP access enhancements
2.3.1 Errors received after UE authenticates network

2.3.1.1 UE-network interface
In untrusted non-3GPP access, the UE can be notified already today about APN not being allowed for the UE (PDN_CONNECTION_REJECTION IKEv2 error type) and about maximum parallel PDN connections of the UE being reached (MAX_CONNECTION_REACHED IKEv2 error type).

Observation 2: The existing error handling in untrusted non-3GPP access is based on the IKEv2 error types indicated in the IKEv2 notify message type of the IKEv2 notify payload of IKEv2 IKE_AUTH response message.
The existing mechanism can be extended with further error codes - a range of IKEv2 error types can be reserved for EMM causes and another range of IKEv2 error types can be reserved for ESM causes. IKEv2 error type usage would also work when EAP protocol other than EAP-AKA is used for authentication (e.g. for emergency services from a UE without a valid USIM).
In order to transport the T3346 value IE and the Back-off timer value IE, new IKEv2 configuration attribute(s) will be needed.
Proposal 3: The existing error handling in untrusted non-3GPP access will be extended with EMM-like causes and ESM-like causes. IKEv2 signalling will be extended with the timer values IEs. The associated network procedures will be defined. The associated UE procedures will be defined and used if the UE receives a EMM-like cause or ESM-like cause after the UE authenticates the network. This would be documented in TS 24.302.
2.3.1.2 Intra-network handling
In network, the errors can result from GTP causes (for ESM causes), Diameter causes (for EMM causes) or possibly local policy in VPLMN. ePDG determines the applicable EMM cause and ESM cause from GTP causes or Diameter causes similarly as defined in 29.272 Annex A and 29.274 Annex C for the 3GPP access.
Proposal 4: In untrusted non-3GPP access, ePDG will determine the EMM cause and ESM cause from GTP causes or Diameter causes similarly as in 3GPP access. This would be documented in TS 29.273 and TS 29.274.
2.3.2 Errors received before UE authenticates network
2.3.2.1 UE-network interface
The untrusted non-3GPP access has high likelyhood of attacks and RFC5996 states:

------

2.21.1.  Error Handling in IKE_SA_INIT

   Errors that occur before a cryptographically protected IKE SA is

   established need to be handled very carefully.  There is a trade-off

   between wanting to help the peer to diagnose a problem and thus

   responding to the error and wanting to avoid being part of a DoS

   attack based on forged messages.

   In an IKE_SA_INIT exchange, any error notification causes the

   exchange to fail.  Note that some error notifications such as COOKIE,

   INVALID_KE_PAYLOAD or INVALID_MAJOR_VERSION may lead to a subsequent

   successful exchange.  Because all error notifications are completely

   unauthenticated, the recipient should continue trying for some time

   before giving up.  The recipient should not immediately act based on

   the error notification unless corrective actions are defined in this

   specification, such as for COOKIE, INVALID_KE_PAYLOAD, and

   INVALID_MAJOR_VERSION.
2.21.2.  Error Handling in IKE_AUTH

   All errors that occur in an IKE_AUTH exchange, causing the

   authentication to fail for whatever reason (invalid shared secret,

   invalid ID, untrusted certificate issuer, revoked or expired

   certificate, etc.)  SHOULD result in an AUTHENTICATION_FAILED

   notification.  If the error occurred on the responder, the

   notification is returned in the protected response, and is usually

   the only payload in that response.  Although the IKE_AUTH messages

   are encrypted and integrity protected, if the peer receiving this

   notification has not authenticated the other end yet, that peer needs

   to treat the information with caution. 

...

------

Observation 3: Until the UE authenticates the network, any errors can be sent by an attacker.

Until the UE authenticates the network (e.g. by verifying AUTN received in EAP-Request/AKA-Challenge), if any error is received, the UE will ignore any received information, can repeat the access attempt for certain amount of times (e.g. with exponential backoff) and if all attempts fail, start a backoff timer with fixed or HPLMN configured value.
Proposal 5: Errors received until the UE authenticates the network will trigger error handling which does not rely on the received error. Instead, the UE should be allowed to repeat the requests and if all attempts fail, a backoff timer with value fixed in standard or HPLMN configured value(s) should be started. This would be documented in TS 24.302.
2.4 Enhancements in TWAN
2.4.1 Errors received after UE authenticates network in SCM

2.4.1.1 UE-network interface
In TWAN SCM, the UE can already today be notified about ESM-like causes using the CAUSE item included in the SCM_RESPONSE with the AT_NOTIFICATION attribute indicating failure. Also, UE timer Tw1 (analogous to the UE timer T3396) and Tw1 item (analogous to the Back-off timer value IE) exist. However, there is no UE procedure for starting UE backoff timer associated with ESM causes other than ESM cause #26 (Insufficient resources).
The EMM cause is not provided today and an item carrying EMM-like cause needs to be defined.

The T3346 value is not provided today and an item carrying T3346-like value in SCM_RESPONSE message would need to be defined.

Proposal 6: In SCM, extend SCM_RESPONSE message to carry EMM-like cause item and T3346-like timer value item. Add related UE and network procedures. Extend UE procedures to handle Tw1 timer for causes other then #26 (Insufficient resources). This would be documented in TS 24.302.
2.4.1.2 Intra-network handling
In network, the errors can result from GTP causes (for ESM causes), Diameter causes (for EMM causes) or possibly local policy in VPLMN. 3GPP AAA server determines the applicable EMM cause from Diameter causes similarly as defined in 29.272 Annex A for the 3GPP access. TWAG determines the applicable ESM cause from GTP causes similarly as defined in 29.274 Annex C for the 3GPP access. Already today, the TWAG can provide the ESM-like cause to the 3GPP AAA server in Diameter signalling using TWAN-S2a-Failure-Cause IE.
Proposal 7: In SCM, 3GPP AAA server will determine the EMM cause from Diameter causes similarly as in 3GPP access. This would be documented in TS 29.273.
Proposal 8: In SCM, TWAG will determine the ESM cause from GTP causes similarly as in 3GPP access. This would be documented in TS 29.274.
2.4.2 Errors received after UE authenticates network in MCM
2.4.2.1 UE-network interface
In TWAN MCM, the UE can already today be notified about ESM-like causes using the Cause IE included in the WLCP PDN CONNECTIVITY REJECT. Also, UE timer Tw1 (analogous to the UE timer T3396) and Tw1 value IE (analogous to the Back-off timer value IE) exist. However, there is no UE procedure for starting UE backoff timer associated with ESM causes other than ESM cause #26 (Insufficient resources).
As WLCP is used only after succeessful authentication, the EMM-like cause should be provided to the UE in MCM_RESPONSE message with the AT_NOTIFICATION attribute indicating failure.
The T3346 value is not provided today and an item carrying T3346-like value in MCM_RESPONSE message would need to be defined.

Proposal 9: In MCM, extend MCM_RESPONSE message to carry EMM-like cause item and T3346-like timer value. Add related UE and network procedures. This would be documented in TS 24.302. Extend UE WLCP procedures to handle Tw1 timer for causes other then #26 (Insufficient resources). This would be documented in TS 24.244.
2.4.2.2 Intra-network handling
In network, the errors can result from GTP causes (for ESM causes), Diameter causes (for EMM causes) or possibly local policy in VPLMN. 3GPP AAA server determines the applicable EMM causes from Diameter causes similarly as defined in 29.272 Annex A for the 3GPP access. TWAG determines the applicable ESM causes from GTP causes similarly as defined in 29.274 Annex C for the 3GPP access.
Proposal 10: In MCM, 3GPP AAA server will determine the EMM cause from Diameter causes similarly as in 3GPP access. This would be documented in TS 29.273.
Proposal 11: In MCM, TWAG will determine the ESM cause from GTP causes similarly as in 3GPP access. This would be documented in TS 29.274.
2.4.3 Errors received before UE authenticates network
When the UE cannot authenticate the network during the 3GPP-based access authentication via WLAN, then the UE cannot discover the trust relationship from the EAP-AKA' signalling of the 3GPP-based access authentication.
If the UE is configured with HPLMN policy that a WLAN is a TWAN, then all of the security feature groups provided by the non-3GPP access network are considered sufficiently secure by the home operator (as in TS 33.402 subclause 4.2).

Thus, there will never be errors received in a WLAN considered by the UE to be a TWAN, before the UE authenticates the network.

Observation 4: In TWAN, errors are always received from authenticated network (else WLAN is not TWAN).

3. Proposal

It is proposed to discuss the proposals in the section 2.
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