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1. Background

There's a pending action from CT1#89 meeting related to solving issues when network topology hiding is done on the Path header field and the Service-Route header field:

-
the P-CSCF cannot subscribe to user's registration-state event package or the user's event debug package when topology hiding is done on the Path header field, see
C1-150240; and
-
the UE will not perform restoration procedures if topology hiding is done on the Service-Route header field and the S-CSCF rejects the served user initiated request, see 
C1-150582.

TS 24.229 currently specifies that the IBCF shall apply network topology hiding to the Path and Service-Route header fields. However there is a note that saying if the P-CSCF is located in the visited network, in order to allow the subscription of the P-CSCF to the registration-state event package, the IBCF cannot apply network topology hiding on the Path header field contained in the REGISTER request.

This paper discusses the possible solutions to enable the P-CSCF to successfully subscribe to user's registration-state event package or the user's event debug package when topology hiding was done on the Path header field and to enable the UE to perform restoration procedures if the S-CSCF rejected the served user initiated request and topology hiding was done on the Service-Route header field.
2
Applying network topology hiding on the Path header field

2.1
Introduction
The registration procedure of the roaming user UE-A and the subscription to the registration-state event package (or the user's event debug package) by the P-CSCF-v in the visited network is done according to the present TS 24.229. An IBCF-v acting as an exit point from the visited network performs topology hiding on the Path header field contained in the REGISTER request and thus prevents the S-CSCF-h from matching the Path header field contents against the P-Asserted-Identity header field received in a SUBSCRIBE request when the P-CSCF-v subscribes to user's registration-state event package or the user's event debug package as shown in figure 2.1.1.
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Figure 2.1.1: P-CSCF subscribes to user's registration-state or debug event package
If the IBCF-v encrypted an entry in the Path header field contained in the REGISTER request then upon receiving a 200 (OK) response on REGISTER request the IBCF-v should replace all content of the received Path header field which carries encrypted information with the entries resulting from decryption (see step 9 in the above figure).

NOTE 1:
The routable SIP URI which the IBCF-v inserted to the top of the Path header field will not be encrypted by any possible interconnection network that applies a topology hiding on the Path header field since the interconnection network will use as input to encryption only Path header field values which were added by one or more specific entity of the interconnection network as specified in subclause 5.10.4.2 of TS 24.229.
NOTE 2:
If decryption of the Path header field contained in the 200 (OK) response on REGISTER request is not done then the UE-A will not perform restoration procedures and if the P-CSCF-v rejected an initial request for a dialog or a request for a standalone transaction with a 504 (Server Time-out) response since the matching the Path header field contents against the P-Asserted-Identity header field received in a valid 504 (Server Time-out) response will be unsuccessful.

Furthermore if the network topology hiding is required in the visited network and the IBCF-v encrypted an entry in the Path header field contained in the REGISTER request then, when the P-CSCF-v subscribes to user's registration-state event package or the user's event debug package, the P-CSCF-v should not send within the SUBSCRIBE request the P-Asserted-Identity header field set to the value of the own URI i.e. the value that the IBCF-v encrypted within the Path header field.

NOTE 3:
Sending of the P-Asserted-Identity header field set to the SIP URI of the P-CSCF-v, which was inserted into the Path header field during the registration of the UE-A breaks network topology hiding requirement.

Based on the above, the possible options for the P-CSCF-v to detect that the IBCF-v applied network topology hiding on the Path header field and to provide the correct value in the P-Asserted-Identity header field when doing subscription to user's registration-state event package or the user's event debug package are analysed.
2.2
New value(s) for the Feature-Caps header field
Figure 2.2.1 illustrates the solution using the new value(s) for the Feature-Caps header field to enable the P-CSCF-v to successfully subscribe to user's registration-state event package or the user's event debug package when topology hiding of the Path header field is done in the visited network.
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Figure 2.2.1: New value(s) for the Feature-Caps header field
Solution details:
8.
Upon reception of a 200 (OK) response on REGISTER request the IBCF-v replaces all content of the received Path header field which carries encrypted information with the entries resulting from decryption. The IBCF-v inserts the Feature-Caps header field with the "g.3gpp.thig-path-URI" header field parameter set to the value of own URI i.e. to the value which the IBCF-v added in the Path header field of REGISTER request.
9.
Upon reception of a 200 (OK) response on REGISTER request the P-CSCF-v stores the value of the received "g.3gpp.thig-path-URI" header field parameter.
11.
When the P-CSCF-v subscribes to user's registration-state event package or the user's event debug package the P-CSCF-v includes in the SUBSCRIBE request the P-Asserted-Identity header field set to the value of the received "g.3gpp.thig-path-URI" header field parameter. 
2.3
New SIP header field

Figure 2.3.1 illustrates the solution using the new SIP header field to enable the P-CSCF-v to successfully subscribe to user's registration-state event package or the user's event debug package when topology hiding of the Path header field is done in the visited network.
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Figure 2.3.1: New SIP header field
Solution details:
8.
Upon reception of a 200 (OK) response on REGISTER request the IBCF-v replaces all content of the received Path header field which carries encrypted information with the entries resulting from decryption. The IBCF-v inserts the Thig-path header field with the value of own URI i.e. to the value which the IBCF-v added in the Path header field REGISTER request.

9.
Upon reception of a 200 (OK) response on REGISTER request the P-CSCF-v stores the value of the received Thig-path header field, removes the Thig-path header field from the 200 (OK) response and forwards it to the UE-A.
11.
When the P-CSCF-v subscribes to user's registration-state event package or the user's event debug package the P-CSCF-v includes in the SUBSCRIBE request the P-Asserted-Identity header field set to the value of the received Thig-path header field. 
2.4
Solutions comparison

Comparison of proposed solutions for the P-CSCF to detect if the IBCF applied network topology hiding on the Path header field and to provide the correct value in the P-Asserted-Identity header field when doing subscription to user's registration-state event package or the user's event debug package are given in table 2.4.1.
	
	Pro
	Cons

	New value(s) for the SIP Feature-Caps header field
	- Using an already existing mechanism.


- A dedicated feature-capability indicator makes it simpler to find the value which the P-CSCF shall include in the P-Asserted-Identity header field value.


- Due to the reception of the explicit value that shall be used in the P-Asserted-Identity header field there is no risk of unsuccessful subscription to the user's registration-state event package or the user's event debug package if topology hiding of the Path header field is required.
	- New protocol element (i.e. feature-capability indicator) is required.

- All P-CSCFs and all IBCFs acting as an exit point must support new feature-capability indicator before topology hiding on Path header field can be used.

	New SIP header field
	- A dedicated header field makes it simpler to find the value which the P-CSCF shall include in the P-Asserted-Identity header field value.
- The UE will not receive an indication that the visited network applied topology hiding on the Path header field.


- Due to the reception of the explicit value that shall be used in the P-Asserted-Identity header field there is no risk of unsuccessful subscription to the user's registration-state event package or the user's event debug package if topology hiding of the Path header field is required.
	- New protocol element (i.e. SIP header field) is required.

- As per RFC 5727 an IETF expert review is needed in order to obtain the IANA registration of this header field.

- All P-CSCFs and all IBCFs acting as an exit point must support a new SIP header field before topology hiding on Path header field can be used.


Table 2.4.1: Comparison of proposed solutions for P-Asserted-Identity header field value manipulation by the P-CSCF
3
Applying network topology hiding on the Service-Route header field
3.1
Introduction

An IBCF-h performing topology hiding on the Service-Route header field can prevent a UE from matching the Service-Route header field contents against the P-Asserted-Identity header field received in a valid 504 (Server Time-out) response as shown in figure 3.1.1.
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Figure 3.1.1: Unsuccessful matching of P-Asserted-Identity header value in received 504 response

If the network topology hiding is required in the home network and the IBCF-h encrypted an entry in the Service-Route header field contained in a 200 (OK) response on REGISTER request then if the S-CSCF-h rejects the served user initiated request, the S-CSCF-h should not send within a 504 (Server Time-out) response the P-Asserted-Identity header field set to the value of the own URI i.e. the value that the IBCF-h encrypted within the Service-Route header field.

NOTE:
Sending of the P-Asserted-Identity header field set to the value of the SIP URI of the S-CSCF-h which was inserted into the Service-Route header field during the registration of the UE-A breaks network topology hiding requirement.

3.2
P-Asserted-Identity header field value manipulation by the S-CSCF
In subclause 5.4.1.2.2F "Successful registration" of TS 24.229 the following requirements are specified for the Service-Route header field:
"If a 200 (OK) response is to be sent for a REGISTER request, the S-CSCF shall, in addition to any contents identified elsewhere in subclause 5.4.1.2, include:

c)
a Service-Route header field containing:

A)
the SIP URI identifying the S-CSCF containing an indication that subsequent requests routed via this service route (i.e. from the P-CSCF to the S-CSCF) was sent by the UE using either the contact address of the UE or the registration flow and the associated contact address (if the multiple registration mechanism is used) that has been registered and are treated as for the UE-originating case.

NOTE 2:
This indication can e.g. be in a parameter in the URI, a character string in the user part of the URI or be a port number in the URI.


The S-CSCF shall use a different SIP URI for each registration. If the multiple registration mechanism is used, the S-CSCF shall also use a different SIP URI for each registration flow associated with the registration;

B)
if network topology hiding is required a SIP URI identifying an IBCF as the topmost entry; and

C)
if

1)
S-CSCF supports indicating the traffic leg associated with a URI as specified in draft-holmberg-dispatch-iotl [225];

2)
the UE is roaming;

3)
the P-CSCF is not in the home network; and

4)
required by local policy


then the S-CSCF may append an "iotl" SIP URI parameter with a value set to "visitedA-homeA" to the S-CSCF SIP URI in the Service-Route header field; … "
Subclause 5.4.3.2 "Requests initiated by the served user" of TS 24.229 the following requirement is specified if the S-CSCF supports S-CSCF restoration procedures and needs to reject received request:

“… the S-CSCF shall:

I)
reject the request by returning a 504 (Server Time-out) response to the UE;

II)
assume that the UE supports version 1 of the XML Schema for the 3GPP IM CN subsystem XML body if support for the 3GPP IM CN subsystem XML body as described in subclause 7.6 in the Accept header field is not indicated; and

III)
include in the 504 (Server Time-out) response:

-
a Content-Type header field with the value set to associated MIME type of the 3GPP IM CN subsystem XML body as described in subclause 7.6.1;

-
a P-Asserted-Identity header field set to the value of the SIP URI of the S-CSCF included in the Service-Route header field (see subclause 5.4.1.2.2F) during the registration of the user whose UE sent the request causing this response; and

-

a 3GPP IM CN subsystem XML body: etc.”
According to subclause 5.4.1.2.2F the S-CSCF-h knows if the network topology hiding is required by the network, hence if it is required the S-CSCF-h shall insert a SIP URI identifying an IBCF-h as the topmost entry in the Service-Route header field.
If the S-CSCF-h added the SIP URI identifying the IBCF-h as the topmost entry in the Service-Route header field because the network topology hiding is required by the home network and if the S-CSCF-h rejects served UE initiated request with a 504 (Server Time-out) response the S-CSCF-h should include in the P-Asserted-Identity header field the URI identifying the IBCF-h which the S-CSCF-h inserted as the topmost entry in the Service-Route header field, as shown in figure 3.2.1.
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P-Associated-URI: 

4. REGISTER

3. REGISTER

2. REGISTER

1. REGISTER

12. INVITE

13. INVITE

14. INVITE

15. INVITE

16. 504 Server Time-out

17. 504 Server Time-out

18. 504 Server Time-out

19. 504 Server Time-out

UE-A stores the values: 
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Figure 3.2.2: Successful matching of P-Asserted-Identity header value in received 504 response

4
Conclusions

a)
Network topology hiding should not be applied to the Path and Service-Route header field in the earlier releases due to identified issues:

-
the P-CSCF cannot subscribe to user's registration-state event package or the user's
event debug package if topology hiding of the Path header field is done in the visited
network;
-
the UE will not perform restoration procedures if the S-CSCF rejected the served user
initiated request and topology hiding is done on the Service-Route header field; and

-
the network topology hiding requirements cannot be fulfilled due to the sending of the P-Asserted-Identity header field set to the value of the SIP URI of the P-CSCF, which was inserted into the Path header field or set to the value of the SIP URI of the S-CSCF, which was inserted into the Service-Route header field during the registration of the UE.
b)
If the network topology hiding is required by the network then it shall be applied in the present release to all header fields which reveal topology information including the Path and Service-Route header fields.

c)
If the IBCF encrypted an entry in the Path header field contained in the REGISTER request, then the IBCF should also:
-
insert its own URI before the topmost encrypted entry in the Path header field contained in the REGISTER request; and

-
upon reception of a 200 (OK) response on REGISTER request, replace all content of the received Path header field which carries encrypted information with the entries resulting from decryption.
d)
If the IBCF applied network topology hiding to the Path header field the P-CSCF when subscribing to the user's registration-state should include in the P-Asserted-Identity header field the URI added by the IBCF in the Path header field.

e)
If the IBCF applied network topology hiding to the Path header field the P-CSCF when subscribing to the user's debug event should include in the P-Asserted-Identity header field the URI added by the IBCF in the Path header field.

f)
If the IBCF applied network topology hiding to the Service-Route header field i.e. if the S-CSCF added a SIP URI identifying the IBCF as the topmost entry in the Service-Route header field and if the S-CSCF rejects served UE initiated request with a 504 (Server Time-out) response the S-CSCF should include in the P-Asserted-Identity header field the URI identifying the IBCF which the S-CSCF added as the topmost entry in the Service-Route header field.
CT1 is invited to discuss the issues and possible solutions presented in this discussion paper and make decisions on the proposed conclusions.
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Path: <sip:visit@ibcf-v.visited.net;lr>, sip:token(sip:term@pcscf-v.visited.net;lr)@visited.net;tokenized-by=visited.net
P-Visited-Network-ID: 
Require: 
Path: <sip:home@ibcf-h.home.net;lr>, <sip:visit@ibcf-v.visited.net;lr>, sip:token(sip:term@pcscf-v.visited.net;lr)@visited.net;tokenized-by=visited.net
5. REGISTER
P-Visited-Network-ID: 
Require: 
Path:
6. 200 OK
Path: <sip:home@ibcf-h.home.net;lr>,<sip:visit@ibcf-v.visited.net;lr>, sip:token(sip:term@pcscf-v.visited.net;lr)@visited.net;tokenized-by=visited.net
Service-Route: <sip:home@ibcf-h.home.net;lr>, <sip:orig@scscf-h.home.net;lr>
P-Associated-URI: <sip:userA_public1@home.net>, <sip:+1-222-333-444@home.net;user=phone>
7. 200 OK
Path: 
Service-Route: 
P-Associated-URI:
8. 200 OK
Path: 
Service-Route: <sip:home@ibcf-h.home.net;lr>, sip:token(<sip:orig@scscf-h.home.net;lr)@home.net;tokenized-by=home.net
P-Associated-URI:
9. 200 OK
Path: <sip:home@ibcf-h.home.net;lr>,<sip:visit@ibcf-v.visited.net;lr>, <sip:term@pcscf-v.visited.net;lr>
Service-Route: 
P-Associated-URI:
10. 200 OK
Path: 
Service-Route: 
P-Associated-URI:
4. REGISTER
3. REGISTER
2. REGISTER
1. REGISTER
12. INVITE
13. INVITE
14. INVITE
15. INVITE
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UE-A stores the values: <sip:home@ibcf-h.home.net> of received Service-Route header field & <sip:term@pcscf-v.visited.net> of received Path header field
11. INVITE
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P-Asserted-Identity: <sip:orig@scscf-h.home.net>
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