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Introduction 
The Personal Data Programme 2014/15 has been built on the successes and strategic insights delivered by the work of the GSMA Mobile Identity Programme in 2013. Development of digital identity services has been prioritised by the GSMA Board, and the Programme with its operator partners will work together to deliver digital identity solutions to market with scale, seamless consumer experience, consistency of technology and low barriers to entry across the digital identity ecosystem.

The Programme is aimed at both driving the introduction of new services and the expansion of existing services around the world. The programme’s objective is to put mobile at the heart of managing digital identity. We think that now is the time for mobile operators to act, and the GSMA is focused on developing a consistent and standardised set of services for managing digital identity across the mobile industry. The GSMA is working with all leading mobile operators around the globe and also working in-county with a broader set of ecosystem players, such as governments, banks and retailers, to help roll-out mobile enabled digital identity solutions.
.
Background
There is a growing public awareness of online risks and the need to protect identity. Governments and enterprises alike are seeking to use the mobile channel to meet this demand and provide stronger forms of authentication via the mobile phone. 

The GSMA, in conjunction with its Operator members, are developing a set of services to manage consumers’ digital identities across a range of online services from simple access to web services, through to banking and government authentication services.  

To ensure success, it is essential that a consistent solution works across all operators in the same market and can reach all users, irrespective of the type of mobile phone they use – with this in mind, the use of USSD has been singled out as a key mechanism for enabling these authentication services.

[bookmark: _Toc383185592]USSD based authenticator
One of the key aspects of the Mobile Connect architecture is the abstraction of the Service Providers from the implementation of the actual authentication mechanism (the Authenticators) and a logical component “ID Gateway” is been identified to manage the abstraction, which exposes a standard, lightweight interface based on OpenID Connect towards the Service Provider and selects the specific authenticator based on the LoA (Level of Assurance) indicated by the Service Provider. The pluggability of the Authenticators is another key aspect of the Mobile Connect architecture. There are a number of authenticators suggested and can be used based on the LoA in scope and the MNO assets, choice and need.  Due to the importance of the speed to market of Mobile Connect services GSMA Personal Data programme considers that Network Initiated USSD based authenticators could be the preferred initial authenticator given the availability in the mobile networks of USSD functionalities.
The USSD authentication mechanism is a unique value add from mobile networks and provides a smooth integration for the Mobile Operators.  The following diagram illustrates the high level logical architecture for this authentication mechanism:


1. The Service Provider application (desktop, tablet or mobile) calls OIDC (OpenID Connect) Authorization towards the MNO to authenticate the user, indicating the LoA needed. 
2. The MNO ID GW selects the USSD based Authenticator for the LoA indicated and interacts with the USSD GW to send Network Initiated USSD messages.
3. The USSD GW sends a message to the device.
4. The device displays a USSD prompt to the user to authenticate either by a simple acknowledgement (e.g., Click OK or type 1 to Authorize, 0 to cancel) or, where there is a need for a higher level of assurance, to challenge the user to enter their authentication PIN.
· the USSD response/message is sent back to the USSD GW and the MNO  receives a response
5. The MNO responds to the application.

Suggested Action
Within the GSMA Personal Data Programme we understand that USSD has been standardised for non-IMS access within 3GPP TS 22.090 and 3GPP TS 24.090.  The solution defined within these specifications supports network-initiated USSD operation.

In regards to the LTE access technology, GSMA understands that support for USSD operation has been standardised by utilising IMS (i.e. USSI), within 3GPP TS 22.173 "IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service and supplementary services; Stage 1" and 3GPP 24.390 “Unstructured Supplementary Service Data (USSD) using IP Multimedia (IM) Core Network (CN) subsystem IMS; Stage 3”, and was first published in 3GPP in Release 11.  

GSMA has reviewed 3GPP TS 22.173 and 24.390 found that the standards cover scenarios for mobile initiated USSD operations and not network initiated USSD operations.  Excerpt from 3GPP TS 22.173 below:-

8.3.2 [bookmark: _Toc382483252]Unstructured SS data operations
The Multimedia Telephony Service shall provide a consistent service experience to the user for mobile initiated USSD operations in MMI mode and reserved for HPLMN use, according to TS 22.090 [12]. 
Note: 	Network initiated USSD operations – MMI mode and USSD operations – application mode are not supported. 

Within the Mobile Connect proposition (Personal Data), GSMA are looking at using Network Initiated USSD as a mechanism for prompting the user to authenticate (‘Click OK’ or ‘Enter PIN’), across all mobile access technologies (2G/3G and LTE).    

The GSMA Personal Data programme kindly request the support from 3GPP to define Network initiated USSD in LTE and IMS within Release 12, as has been previously defined for 2G/3G technologies. 

Thank you in advance for your assistance.
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