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1. Introduction
In case of WebRTC based access to IMS, 23.228 requires support for RTP over UDP and RTP over TCP, see Clause U.1.5.4. (This requirement has been introduced in S2-142907). As ICE is mandatory to be used for WebRTC, the eP-CSCF and WIC needs to support ICE for TCP
2. Reason for Change

Support for TCP based RTP media is included. 
When invoking ICE, then reference is made to 24.229

Proto-value in m-line needs to allow TCP/RTP/SAVFP.
The CR is dependant on CR 5088 against 24.229.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371 v 1.0.0.
* * * First Change * * * *
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7
Call origination and termination
Editor's note: This clause specifies procedures that are related to call origination and termination.
7.1
General
This clause specifies procedures that are related to call origination and termination in the IM CN subsystem that are required for support of WebRTC.
It is assumed that prior to the call origination and termination procedure, a WebSockets connection hase been established between the WIC and the eP-CSCF. The call control signalling between the WIC and the eP-CSCF is transport over the WebSockets connection.

The WIC shall support ICE procedures as described in RFC 5245 [22] and RFC [6544] [28], with the additions specified in draft-ietf-rtcweb-stun-consent-freshness-03 [21]. The WIC shall perform ICE procedures when initiated by other subclauses in this document.
Editor's note: IETF RTCWEB WG has the concensus that ICE-TCP candidates are permitted, as specified in draft-ietf-rtcweb-transports-05 that "ICE-TCP candidates [RFC6544] MUST be supported." RTP media stream transported over TCP or over TLS in "m=" line can be described using draft-nandakumar-mmusic-proto-iana-registration [29]. Procedures  how to signal the transport address shift between UDP candidate and TCP candidate, when there are both UDP candidates and TCP candidates in a call need to be added.
* * * Next Change * * * *

7.2.2
WIC originating call
When the WIC originates a call, the WIC shall: 
a)
perform the ICE procedures as defined in RFC 5245 [22] and possibly RFC 6544 [28]; and
b)
generate an SDP offer and send it towards the eP-CSCF using the appropriate signalling protocol as described in subclause 7.2.1.
Upon generating an SDP offer with RTP based media, for each RTP based media, the WIC 
a)
shall offer UDP transport protocol according RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and
b)
may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28].
Editor's note: it is FFS whether the WIC needs to request usage of e2ae media security.
7.2.3
WIC terminating call

Upon receipt of an SDP offer, the WIC shall:
a)
perform the ICE procedures as defined in RFC 5245 [22] and possibly RFC 6544 [28]; and
b)
generate an SDP answer and send it towards the eP-CSCF using the appropriate signalling protocol as described in subclause 7.2.1.
Upon receiving an SDP offer containing an RTP based media:

-
transported using RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and

-
with the SDP "a=3ge2ae:applied" attribute;
and if the UE accepts the RTP based media, then the UE shall generate the SDP answer with the related RTP based media transported. In order to do so, the UE: 
a)
shall use RFC 5763 [5], and provide the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and
b)
may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28].
* * * Next Change * * * *

7.4.2
WIC originating call
Upon receipt of an SDP offer, the eP-CSCF shall:
a)
perform ICE procedures as defined in 3GPP TS 24.229 [3]; and
b)
generate an SDP offer based on the SDP offer received from the WIC and forward it using the appropriate signalling protocol as described in subclause 7.4.1. The eP-CSCF shall replace the SDP offer with updated SDP provided by eIMS-AGW, which contains the eIMS-AGW IP addresses and ports. The eP-CSCF shall not use bundled media as described in draft-ietf-mmusic-sdp-bundle-negotiation [25], i.e. the eP-CSCF shall remove the SDP group attribute BUNDLE value, and any m- line that in the received SDP offer contained an SDP "bundle-only" attribute, from the SDP offer.

NOTE:
At this point, the eP-CSCF interacts with eIMS-AGW to reserve resources and provide the information needed for media handling. The details of the interaction between eP-CSCF and eIMS-AGW are out of scope of this document.
Upon receiving an SDP offer from the served WIC containing an DTLS-SRTP basedmedia steam, i.e. an "m=" line with the proto field containing the "UDP/TLS/RTP/SAVPF" value as specified in RFC 5764 [6], the eP-CSCF shall invoke IMS-ALG procedures, shall remove the SDP fingerprint attribute and shall act as defined in 3GPP TS 24.229 [3] as far as SDP and RTP is concerned.

Upon receiving an SDP answer over the Mw interface, for each DTLS-SRTP based media stream of the SDP offer from the served WIC which is accepted in the received SDP answer, the eP-CSCF shall invoke IMS-ALG procedures. In the SDP answer to served WIC the transport protocol, the eP-CSCF
a)
shall use to RFC 5763 [5] and shall providethe proto field in the "m=" line with the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and

b)
may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28].
If the SDP offer contained bundled media as described in draft-ietf-mmusic-sdp-bundle-negotiatio [25], the eP-CSCF shall reject the bundling of media, i.e. the eP-CSCF shall not add a SDP group BUNDLE attribute to the SDP answer, and the eP-CSCF shall assign a zero port value to any m- line that in the SDP offer contained an SDP "bundle-only" attribute.NOTE:
Stage 2 has specified that the architecture does not support media multiplexing that is defined for WebRTC, so the SDP answer sent to the served WIC will not contain bundled media.
Editor's note: it is FFS whether the eP-CSCF provides e2ae media security only if e2ae media security was requested by the WIC.
7.4.3
WIC terminating call




Upon receiving an SDP offer over the Mw interface with an RTP based media, for each RTP based media, the eP-CSCF:

1)-
shall invoke IMS-ALG procedures;

2)
shall perform ICE procedures as defined in 3GPP TS 24.229 [3]; and
3)
in the SDP offer to served WIC:

-
shall indicate the transport protocol according to RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6];

-
may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28]; and
-
shall include the SDP "a=3ge2ae:applied" attribute.

NOTE:
Stage-2 has specified that the architecture does not support media multiplexing that is defined for WebRTC, so the SDP offer sent to the served WIC will not contain bundled media.
Upon receipt of an SDP answer, the eP-CSCF:
a)
shall perform ICE procedures as defined in3GPP TS 24.229 [3];
b)
shall generate an SDP answer based on the SDP answer received from the WIC and forward it using the appropriate signalling protocol as described in subclause 7.4.1;
c)
for each RTP based media of the SDP offer from the remote UE which is accepted in the SDP answer: shall remove the SDP fingerprint attribute; and
d)
shall act as defined in 3GPP TS 24.229 [3] as far as SDP and RTP is concerned
�Stage 2 23.228, Clause U.1.3.4: "DTLS-SRTP as key exchange mechanism for media components using SRTP". Das dürfte stimmen, und ich habe das Textgemurkse hier mal minimalistisch nachgebessert. Hat aber mit dem CR nicht so viel zu tun.
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