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	Reason for change:
	The current wording in subclause 4.4.4.1, General, is using the ambiguous term "activated":

"When both ciphering and integrity protection are activated, the NAS message is first encrypted and then the encrypted NAS message and the NAS sequence number are integrity protected by calculating the MAC.
When only integrity protection is activated, and ciphering is not activated, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC."

The term "activated" should be avoided, because it is ill-defined and can lead to incorrect implementations:

Firstly, even if the MME has "activated" ciphering and integrity protection in the sense that the MME has performed a security mode control procedure and thus taken an EPS security context with a ciphering algorithm different from the "null ciphering algorithm" EEA0 into use, the UE is still expected to send an initial NAS message via a new NAS signalling connection integrity protected, but unciphered.

Secondly, for the condition "only integrity protection is activated, and ciphering is not activated", it is not clear whether this includes the case that an operator is running his network without ciphering (i.e. that he is using the "null ciphering algorithm" EEA0), because according to subclause 4.4.5:

If the "null ciphering algorithm" EEA0 has been selected as a ciphering algorithm, the NAS messages with the security header indicating ciphering are regarded as ciphered.


	
	

	Summary of change:
	The ambiguous term "activated" is replaced with a more precise condition.

	
	

	Consequences if not approved:
	Ambiguous wording can result in wrong implementations. E.g. the UE could send initial NAS messages ciphered, or it could send NAS messages with the wrong security header type. 
In the first case the network will not be able to decipher the NAS message; in the second case, dependent on the implementation, the network could discard the message. In both cases the UE would not be able to get service.
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	Other comments:
	


4.4.4.1
General

For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

The use of "null integrity protection algorithm" EIA0 (see subclause 9.9.3.23) in the current security context is only allowed for an unauthenticated UE for which establishment of emergency bearer services is allowed. For setting the security header type in outbound NAS messages, the UE and the MME shall apply the same rules irrespective of whether the "null integrity protection algorithm" or any other integrity protection algorithm is indicated in the security context.
If the "null integrity protection algorithm" EIA0 has been selected as a integrity protection algorithm, the receiver shall regard the NAS messages with the security header indicating integrity protection as integrity protected.
Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.401 [19].
When a NAS message needs to be sent both ciphered and integrity protected, the NAS message is first encrypted and then the encrypted NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When a NAS message needs to be sent only integrity protected, and unciphered or ciphered with the "null ciphering algorithm" EEA0, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When during the EPS attach procedure an ESM message is piggybacked in an EMM message, there is only one sequence number IE and one message authentication code IE, if any, for the combined NAS message.

