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 Background
The GSMA Mobile Connect programme is working to develop an innovative new service that will allow consumers to securely access a wide array of digital services using their mobile phone number for authentication. The GSMA Mobile Connect service will simplify consumers’ lives, offering a single, trusted, mobile phone number-based authentication solution that fully respects their online privacy.  
Within the Mobile Connect proposition (Personal Data), GSMA are looking different mechanisms for prompting the user to authenticate with the Operator (‘Click OK’ or ‘Enter PIN’), across all mobile access technologies (2G/3G and LTE).   Once the user is authenticated by the Operator, the transaction to the 3rd party Service Provider (e.g. Bank) can continue via Service API access using OpenID Connect.  Key authenticators being considered are as follows:
Username/password + SMS OTP (URL)
SIM applet
USSD
The GSMA Personal Data programme has previously sent a LS (CPAS04_001) to 3GPP SA1 and CT1 requesting that that network-initiated USSD using IMS (USSI) is supported.  
Whilst 3GPP CT1 had approved a work item and related Change request, 3GPP SA1 were informed that GSMA SFRA are undertaking a security and fraud risk analysis on the Mobile Connect Architecture, including the utilisation of USSD as an authentication mechanism and with the agreement of GSMA have postponed the addition of requirements for network initiated USSD (see S1-143284).  
This security and fraud assessment is now complete. The GSMA Personal Data Programme would like to share the outcome of this assessment – please see below.
Risk assessment: utilizing Network Initiated USSD in IMS 
For Network Initiated USSD in IMS, the signaling will be secured using IMS security. IMS signaling is secured by:
Integrity and Confidentiality over the LTE radio interface from the UE to the eNB;
Mutual authentication is required between the UE and the HN
Per Section 6.1.4 of TS 33.203, in order to authenticate an already registered user, the S-CSCF shall send a request to the UE to initiate a re-registration procedure. When received at the S-CSCF, the re-registration shall trigger a new IMS AKA procedure that will allow the S-CSCF to re-authenticate the user. The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the UE does not initiate the re-registration procedure after the request from the S-CSCF, the S-CSCF may decide to de-register the subscriber or re-issue an Authentication-Required.
Mandatory Integrity protection from the UE to IMS per TS 33.203.
The P-CSCF shall decide whether the IMS specific encryption mechanism is used. If used, the UE and the P-CSCF shall agree on security associations, which include the encryption key that shall be used for the confidentiality protection. The mechanism is based on IMS AKA and specified in clause 6.1. (Note: the IMS signaling is confidentiality protected in the AT&T network)
Since the USSD data is transported in the IMS SIP signaling, it looks like any other IMS SIP signaling.
Risks:
In roaming scenarios, it is the local policy in the visiting network's P-CSCF that determines whether the IMS signaling is confidentiality protected.
Suggested Action
GSMA thanks 3GPP CT1 for its recent LS informing GSMA of the approval of the related CT1 WID on Network Initiated USSD Simulation Services in IMS to allow the completion of the related stage 3 work by CT#66, i.e. on time for inclusion in Release 12.
Additionally, GSMA would like 3GPP CT1 and SA1 to take this assessment into consideration in order for 3GPP to standardise the mechanism for the USSD network initiated mechanism to be utilised over 4G/LTE access for Mobile Connect.  This will enable Operators to utilise the same mechanism across 2G/3G and 4G access technologies.
Also we would like to refer to existing TS 33.203 content that we extract for your examination. 
Thank you in advance for your assistance.

From TS 33.203
[bookmark: _Toc390856402]6.1.4	Network Initiated authentications
In order to authenticate an already registered user, the S‑CSCF shall send a request to the UE to initiate a re-registration procedure. When received at the S‑CSCF, the re-registration shall trigger a new IMS AKA procedure that will allow the S‑CSCF to re-authenticate the user.
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Figure 7
The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the UE does not initiate the re-registration procedure after the request from the S‑CSCF, the S‑CSCF may decide to de-register the subscriber or re-issue an Authentication-Required.
[bookmark: _Toc390856403]6.1.5	Integrity protection indicator
In order to decide whether a REGISTER request from the UE needs to be authenticated, the S‑CSCF needs to know about the integrity protection applied to the message. The P‑CSCF attaches an indication to the REGISTER request to inform the S‑CSCF that the message was integrity protected if:
-	the P‑CSCF receives a REGISTER containing an authentication response and the message is protected with an SA created during this authentication procedure; or
-	the P‑CSCF receives a REGISTER not containing an authentication response and the message is protected with an SA created by latest successful authentication (from the P‑CSCF perspective).
For all other REGISTER requests the P‑CSCF attaches an indication that the REGISTER request was not integrity protected.
[bookmark: _Toc390856404]6.2	Confidentiality mechanisms
If the local policy in P‑CSCF requires the use of IMS specific confidentiality protection mechanism between UE and P‑CSCF, IPsec ESP as specified in RFC 4303 [54] shall provide confidentiality protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. IPsec ESP general concepts on Security Policy management, Security Associations and IP traffic processing as described in reference RFC 4301 [53] shall also be considered. ESP confidentiality shall be applied in transport mode between UE and P‑CSCF. Dummy packets (Next Header = 59) shall not be sent.
NOTE:	For interoperability with 3GPP pre-Release 11 implementations, usage of dummy packets is not allowed.
The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P‑CSCF all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P‑CSCF and the other SA is for traffic between a client port at the P‑CSCF and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.
The encryption key CKESP is the same for the two pairs of simultaneously established SAs. The encryption key CKESP is obtained from the keying material established as a result of the AKA procedure, specified in clause 6.1, using a suitable key expansion function. . This key expansion function depends on the ESP encryption algorithm and is specified in Annex I of this specification.
The encryption key expansion on the user side is done in the UE. The encryption key expansion on the network side is done in the P‑CSCF.
[bookmark: _Toc390856405]6.3	Integrity mechanisms
IPsec ESP as specified in reference RFC 4303 [54] shall provide integrity protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. IPsec ESP general concepts on Security Policy management, Security Associations and IP traffic processing as described in reference RFC 4301 [53] shall also be considered. ESP integrity shall be applied in transport mode between UE and P‑CSCF.
The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P‑CSCF, all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P‑CSCF and the other SA is for traffic between a client port at the P‑CSCF and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.
The integrity key IKESP is the same for the two pairs of simultaneously established SAs. The integrity key IKESP is obtained from the keying material established as a result of the AKA procedure, specified in clause 6.1, using a suitable key expansion function. This key expansion function depends on the ESP integrity algorithm and is specified in Annex I of this specification.
The integrity key expansion on the user side is done in the UE. The integrity key expansion on the network side is done in the P‑CSCF.
The anti-replay service shall be enabled in the UE and the P‑CSCF on all established SAs.
[bookmark: _Toc390856406]6.4	Hiding mechanisms
The Hiding Mechanism is optional for implementation. All I-CSCFs/IBCFs in the HN shall share the same encryption and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the  I-CSCF/IBCF shall encrypt the hiding information elements when the  I-CSCF/IBCF forwards SIP Request or Response messages outside the hiding network’s domain. The hiding information elements are entries in SIP headers, such as Via, Record-Route, Route and Path, which contain addresses of SIP proxies in hiding network. When  I-CSCF/IBCF receives a SIP Request or Response message from outside the hiding network’s domain, the  I-CSCF/IBCF shall decrypt those information elements that were encrypted by  I-CSCF/IBCF in this hiding network domain.
The purpose of encryption in network hiding is to protect the identities of the SIP proxies and the topology of the hiding network. Therefore, an encryption algorithm in confidentiality mode shall be used. The network hiding mechanism will not address the issues of authentication and integrity protection of SIP headers. The AES in CBC mode with 128-bit block and 128-bit key shall be used as the encryption algorithm for network hiding. In the CBC mode under a given key, if a fixed IV is used to encrypt two same plaintexts, then the ciphertext blocks will also be equal. This is undesirable for network hiding. Therefore, random IV shall be used for each encryption. The same IV is required to decrypt the information. The IV shall be included in the same SIP header that includes the encrypted information.
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