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1. Introduction
The purpose of this P-CR is to provide a normative description for revoking the service authorisation for ProSe direct discovery or direct communication in TS 24.334.

2. Reason for Change
There is a genernal normative requirement specified in stage 2 on revoking the service authorisation for ProSe direct discovery or direct communication (i.e., TS 23.303 subclause 4.5.1.1.1):
"The ProSe Function in the Local PLMN or the VPLMN or HPLMN may revoke the authorization at any time. The ProSe Function in the HPLMN shall be notified when authorization has been revoked by the Local PLMN or the VPLMN."
In SA2#103 meeting in May 2014, a CR#0068 rev#3 (S2-142206) was agreed to dedicatedly define the service revocation procedures for ProSe Direct Discovery or ProSe Direct Communication or both, triggered by the HSS or the ProSe function in HPLMN, in VPLMN or in Local PLMN.
From the defined service revocation procedures in stage 2, the ProSe function in HPLMN, in VPLMN or in Local PLMN needs to revoke the service authorization when:

1)
The ProSe related subscription data is revoked at the HSS, e.g. the authorization for ProSe direct discovery service is revoked (see TS 23.303 v12.1.0 subclause 5.2.2.2).
2)
The HPLMN ProSe Function decides to revoke the authorization for ProSe direct service, e.g. ProSe Direct Discovery service is revoked on one PLMN (see TS 23.303 v12.1.0 subclause 5.2.2.3). or
3)
The VPLMN or Local PLMN ProSe Function decides to revoke the authorization for ProSe direct service, e.g. ProSe direct discovery service is revoked for the inbound roamer (see TS 23.303 v12.1.0 subclause 5.2.2.4).
During all service revocation procedures, the ProSe function in HPLMN is involved and then to send the revocation message to the UE. After updating the service authorisation for ProSe direct service, the ProSe function in HPLMN needs to send the updated authorisation for ProSe direct service to the UE. In TS 23.303 v12.1.0, it states that the ProSe function in HPLMN sends a ProSe Service Notification message to the UE to indicate the updated authorisation for ProSe direct service. Considering OMA DM is used as the protocol at PC3 interface to provision ProSe related configuration and authorization information in the UE, so for the service revocation, the OMA push message can be used in stage 3.
As further described in TS 23.303 v12.1.0 as below, the updated authorisation for ProSe direct service includes the authorization for ProSe direct service (discovery or communication or both) which is to be revoked, and the PLMN ID of the PLMN in which the service authorisation is to be revoked:
"The updated ProSe data includes the indication and the PLMN ID. The combination of the indication and the PLMN ID denotes the authorization for ProSe direct service (discovery or communication or both) identified by the indication is to be revoked on the indicated PLMN."
Furthermore, as specified in TS 23.303 v12.1.0 as below, based on the operator’s policy, the ProSe function in HPLMN can either immediately send the updated authorisation for ProSe direct service to the UE or wait until the next time when the UE actively contacts the ProSe function.

"The UE get the updated authorization for ProSe direct service via the ProSe Service Notification message immediately or waits to the next time communication with the ProSe function in HPLMN per operator's policy."
As per current stage 2 descriptions, the ProSe direct service revocation is a normative requirement and the normative procedures should be performed.
However, when seeing the related description on ProSe direct service revocation in stage 3 TS 24.334, it only provided informative information in a NOTE as below:

"NOTE 2:
The ProSe Function in the HPLMN can revoke the service authorisation at any time e.g by sending an OMA push message."
"NOTE 4:
The ProSe Function in the VPLMN, local PLMN or HPLMN can revoke the service authorisation at any time e.g by sending an OMA push message."
Hence the normative requirement in stage 2 is not implemented in stage 3.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.334 v1.0.0.
* * * First Change * * * *

5
ProSe service authorisation and revocation
5.1
Service authorisation and revocation for ProSe direct discovery and ProSe direct communication
5.1.1
General 

The ProSe direct discovery service authorisation determines whether the UE is authorised to use ProSe direct discovery announcing or ProSe direct discovery monitoring or both in a particular PLMN. The service authorisation is transferred between the UE and the ProSe Function over the PC3 interface with the ProSe Direct Services Provisioning Management Object as specified in 3GPP TS 24.333 [9]. The communication security over the PC3 interface is specified in 3GPP TS 33.cde [6].

Editor’s note: Reference and procedural text to be updated once 3GPP TSG SA WG3 TS is available and contains the relevant procedure.

The UE first requests service authorisation to use ProSe direct discovery from the ProSe Function of the HPLMN. The service authorisation provided by the ProSe Function of the HPLMN contains a list of PLMNs and indicates for each PLMN whether:

-
the UE is pre-authorised to use ProSe direct discovery without contacting the ProSe Function of that PLMN; or

-
the UE is conditionally authorised to use ProSe direct discovery in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN.

The UE then requests service authorisation from the ProSe Function of the local PLMNs or VPLMN in which it is conditionally authorised to use ProSe direct discovery announcing or monitoring. The ProSe Function of each local PLMN or VPLMN contacts the ProSe Function of the UE’s HPLMN to obtain the service authorisation from the HPLMN as specified in 3GPP TS 29.345 [5], merges it with its own service authorisation and sends the merged service authorisation to the UE.

The ProSe direct communication service authorisation determines whether the UE is authorised to use ProSe direct communication in a particular PLMN or when not served by E-UTRAN. 
The service authorisation for ProSe direct communication is either 

1)
pre-configured in the UE; or

2)
transferred between the UE and the ProSe Function over the PC3 interface with the ProSe Public Safety Direct Services Provisioning Management Object as specified in 3GPP TS 24.333 [9]. The communication security over the PC3 interface is specified in 3GPP TS 33.cde [6].

Editor’s note: Reference and procedural text to be updated once 3GPP TSG SA WG3 TS is available and contains the relevant procedure.
Editor’s note: Whether the UE can use option 1) above when served by E-UTRAN is FFS.
When using option 2) above, the UE shall:

a)
first request authorisation to use ProSe direct communication from the ProSe Function of the HPLMN. The service authorisation provided by the ProSe Function of the HPLMN indicates:

-
whether the UE is is authorised to perform ProSe direct communication when not served by E-UTRAN, and if so, the required radio parameters to be used for ProSe direct communication when not served by E-UTRAN;

-
the ProSe Direct communication policy parameters; and
-
the list of PLMNs in which the UE is authorised to use direct communication when served by E-UTRAN, and for each PLMN, it indicates whether:

-
the UE is pre-authorised to use ProSe direct communication without contacting the ProSe Function of that PLMN; or

-
the UE is conditionally authorised to use ProSe direct communication in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN; and

b)
then request service authorisation from the ProSe Function of the PLMNs in which it is conditionally authorised to use ProSe direct communication. The ProSe Function of each of these PLMNs contacts the ProSe Function of the UE’s HPLMN to obtain the service authorisation from the HPLMN as specified in 3GPP TS 29.345 [5], merges it with its own service authorisation and sends the merged service authorisation to the UE.
The UE discovers the IP address of the ProSe Functions of the HPLMN, VPLMN and local PLMN as specified in subclause 5.1.2.
After the UE is authorised to use ProSe direct discovery or ProSe direct communication or both, the ProSe Function of the HPLMN shall revoke the service authorisation:

a)
when the ProSe Function of the HPLMN is informed the ProSe related subscription data is revoked at the HSS;
b)
when the ProSe Function of the HPLMN decides to revoke the authorization for ProSe direct service; or
c)
when the ProSe Function of the HPLMN is informed the ProSe Function of the VPLMN or local PLMN decides to revoke the authorization for ProSe direct service.
The ProSe Function of the HPLMN sends the updated authorization for ProSe direct service to the UE, e.g. by sending an OMA push message. The updated authorization for ProSe direct service does not include:

a)
the authorization for ProSe direct service (discovery or communication or both) which is to be revoked; and
b)
the PLMN ID of the PLMN in which the service authorisation is to be revoked.
NOTE:
The ProSe Function of the HPLMN can send the updated authorization for ProSe direct service to the UE immediately or wait to the next time when the UE communicates with the ProSe function of the HPLMN based on operator's policy.

* * * Next Change * * * *

5.1.3
Service authorisation from ProSe Function of HPLMN 

The UE shall initiate the service authorisation procedure to the ProSe Function of the HPLMN:

a) when the UE receives a request from upper layer to perform ProSe direct discovery announcing or monitoring or direct communication and has no valid service authorisation;

b) when the UE is performing ProSe direct discovery announcing or monitoring or direct communication and changes its registered PLMN; or

c) when timer T4005 associated with a valid service authorisation policy expires and the request from upper layer to perform ProSe direct discovery announcing or monitoring or direct communication in the corresponding PLMN is still in place.

NOTE 1:
In order to ensure continuity of ProSe direct discovery service, the UE can request service authorisation from the ProSe Function of a PLMN before the timer T4005 associated with a service authorisation policy in that PLMN expires.

The UE shall obtain the service authorisation from the ProSe Function of the HPLMN over the PC3 interface by requesting the ProSe Direct Services Provisioning Management Object or the ProSe Public Safety Direct Services Provisioning MO as specified in 3GPP TS 24.333 [9]. The UE waits for an implementation dependent time for an answer from the ProSe Function. If the ProSe Function does not respond within that time, the UE may retry the service authorisation procedure. The number of retries performed by the UE is implementation dependent. Unless the UE receives a response from the ProSe function for service authorisation, the UE shall not consider that the request has been authorised.
The ProSe direct discovery service authorisation from the ProSe Function of the HPLMN may include:

a)
the PLMNs in which the UE is authorised to perform ProSe direct discovery monitoring, and for each PLMN, it indicates:

1)
the FQDN of the ProSe Function of that PLMN;
2)
the UE identifier that shall be used by the UE when contacting the ProSe Function of that PLMN;
3)
a validity timer T4005 indicating for how long the monitoring authorisation policy in that PLMN is valid; and
4)
whether the UE is:

-
pre-authorised to use ProSe direct discovery monitoring in that PLMN without contacting the ProSe Function of that PLMN; or

-
conditionally authorised to use ProSe direct discovery monitoring in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN; and

b)
the PLMNs in which the UE is authorised to perform ProSe direct discovery announcing , and for each PLMN, it indicates:

1)
the FQDN of the ProSe Function of that PLMN;
2)
the UE identifier that shall be used by the UE when contacting the ProSe Function of that PLMN;
3)
a validity timer T4005 indicating for how long the announcing authorisation policy in that PLMN is valid.
4)
the authorised announcing range; and
Editor’s note: The description of the authorised announcing range will need to be updated once 3GPP TSG RAN2 TS is available and contains the relevant parameter description.

5)
whether the UE is:

-
pre-authorised to use ProSe direct discovery announcing in that PLMN without contacting the ProSe Function of that PLMN; or

-
conditionally authorised to use ProSe direct discovery announcing in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN.

The ProSe direct communication service authorisation from the ProSe Function of the HPLMN may include:

a)
whether the UE is is authorised to perform ProSe direct communication when not served by E-UTRAN;

b)
the radio parameters to be used for ProSe direct communication when not served by E-UTRAN;

Editor’s note: The radio parameters that need to be configured on the UE to perform ProSe direct communication when the UE is not served by E-UTRAN are to be defined by 3GPP TSG RAN WG2.

c)
the PLMNs in which the UE is authorised to perform ProSe direct communication when served by E-UTRAN, and for each PLMN, it indicates:

1)
whether the UE is:

-
pre-authorised to use ProSe direct direct communication in that PLMN without contacting the ProSe Function of that PLMN; or

-
conditionally authorised to use ProSe direct communication in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN;

2)
the FQDN of the ProSe Function of that PLMN;
3)
the UE identifier that shall be used by the UE when contacting the ProSe Function of that PLMN; and
4)
a validity timer T4005 indicating for how long the direct communication authorisation policy in that PLMN is valid; and
d)
the ProSe Direct communication policy parameters, consisting of:
1)
the ProSe Layer-2 Group ID;

2)
the ProSe Group IP multicast address;

3)
whether the UE should use IPv4 or IPv6 for that group;

4)
an IPv4 address to be used by the UE as a source address in case IPv4 is used; and

5)
group-related security contents.

Editor’s note: The group-related security contents are to be defined by 3GPP TSG SA WG3.

The UE shall start validity timer(s) T4005 with the values included in this service authorisation. The UE shall consider that an authorisation policy is valid in the associated PLMN until the corresponding validity timer T4005 expires.


* * * Next Change * * * *

5.1.4
Service authorisation from ProSe Function of VPLMN or local PLMN 

The UE may perform ProSe direct discovery monitoring in a local PLMN or VPLMN without requesting authorisation from the ProSe Function of that PLMN if the UE has been pre-authorised for ProSe direct discovery monitoring in that PLMN by the ProSe Function of the HPLMN.

The UE may perform ProSe direct discovery announcing in a VPLMN without requesting authorisation from the ProSe Function of that PLMN if the UE has been pre-authorised for ProSe direct discovery announcing in that PLMN by the ProSe Function of the HPLMN.

NOTE 1:
ProSe direct discovery announcing can only be performed in the bands indicated by the registered PLMN so it is not applicable to local PLMNs.

The UE may perform ProSe direct communication in a VPLMN without requesting authorisation from the ProSe Function of that PLMN if the UE has been pre-authorised for ProSe direct communication in that PLMN by the ProSe Function of the HPLMN.

NOTE 2:
ProSe direct communication can only be performed in the bands indicated by the registered PLMN so it is not applicable to local PLMNs.

The UE shall request service authorisation for ProSe direct discovery or ProSe direct communication from the ProSe Function of the PLMNs in which the UE has been conditionally authorised for ProSe direct discovery announcing or monitoring or ProSe direct communication by the ProSe Function of the HPLMN. The UE shall obtain service authorisation over the PC3 interface by requesting the ProSe Direct Services Provisioning Management Object or the ProSe Public Safety Direct Services Provisioning MO as specified in 3GPP TS 24.333 [9]. The UE waits for an implementation dependent time for an answer from the ProSe Function. If the ProSe Function does not respond within that time, the UE may retry the service authorisation procedure. The number of retries performed by the UE is implementation dependent. Unless the UE receives a response from the ProSe function for service authorisation, the UE shall not consider that the request has been authorised.
NOTE 3:
The ProSe Function of the VPLMN or local PLMN requests service authorisation information from the ProSe Function in the UE’s HPLMN and merges it with its own service authorisation information, then provides the merged service authorisation to the UE. 
The UE shall start validity timer(s) T4005 with the values included in this service authorisation. The UE shall consider that an authorisation policy is valid in the associated PLMN until the corresponding validity timer T4005 expires. The service authorisation is applicable only in the corresponding PLMN. 

* * * End of Change * * * *

